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Abstract— SoCs implementing security modules should be both
testable and secure. Oversights in a design’s test structure could
expose internal modules creating security vulnerabilities during test.
In this paper, for the first time, we propose a novel automated security
vulnerability analysis framework to identify violations of confiden-
tiality, integrity, and availability policies caused by test structures
and designer oversights during SoC integration. Results demonstrate
existing information leakage vulnerabilities in implementations of
various encryption algorithms and secure microprocessors. These
can be exploited to obtain secret keys, control finite state machines,
or gain unauthorized access to memory read/write functions.

1. INTRODUCTION

High assurance embedded system-on-chips (SoCs) deployed in
military, space, automotive, financial, and medical applications of-
ten contain security blocks such as read-only memories (ROMs),
secure processors, cryptographic modules, etc., that must adhere to
strict information security requirements to ensure device availability,
confidentiality, and integrity, and establish end-user confidence and
trust. In 2001, the National Institute of Standards and Technology
(NIST) published a revised version of “Security Requirements of
Cryptographic Modules” that requires design assurance and self-
test to obtain security certificates [1]. Design assurance states that
security blocks must be properly testable (1) pre-manufacturing to
verify the design and functionality, and (2) post-manufacturing to
identify manufacturing and packaging defects. Self-test requires that
the device be capable of in-field tests such as power-up tests and
conditional tests to monitor device “health” and reliability. With
the increased complexity and size of SoCs, incorporation of design-
for-test (DFT) structures has become a standard process applied to
all modern SoCs to ensure testability at all stages. Without DFT
untested faults increase test costs, compromise a system’s security
and functionality [2], lead to expensive recalls, and cause loss of
trust, physical damage, financial loss, or human injury.

While testing and DFT are necessary for system quality (and
needed for security certificates [1]), there also exists a well-known
conflict between test and security. One of the main objectives of
SoC security is to limit access to internal states and signals that
contain sensitive information and/or render critical functionality.
During test mode, however, the inserted DFT structure and increased
controllability and observability of the security block’s internal logic
create unexpected access points for attacks [3]. Consequently, DFT
in a security block can expose it to information leakage vulnera-
bilities due to the added testability. State-of-the-art processes for
SoC integration and DFT insertion are not designed with security
in mind. While security verification ensures the SoC is protected
during mission mode (i.e. functional mode), it is often performed
after SoC integration and easily overlooks DFT vulnerabilities. These
vulnerabilities cause unauthorized flow of information if an adversary
gains access to both functional and test modes and is able to set the
SoC to a desired functional state (e.g. decrypting a key or storing
data to memory).

Attacks that exploit the DFT structure have been studied and
proposed in recent years [4]-[7]. Scan-based attacks performed by
running encryption in functional mode and then switching to test
mode have been used to leak secret keys from DES, AES [4], and
public key ciphers such as RSA and elliptic curve cryptography
(ECC) [5]. Advanced DFT structures have also been attacked using
X-masking [2] and differential attacks [6]. A test-mode-only scan
attack [7] has recently been proposed. Further, JTAG has been used
in modern exploits [8]-[10] such as the King Kong glitch attack on
Xbox 360 Consoles [8]. In [9] JTAG was used to access memory

chips directly to extract assets, in [2] to upload corrupted firmware
in non-volatile memories and read internal contents, and in [10] to
remotely access the secret key in smartcards of a set-top box.

In response, extensive research has been proposed to develop
secure test mechanisms [11]-[15]; however, the issue of security
remains. One proposed solution is to disconnect test logic after
manufacturing by blowing anti-fuses [11]. This method eliminates
the capability of in-system and in-field test, and failure analysis.
Other solutions, such as lock and key mechanisms propose the use
of encrypted scan chains to allow only trusted parties to test the
device [12]-[13]. These methods have several pitfalls: the mechanisms
themselves must be tested and usually require a test-enable key for in-
field test which makes the SoC vulnerable while in test mode. They
add test time overhead due to significant communication between
designer and tester, require key management, and have large area
overheads. Additional measures such as obfuscation [14] or reset
mechanisms [15] that separate, modify, or scramble scan chains [2]
have also been proposed. These, however, become vulnerable when
secure scan chains are activated during test.

To properly secure DFT, it is necessary to develop a security-
aware SoC design and DFT insertion process that systematically
analyzes possible information leakage and detects vulnerabilities
early in the design. Integrating security verification as the design is
being developed, synthesized, optimized, and DFT is inserted, allows
engineers to create designs that are secure and meet specification.
Our Contributions: In this work, we present a novel framework
for security vulnerability analysis of DFT exploits that identifies
violations of information flow security caused by the DFT structure,
designer oversights, and lack of understanding of security measures.
The proposed framework develops a smarter, security-focused SoC
integration process that systematically analyzes security vulnerabili-
ties and allows for security-test co-optimization in the design process.
Undetected, vulnerabilities can be exploited to provide an untrusted
party the ability to control and observe the design, thus compromising
the SoC’s confidentiality, integrity and availability. In particular, our
major contributions are as follows:

• We provide a taxonomy of possible vulnerabilities that can be
exploited through DFT structure (Section 3.2).

• We present an automated framework that can determine if con-
fidential information can be propagated from a secured source
(specified by the designer) to an observation point on the DFT
structure (violation of confidentiality policy) (Section 5).

• Similarly, it can trace data flow to find if an external system
or DFT control point can control and affect a secured system
(violation of integrity policy) or shut-down critical functional
modules (violation of availability policy) (Section 5).

• We provide case studies where our framework exposes vul-
nerabilities in different implementations of AES, DES, RSA,
PRESENT, secure controllers, secure memories, and Trojan
inserted circuits (Section 6). Some major takeaways of our
analyses are: (1) A proof against the conventional belief that
any cryptographic key provides the same level of security. Our
analysis shows that certain key bits can cause assets to be easily
leaked to the output due to naive DFT insertion. (2) For some
implementations of DES, the key can be directly leaked to the
primary outputs. (3) Our systematic framework can perform
these analyses in the order of seconds to minutes, showing good
scalability as SoCs increase in size and complexity.

This framework guides the designer to make a better decision about
how to secure the SoC by addressing vulnerabilities at the earliest
design steps. Although it is impossible to guarantee that all vulnera-
bilities are detected, this framework identifies those that are exploited
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Fig. 1. SoC integration flow and overview of the proposed vulnerability
analysis framework.

and described in current literature. To the best of our knowledge, no
previous work has focused on identifying vulnerabilities caused by
the DFT structure in a systematic, scalable, and automated fashion in
SoCs. The closest work in spirit is a method that tracks information
flow in hardware, called GLIFT [16]. In GLIFT each signal bit is
associated with a tainted bit. To track the tainted bits, each gate is
complemented with its corresponding tracking logic (GLIFT logic)
and exhaustive tests must be applied to track each tainted bit and
verify information flow policies. For large designs where exhaustive
tests are impossible, there is a high possibility of not identifying
potential information leakage (false negative results) if the verification
scenarios are not adequate. Further, this method does not take test
mode or the DFT structures into consideration and thus misses DFT
vulnerabilities. Our proposed framework does not require any extra
logic and does not require exhaustive tests to identify vulnerabilities,
rather, it is deterministic and systematic. Therefore, our proposed
framework is fast, reliable, and immune to false negative results.

2. OVERVIEW

Figure 1 shows the different stages in SoC design and an overview
of the proposed framework. SoC integration combines in-house and
3rd party IPs to create the SoC. Only IPs that provide security or han-
dle sensitive information will have security requirements (henceforth
referred to as security IPs). Although designers often set integration
tools to exclude security IPs from optimization and flattening, any
modules, such as debug, communication, and interfacing logic, not
labeled properly by designers or software can become access points
for attacks. In addition, DFT must still be inserted in the security IP.
To prevent DFT exploits, designers could remove the test structure or
omit scan flip-flops from the security IP; however, these approaches
make the IP harder to test and error prone due to poor fault detection.
Ultimately, test structures added to the security IP will create inherent
vulnerabilities by increasing controllability and observability. As a
result, security objectives will often conflict with test objectives but
both MUST be implemented and ensured throughout the design of a
security IP.

The security analysis is applied at the gate-level to find vul-
nerabilities introduced during SoC integration, optimization, and
synthesis of security IP and other IPs. This framework evaluates and
informs the designer about vulnerabilities before physical layout and
fabrication steps. The analysis can be applied again after security
measures are implemented to check for remaining vulnerabilities. As
shown in Figure 1, the framework applies the confidentiality analysis
to identify: (1) internal signals where information can be leaked

Fig. 2. Taxonomy of DFT and security implications.

(confidentiality report) and (2) the activation vector needed to cause
the information leakage. Similarly, the integrity analysis identifies: (3)
internal signals that can be influenced by an untrusted party (integrity
report) and (4) the activation vector needed to facilitate control over
those signals.

3. PRELIMINARIES

In this section we define key security factors used throughout the
paper and a description of hardware security issues associated with
DFT and SoC integration.

3.1. Terminology and Definitions

Security IP: A module that provides security (e.g. an encryption
module) or handles sensitive information (e.g. memory for key stor-
age or secure processors). These modules require security measures
to ensure information security policies.
Security Assets: Defined in [17], a security asset is “a resource of
value that is worth protecting.” Assets include the security IP inputs,
outputs, internal logic, or communication logic.
Information Flow Control (IFC): Classifies data into security
lattices (e.g. trusted and untrusted, public and private) and establishes
if information security policies are maintained. Three major IFC
policies are considered:

A. Confidentiality Policy: Ensures that the information from a
classified subsystem never leaks to an unclassified one [18], e.g. a
secret key for encryption should never flow to an unclassified domain.

B. Integrity Policy: Ensures that an untrusted sub-system never
influences a trusted one [18], e.g. an untrusted control point should
never be able to trigger an input or control pin in a trusted sub-system.

C. Availability Policy: Ensures that a system is always available
to a trusted user or request, e.g. an untrusted control point should
never be able to shut down a functional module.

3.2. Security Implications of Design-for-Test Structures

Hard-to-test areas can compromise a SoC’s functionality due
to untested faults. Therefore, high testability is important in high
assurance systems to ensure quality and reliability.

Figure 2 presents the taxonomy for three of the most common DFT
components: scan chains, test points, and JTAG. Each component
in Figure 2 plays a critical role in making a design testable (see
“Test Implication”). Scan chains provide direct access to internal flip-
flops, test points provide access to internal logic, and JTAG provides
direct access to primary inputs, outputs, and debug structures of
internal SoC modules. On the other hand, they each create unique
vulnerabilities (see Figure 2 “Security Implication”) due to added
internal access and the inherent exposure introduced by increased
controllability and observability which become back-doors for DFT
exploits. Scan chains can be exploited to shift-in any value and shift-
out functional responses. Test points make internal hard-to-reach
areas in the IP accessible to an adversary. JTAG can be exploited
to gain insights to SoC’s functionality and enable/disable test or
functional mode on any module.
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Furthermore, it is important to consider vulnerabilities introduced
through the SoC integration process (shown in Figure 1). SoC
designers usually have complete control over functional design and
RTL code development; however, during synthesis, flattening, DFT
insertion, and optimization highly automated integration software
uses several algorithms that maintain the SoC’s functionality but
make structural modification to the internal logic. Because current
SoC integration software are not equipped to enforce and handle
security policies and measures, it becomes impossible for a designer
to ensure that all security policies have been maintained throughout
SoC integration. Any designer oversight or software not instantiated
correctly can cause these 3rd party or in-house IPs to become
access points to control and observe security assets [19], introducing
confidentiality and integrity violations.

4. THREAT MODEL

In this section, our threat model identifies potential exploits,
adversaries, and methods of access to the asset.

4.1. Vulnerabilities and Exploits
Here we identify potential exploits due to vulnerabilities caused

by improved controllability and observability of an asset.
Controllability:
• Man-in-the-Middle: Protected signals can be intercepted and

modified to change the output or circuit response.
• Memory Control: Memory control signals can be manipulated

to gain unauthorized read/write access to memory.
• State Machine Control: State signals can be modified to force

Finite State Machines (FSMs) to go into unauthorized states or
generate different FSM outputs.

• Limiting Availability: Assets can be controlled to enable or
disable certain functionalities.

Observability:
• Snooping: Data buses used for communication, such as a mem-

ory bus, can be leaked at observation points.
• FSM Monitoring: FSM states can be monitored to observe the

circuit’s functionality at each state.
• Key Extraction: SFFs storing encryption keys or intermediate

results of cryptographic algorithms can be scanned out.

4.2. Potential Adversaries
The adversaries are classified based on attack capabilities.

Insider: An insider could be a rogue employee in the design house
or any third party in the SoC supply chain [20]. An insider:

• Has high technical knowledge.
• Knows the gate-level netlist and DFT structure of the design or

can reverse-engineer it from the GDSII layout file [21].
• Access to expert SoC synthesis software and test tools.

Outsider: An outsider is anyone outside the SoC supply chain. These
include malicious individuals, private groups, government agencies,
etc. Typically, outsiders have physical or remote access to the device
after it has been manufactured but are limited by the lack of gate-level
netlist. Outsiders can:

• Control JTAG ports to switch between functional and test mode
and have access to scan-in and scan-out ports.

• Control the input, e.g. circuit’s primary inputs, to perform
known-plaintext attacks.

• Obtain netlists or physical layout through espionage, stolen,
copied, or counterfeited SoCs that can be reverse engineered.

• Perform side-channel attacks by monitoring signal noise at
primary inputs/outputs.

4.3. Access to Asset
The adversary can gain access to the scan structure either by

physically or remotely controlling the scan-enable, scan-in, and/or
scan-out port to perform an attack.
Remote Attacks: In a remote attack, the adversary has no physical
access to the device. The attack could be performed through a
wired or wireless connection from a device other than the target.

Fig. 3. Vulnerability analysis framework.

For example, recent works have demonstrated that malicious parties
can remotely turn a car on/off and access its functionalities [23].
In modern vehicles, key-on/off self-test occurs every time the car
is turned on/off [22]. This self-test function can provide adversaries
access to the SoC’s test structure to obtain information from on-chip
memory or force unwanted functions.
Physical Attacks: Physical attacks require the adversary to have
direct access to the device. Non-invasive physical attacks do not
cause the destruction of the device and can be accomplished while
the device is in the field. These attacks consist of using the primary
inputs/outputs to obtain sensitive information. Advanced attacks use
JTAG debug, boundary scan, and DFT structures to control and/or
observe a system’s intermediate states and signals.

5. CONFIDENTIALITY AND INTEGRITY ANALYSIS FRAMEWORK

Figure 1 provided a high-level overview of the proposed frame-
work. The detailed framework is presented in Figure 3. The asset is
always assumed to be part of a trusted system and thus, must only
interact with other trusted components or must have a protected com-
munication channel between untrusted and trusted components. An
asset should never be directly connected to a primary input/outputs or
pseudo-primary input/outputs (i.e. SFFs that behave as primary inputs
during test mode due to a direct connection to scan-in/out ports).
Furthermore, untrusted components (i.e. third-party IPs or primary
and pseudo-primary inputs/outputs) should never be able to influence
the asset.

The framework takes as inputs the SoC gate-level netlist and
a list of assets. It performs a propagation and activation analysis
considering observation and control points for any possible direct or
indirect information flow for all assets, as shown in Figure 4.

5.1. Confidentiality Analysis
Confidentiality ensures that information is not leaked to an un-

trusted party. A violation of the confidentiality policy indicates that
information on the asset can be read through a primary output
or internal SFF that become observation points during test mode.
Therefore, Confidentiality Analysis checks all observation points
that could become targets to leak information. Figure 3 shows the
Confidentiality Analysis flow divided into two parts, Asset Analysis
and Asset Propagation.
Asset Analysis: This initial step uses the design’s gate-level netlist
and a list of assets, AssetList given by the designer who has
knowledge of the location of assets in the SoC. An asset location
could be a single net or a group of nets. Although an asset such
as a private key contains multiple bits, each bit must be analyzed
individually for vulnerabilities because information leakage from a
single key bit can significantly reduce the amount of effort needed
to extract the entire key.

Asset Analysis is performed on each asset to obtain a list of all
target observation points. Asset Analysis extracts all elements from
an asset’s fanout (i.e. all elements emerging from the asset). A
distance analysis is performed by extracting elements at incrementing
distances (i.e. number of elements) from the asset. Elements further
away from the asset (increasing distance) are harder to exploit than
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Fig. 4. Activation vector generation: (a) Vector BD = 01 creates a control
path from control point A to asset a on net Z. (b) Vector ABC = 011 creates
the propagation path from a on net Y to R.

Fig. 5. Asset propagation.

those at lower distances. A list of all target observation points
ranked by distance from the asset to its farthest observation point
is generated for all assets (called ObservationList). This list is used
for the next stage in Confidentiality Analysis, Asset Propagation.
Asset Propagation: Figure 5 illustrates the algorithmic flow de-
veloped to analyze the propagation of each asset to individual
observation points. It requires the gate-level netlist, AssetList, as
well as the output observation point list from Asset Analysis. It starts
with each individual asset and its corresponding ObservationList. To
perform a comprehensive analysis on potential points of information
leakage, each observation point must be analyzed separately. For
each r ∈ ObservationList, a mask is applied to all observation
points in ObservationList, and only r is unmasked. Masking all
other observation points creates a single exit node for information
leakage and prevents propagation to other observation points; this
results in a thorough analysis of all possible exit nodes after all
∀r ∈ ObservationList for asset a have been analyzed.

The next step finds any propagation paths from a→ r. If a can
be successfully observed at current r, then there exists a potential
confidentiality vulnerability that leaks information from a. The prop-
agation path from a→ r is also dependent on values at respective
control points that activate the path necessary for propagation as
shown in Figure 4(a) where control points A, B, and C must be
set to ABC = 011 to facilitate the propagation of a on net Y to
observation point r. This vector of control point values is called the
activation vector. Thus, (a,activation vector)→ r is flagged as a
vulnerability indicating that a, with the combination of activation
vector, can potentially leak information to observation point r.

5.2. Integrity Analysis
Integrity ensures that information cannot be manipulated by an

untrusted party. A violation of the integrity policy indicates that there
exists a single or a group of inputs or control points that can be used
to gain control of an asset and force it to any desired value
Integrity Analysis is presented in Figure 6. Similar to our con-

fidentiality analysis, the netlist and an AssetList must be provided.

Fig. 6. Integrity Analysis and asset control.

The analysis is performed for each asset independently, using the
“Fanin” function to obtain the Distance from any control points
to the current asset a. In this case, asset a is the only endpoint
for any possible control paths, hence, masking is not necessary.
Next, Asset Control finds potential paths that enable controllability
of a. If a control propagation path is detected, then there exists
an integrity vulnerability that allows a to be controlled to any
value by applying the corresponding activation vector. In this case,
activation vector → a is flagged as an integrity vulnerability. The
resulting activation vector is needed to activate a control path and can
be exploited to control a. In some cases, different activation vectors
might be required to force a = 1 and a = 0, therefore a separate
analysis must be done for each, Vector→ a= 0 and Vector→ a= 1.
Figure 4(b) shows the generation of a control path for asset a from
control points A, B, and D. Input C is set as X so it does not affect the
control of a. In this case, B= 0 and D= 1 are fixed values allowing
control point A to control the asset.

For Integrity Analysis, the resulting integrity report contains the
list of flagged vulnerabilities and corresponding Activation vectors
for each asset (∀a ∈ AssetList).

6. EVALUATION AND RESULTS

Experiments were carried out on multiple OpenCore encryption
algorithms obtained from [24]. Different implementations of the
same algorithms were used to demonstrate that vulnerabilities are
dependent on implementation. All designs were synthesized using
Synopsys Design Compiler [26]. All designs used full-scan insertion
with a maximum scan chain length of 64 (i.e. there are 64 SFFs in
each scan chain). Additionally, Synopsys’ SoC test tool, Tetramax
[26] was used. All scripts and experiments were performed on a 64-
bit Linux system running on Intel Xeon E5 at 2.00GHz with 16GB of
memory using TCL as the scripting language to interact with Design
Compiler, Tetramax, and in-house scripts.

6.1. Confidentiality Analysis
Table I shows confidentiality analysis of implementations of AES,

single and triple DES, RSA, and PRESENT [25] encryption al-
gorithms. In Columns 3 and 4, “key size” gives the length of
encryption key and “Asset Name” is the name of the sample asset
being analyzed. For simplicity, the table shows a single bit of the
asset key for each implementation, e.g. AES-1’s cipher key[0]. In
cryptographic modules all key bits are considered assets; we evaluated
other asset bits (e.g. cipher key[1], cipher key[2], etc.) and they
produced similar results. Columns 5 and 6 present the approximated
total area of the design and the total number of sequential elements,
i.e. SFFs, in the design. Column 7 is the total number of observation
points that can be used to leak a single bit of the asset key. “Distance”
in Columns 8 and 9 describe the minimum and maximum number of
gates between the asset and the observation points. “Vector Size” in
Columns 10 and 11 identifies the minimum and maximum number
of control points that an adversary needs to access to propagate the
asset value to an observation point.
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TABLE I
CONFIDENTIALITY ANALYSIS OF DIFFERENT ENCRYPTION ALGORITHMS.

Encryption Types Key Asset Total # Observation Distance Vector Size Execution
Algorithm Size Name Area (μm2) SFFs Points Min Max Min Max time (s)

AES
1: high speed 128 cipher key[0] 2000819 10769 2 2 3 5 7 7.72
2: small area 128 key I[0] 192726 2575 4 2 2 6 6 1.79

3: ultra-high speed 128 key[0] 1729428 6720 2 0 1 2 3 9.78
Single-DES small area 56 key[0] 17208 64 32 11 15 15 17 1.98

Triple-DES
1: small area 168 key1[0] 20387 128 48 10 12 29 33 83.21
2: high speed 168 key1[0] 794124 8808 2 2 2 3 3 3.75

RSA basic 32 inExp[0] 41732 555 32 4 3 6 6 3.35
PRESENT light ware 80 data i[0] 11585 149 2 2 2 3 3 0.30

Fig. 7. Confidentiality analysis of Single-DES: Asset key[0] is observed at
primary output PO(4452). In the figure Load 1− 4 : 4391 = 0 refers to the
4th SFF in scan chain 1, 4391 is the SFF’s unique ID.

Note that a larger distance from an asset to the observation points
leads to a larger “vector size,” thereby, it is more difficult to observe
the asset since the adversary needs to access a large number of control
points. Columns 12 shows the time required to perform confidentiality
analysis on different implementations of the encryption algorithms.
Execution time depends on size of a design as well as activation
vector size and number of observation points. From Table I we see
that for all designs except Triple-DES 1, the analysis took less than
10 seconds. Triple-DES 1 took longer because it has a larger vector
size and number of observation points compared to the other designs.
The runtime for all of these implementations suggests scalability.

From Table I, it can be observed that all implementations of AES,
RSA and PRESENT encryption modules have vulnerabilities because
the encryption keys can be leaked through the scan structure quite
easily (violation of confidentiality policy). The following case studies
analyze different implementations of DES encryption algorithm and
a Trojan-inserted RSA module.
1) Case Study I: DES Encryption Algorithm: We performed our

analysis on different implementations of triple DES and single DES
algorithm. Triple-DES 1 (Row 5 in Table I) is designed to occupy
a small area while Triple-DES 2 (Row 6 in Table I) is larger and
designed for high speed. Single-DES is designed to occupy small
area. Confidentiality analysis (see Table I) shows that asset key1[0]
in Triple-DES 2 only has 2 possible observation points while the
same asset key1[0] in Triple-DES 1 has 48 possible observation
points. However, exploiting Triple-DES 2’s vulnerabilities is easier
since only 3 control points are required to cause the unauthorized
information flow from key1[0] to one of its 2 observation points.
On the other hand, propagating Key1[0] to any of 48 observation
points in Triple-DES 1 requires at least 29 control points, making
it significantly more difficult to exploit. This demonstrates that dif-
ferent design and implementations practices for the same encryption
algorithm result in different number of vulnerabilities.

In addition, confidentiality analysis found a critical vulnerability in
Single-DES and Triple-DES 1 where the asset can be propagated
directly to primary outputs (PO). Figure 7 shows the input
activation vector required to propagate key[0] to primary output port
PO(4452). This analysis also provides important feedback to the
designers, i.e. when key bits ({key[50], key[44], key[35], key[15]}=
{0, 1, 0, 0}), asset leakage occurs as shown in Figure 7. Therefore,
this particular set of values should NEVER be used as the key
for this implementation. Note that, for a DES encryption algorithm
any key is expected to give same level of security; however, our
framework has shown that, for this implementation, key bit values
({key[50], key[44], key[35], key[15]} = {0, 1, 0, 0}) will cause a
violation of confidentiality policy.
2) Case Study II: Trojan Identification: IFC vulnerabilities can

also be caused by malicious components inserted in SoC without
knowledge of the IP owner, i.e. hardware Trojans [27]. These Trojans

Fig. 8. Confidentiality analysis report for Trojan inserted RSA-T100, shows
activation sequence of Trojan can be generated with the proposed analysis.

Fig. 9. (a) AES encryption data path (b) FSM of AES controller.

create back-doors in the design through which sensitive information
can be leaked and other possible attacks (e.g., system failure, denial of
service, reduction in reliability, etc.) can be performed. [27] and [28]
provide surveys on Trojans design and insertion methods. Here, we
analyzed a Trojan-inserted Basic RSA implementation, BasicRSA-
T100 from Trust-Hub[29],[30]. This Trojan “leaks the secret key by
replacing the cypher text when the input text plain is 32’h44444444”
[30]. This rare triggering condition makes this Trojan extremely
difficult to detect during SoC testing and verification [28].

As demonstrated in the analysis output in Figure 8, confidentiality
analysis returns the activation vector (32’h44444444) as a vulner-
ability to leak asset inExp[0] to a primary output. This activation
vector generated by our analysis matches the rare triggering condition
of the inserted Trojan confirming that the framework successfully
detected a violation in confidentiality policy. Furthermore, Table I
establishes that for Basic RSA implementation the maximum size
for an activation vector is 6; however, BasicRSA-T100 has a 32-bit
activation vector, a clear red flag and indication to the designer of a
malicious modification inserted to RSA.

6.2. Integrity Analysis
In this section, we explore the vulnerabilities caused by violations

of integrity policy and how these vulnerabilities can be exploited to
compromise the security. We use the controller circuit of an AES
encryption module and the controller circuit of medium scale micro-
controller circuit to demonstrate the ability to gain control of an asset.

1) Case Study I: AES Unauthorized FSM Control: The data-path
and the controller circuit of an AES encryption module is shown in
Figures 9(a) and 9(b), respectively. The controller circuit is realized
by a Finite State Machine (FSM) that is composed of 5 states: Wait
Key, Wait Data, Initial Round, Do Round, and Final Round. These
states control the ten rounds of AES encryption. After ten rounds,
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Fig. 10. Integrity analysis: (a) Case study I: Activation vector input (100)
allows the adversary to control AES’ FSM signal f inished. (b) Case study II:
Activation vector 00100 can be used to control MemWrite in secure memory.

the Final Round state is reached and the FSM generates the control
signal f inished = 1. This signal stores the result of the Add Key
module (cipher text) to the Result Register. The finished signal is our
asset as it should only be controlled by the FSM and not influenced
by user-controlled inputs.

The output of our integrity analysis in Figure 10(a) shows that
by scanning in (100) into three specific SFFs (IDs 208, 209, 207),
it is possible to set f inished = 1. These three SFFs correspond to
state registers and (100) value corresponds to state encodings of
Final Round. This indicates an integrity vulnerability because control
points can be used enter Final Round. To leak an encryption key, an
adversary can first run the initial round of AES encryption operation
in functional mode and then switch to test mode and scan in (100)
into corresponding state registers while maintaining all other SFFs
the same. This forces finished=1 when functional mode is activated,
which in turn causes key⊕ plaintext value to be stored in Result
Register instead of the ciphertext. The adversary can easily obtain
the key of the AES encryption because the plaintext value is known.

TABLE II
INTEGRITY ANALYSIS OF MIPS MEMORY ACCESS.

Asset Function Detected Distance
Control Pts. Min Max

MemRead Read from Memory 5 2 4
MemWrite Write to Memory 5 2 3
PCWrite Change program counter 5 2 6

2) Case Study II: MIPS Microprocessor Unauthorized Memory
Access.: In this case study, we analyze the vulnerabilities of the
controller circuit of a MIPS microprocessor. This pipeline archi-
tecture is composed of five stages. During the instruction decode
stage, the controller circuit takes the given opcode and translates
it to individual instruction control lines needed by the remaining
stages. The control unit also generates the control bits (MemRead,
MemWrite, PCWrite, etc.) for the multiplexers, the data memory,
and ALU control. This control bits should only be controlled by the
opcode and should not be influenced by user controlled inputs. thus,
control signals MemRead, MemWrite, and PCWrite as analyzed for
integrity. Table II show integrity vulnerabilities in the MIPS micro-
processor controller. Column 3, shows the number of primary inputs
and SFFs that an adversary needs to control the asset. Columns 4
and 5 show the distance to control point analysis. An example of the
output report of our analysis for MemWrite control signal is shown in
Figure 10(b). Figure 10(b) also shows the activation vector that needs
to be loaded into scan chains to force MemWrite= 1. An adversary
can exploit these vulnerabilities to gain access to memory, escalate
user privileges, or modify the program counter value to change the
normal flow of a program.

7. CONCLUSION

We have presented a framework for asset leakage analysis based on
find possible DFT exploits in system-on-chip architecture considering
all major types of DFT structures. DFT insertion is necessary to
improve a design’s testability, reliability, and to obtain security
certificates. However, DFT has been shown to expose the design
to numerous vulnerabilities that violate information flow policies
of confidentiality and integrity. Through extensive security analysis
and evaluation of different encryption implementations and SoC
designs, we have shown that these vulnerabilities can be automatically
detected during SoC integration process. Furthermore, we have shown
how these vulnerabilities can be exploited to obtain confidential
information or to influence a design and change its internal state.
This framework can provide valuable information to SoC designers

about security implications of DFT structures in a comprehensive and
scalable fashion, and hence, can enable co-design of secure, testable
SoCs. In particular, by performing the proposed analysis, the designer
can develop countermeasures to defend against exploits that could
become costly if identified after the SoC has been fabricated.
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