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Abstract—The production and sale of counterfeit and substandard pharmaceutical products, such as essential medicines, is an

important global public health problem. We describe a chemometric passport-based approach to improve the security of the

pharmaceutical supply chain. Our method is based on applying nuclear quadrupole resonance (NQR) spectroscopy to authenticate the

contents of medicine packets. NQR is a non-invasive, non-destructive, and quantitative radio frequency (RF) spectroscopic technique.

It is sensitive to subtle features of the solid-state chemical environment and thus generates unique chemical fingerprints that are

intrinsically difficult to replicate. We describe several advanced NQR techniques, including two-dimensional measurements,

polarization enhancement, and spin density imaging, that further improve the security of our authentication approach. We also present

experimental results that confirm the specificity and sensitivity of NQR and its ability to detect counterfeit medicines.

Index Terms—Medicines authentication, counterfeit medicines, NQR, nitrogen
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1 INTRODUCTION

A CCESS to safe medicines is a human right recognized
by the United Nations (U.N.) In 2013, the U.N.

Human Rights Council (UNHCR) adopted a resolution on
access to medicines that stressed “the responsibility of
States to ensure access to all, without discrimination, of
medicines, in particular essential medicines, that are afford-
able, safe, effective and of good quality” [1]. However, there
is a growing illicit trade in medicines that undermines
attempts to ensure safe access [2], [3], [4]. In particular, falsi-
fied or substandard medicines with altered or non-existent
APIs (active pharmaceutical ingredients) are widespread
in the pharmaceutical supply chain, particularly in low-
and middle-income countries (LMICs) with weak pharma-
covigilance and drug regulatory systems [5]. Globally,
antimicrobials and antimalarials are two of the classes of
medicines most targeted by counterfeiters [5]. For example,
a nationwide sample survey in 2008 found that 12.2 percent
of antimalarials at retail outlets in Tanzania were of poor
quality [6]. Such altered drugs are not only directly danger-
ous to human health, but can also cause resistance to the
genuine drug to develop over time.

The extent of the counterfeit medicine problem can be
judged from a sampling of published reports related to the
People’s Republic of China (PRC). In inspections carried out
by the Shanghai Food and Drug Administration (FDA) in

2006 and 2007, 3.5 and 4.5 percent, respectively, of medicines
tested were found to be of poor quality. In 2012, the Shanghai
Daily reported that 1,900 peoplewere detained and fake drugs
worth U.S. $182 million were seized in a nationwide crack-
down. The problem is particularly acutewith Traditional Chi-
nese Medicine (TCM): in 2011, the same newspaper reported
that a third of TCM ingredients tested inGuangdong province
failed quality tests; in 2012, 25.5 percent of TCM samples
tested by the Hubei province FDA failed these tests. Similar
quality control problems have been detected in other coun-
tries. For example, duringOperation PangeaVII in 2014, Inter-
pol seized 9.4 million doses of “fake” and “illicit” medicines
seized worldwide within one week. Tens of millions of illicit
medicines are now seized every year at various E.U. borders.
These goods account for 20 percent of all illicit goods seized,
and about 63 percent of them enter the E.U. via the postal sys-
tem. Such trade is estimated to beworth $12.8 billion per year.

Counterfeit medicines may contain the correct APIs, the
wrongAPIs, noAPIs, or insufficient APIs. Substandardmedi-
cines also do not contain the correct amount of API or have
alteredAPI bioavailability, but this is due to poor quality con-
trol at point of manufacture or degradation during storage
rather than deliberate fraud. The most common method of
authenticating medicines is still visual inspection of the pack-
aging and contents. Several technological approaches are also
being developed. The Falsified Medicines Directive (FMD)
recently adopted by the E.U. means that by 2018 all packaged
medicines transported into and across the E.U.will need:

1) An unique medicines identifier (UMI), i.e., a differ-
ent reference number for every packet (not just every
brand or batch).

2) A tamper-evident seal. Packets with broken seals
would not continue down the supply chain.

The problem is that UMI-based “track and trace”
approaches, such as RFID tags, authenticate the packet,
not the contents. They are thus vulnerable to the “seal of
approval” trap, in which people assume that a packet is
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genuine simply because it has a security mark and so don’t
bother to check the code. We would like to develop an
authentication approach that fits within the FMD framework
(and similar efforts in other countries), but goes further by
authenticating the actual contents of the packet. This
approach should be applicable across the globe, in all territo-
ries affected by counterfeit and/or substandard medicines,
and in a range of scenarios, from supply chain security to
border customs control and medicine checks in hospitals.
Proposedmethods include covert tagging and several chemical
fingerprinting techniques [7].

In this paperwe describe an chemometric passport approach
to solve this quality assurance problem. Chemometric data
on packaged medicines will be derived from a spectroscopic
analysis performed at the point of manufacture. The contents
of the packet will later be authenticated by matching the
results of another spectroscopic analysis with unique chemi-
cal identifiers (UCIs) from a reference spectrum. The latter
will be accessed either from a secure database stored in the
cloud, or from information encoded directly within the prod-
uct barcode, as shown in Fig. 1. The absence of a match trig-
gers a “contents don’t match the label” alarm, which may be
due to several underlying causes including intentional fraud,
poor manufacturing practices, and degradation due to poor
storage or being past the expiry date. Such chemometric
authentication can be carried out at various stages of themed-
icine supply chain, such as during manufacturing, distribu-
tion, dispensing, and home use. It may also be possible to
authenticate the product by comparing spectroscopic meas-
urements with more basic identity information, such as the
name of the manufacturer and brand, API, number and
weight of pills/capsules within the packet, and the bill of lad-
ing. This capability would be particularly useful in applica-
tions where the barcode may not be visible, such as at
customs checkpoints and postal sorting offices.

2 THEORY

Nuclear Quadrupole Resonance (NQR) spectroscopy is a
non-invasive and non-destructive analytical technique that
is highly suitable as a chemometric passport for medicines

[8], [9], [10], [11], [12]. About 50 percent of atoms in the peri-
odic table contain so-called quadrupolar nuclei with spin
quantum number I � 1 that generate NQR signals. Specifi-
cally, almost all medicines have APIs that contain NQR-

active nuclei such as nitrogen (14N) and chlorine (35Cl).
NQR is insensitive to pill coatings and non-metallic packag-
ing material; it is particularly useful for examining pack-
aged pills in bulk quantities (full bottles or complete blister
packs), shipping cartons containing bottles or packs, and
drums of loose material (powder). The required instrumen-
tation is also simple and low-cost compared to other analytical
techniques such as liquid chromatography, mass spectrom-
etry, X-ray powder diffraction, and THz, Raman, infrared
(IR), or near-infrared spectroscopy [13], [14], [15], [16].
Moreover, RF-based methods like NQR are inherently safe,
emit no damaging radiation, and can be used without any
protective clothing or special safety training. It is therefore
highly suitable for authentication of pharmaceuticals by
end-users without any specialized knowledge. Much of the
prior work on NQR-based authentication of pharmaceutical
products was performed in Europe. For example, the CON-
PHIRMER consortium was funded by the E.U. to create a
portable, easy-to-use sensor to detect packaged counterfeit
medicines. This project, which was led by Kings College
London, ended in December 2014 with the creation of a sin-
gle prototype that could test two medicines, metformin and
paracetamol, and was field-tested to a limited extent at War-
saw Airport by the Polish Customs Service.

2.1 NQR Physics

NQR spectra are generated by resonant transitions between
nuclear energy levels created by the interaction between the
electric quadrupole moments of certain nuclei and their
local electric field gradient tensor (EFG). Only nuclei with
spin quantum numbers I1 are “quadrupolar”, i.e., have the
asymmetric charge distributions required to generate non-
zero quadrupole moments and thus NQR spectra [17]. The
resultant resonances occur in the radio frequency (RF) part
of the electromagnetic spectrum, as shown in Fig. 2. For

example, 14N (I ¼ 1) and 35Cl (I ¼ 3=2) resonances typically
occur in the 0.1-5 MHz and 20-40 MHz ranges, respectively.

We will focus on 14N since it is the dominant isotope (99.635
percent abundance) of nitrogen, which in turn is present
within most APIs.

An external static magnetic field is not required for NQR
spectroscopy, unlike the related technique of nuclear mag-
netic resonance (NMR). Thus NQR is sometimes referred to
as “zero-field NMR”. However, it is limited to materials in
the solid state, unlike NMR.

The nuclear Hamiltonian, or total energy operator,
assumed during NQR experiments is given by

HQ ¼ vQ

3
3I2z � IðI þ 1Þ þ h

2
I2þ þ I2�
� �h i

: (1)

Here vQ is known as the quadrupolar coupling constant,
0 � h � 1 is known as the asymmetry parameter of the EFG
tensor in the principal axis system (PAS) fixed on the nucleus,
and Iz, Iþ, and I� are known as spin operators. The corre-
sponding energy levels and transitions between them are
shown in Fig. 3 for the two most common cases, I ¼ 1 and

Fig. 1. Simplified flowchart of the chemometric passport-based
approach for authenticating medicines proposed in this paper.

418 IEEE/ACM TRANSACTIONS ON COMPUTATIONAL BIOLOGYAND BIOINFORMATICS, VOL. 13, NO. 3, MAY/JUNE 2016



3/2. There are three energy levels and resonance frequencies
(traditionally denoted byvþ,v�, andv0) for I ¼ 1, as follows:

v� ¼ 3vQ

4
1� h

3

� �
;

v0 ¼ vþ � v� ¼ hvQ

2
:

(2)

Similarly, there are two doubly-degenerate levels and a
single resonant frequency for I ¼ 3=2:

v0 ¼ vQ

2

ffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ h2

3

r
: (3)

The latter degeneracy can be removed by an external mag-
netic field. For a particular nucleus, the parameters vQ and h

define the transition frequencies. These parameters depend
on the local electric field distribution, which is a sensitive
function of molecular structure, i.e., static properties of
the crystal lattice. Moreover, the widths of these transitions
are sensitive to molecular motion, i.e., dynamic properties of
the lattice.

As a result, NQR resonance frequencies are highly spe-
cific to the chemistry of the material under investigation.

Other signal characteristics (amplitude, line width) provide
additional information, such as the amount of material pres-
ent, the physical form (e.g., polymorphs, ratios of stereo-
isomers, anhydrous or hydrated), physical processing (e.g.,
loose powder, pressed pill), and changes in material proper-
ties caused by aging and impurities [18], [19], [20]. The tech-
nique is so sensitive to the solid-state environment of
molecules that it can even distinguish between the same
pharmaceutical preparations from different manufacturers
[20]. For example, measured NQR linewidth differences
between several commercially available tablets of paraceta-
mol (a common analgesic) were found to be a consequence
of different compacting pressures used during production
of the tablets [21]. This high degree of specificity to the
physical and chemical properties of the material under
investigation allows NQR spectra to be treated as unique
chemical fingerprints or physical one-way functions [22].

Fig. 4 shows a simplified block diagram of an NQR-
based medicines authentication system. From an abstract
point of view, each quadrupolar nucleus can be viewed
as a nonlinear dynamical system. NQR experiments are
usually carried out by alternately perturbing a large num-
ber of such nuclei away from thermal equilibrium and
detecting the sum of the resulting responses as they grad-
ually return to equilibrium. This process is similar to that

Fig. 3. Energy level diagrams and transition frequencies for quadrupolar
nuclei with spin quantum numbers I ¼ 1 and 3/2.

Fig. 2. Top: 14N NQR lines of several compounds, including common
medicines, explosives, and amino acids (blue lines), and the 39K NQR
line of potassium nitrate (red line). Bottom: Histogram showing the distri-
bution of 14N NQR frequencies in 45 different medicines and their poly-
morphs (data from Kings College London, the Josef Stefan Institute, and
the University of Ljubljana, Slovenia) [18]. The frequencies span the
entire range from 0 to 4 MHz, with peaks around 650 and 2,850 kHz.

Fig. 4. Top: Simplified block diagram of an NQR-based medicines
authentication system. PA = Power Amplifier, LNA = Low-Noise Amplifier.
Bottom: Basic spin-locked spin echo (SLSE) pulse sequence used for
NQR experiments, and the resulting received signal sðtÞ.
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used in challenge-response authentication and is known
as the pulsed or half-duplex mode of operation, as shown
in Fig. 4. The resulting spin dynamics are complex nonlin-
ear functions of multiple sample properties and excitation
sequence parameters. Such complexity makes it difficult for
external sources to replicate NQR signals, which increases the
security of this materials authentication approach.

The perturbing signal (excitation) is known as a pulse
sequence, i.e., consists of one ormore RF pulseswith frequency
vRF , amplitude A, and relative phase f that are generated by
a high-power transmitter circuit. These pulses are applied to
the sample by a transmitter coil that generates an oscillating
magnetic field which is usually known as B1. This field per-
turbs the populations of the nuclear energy levels from their
values by inducing transitions between them when the reso-
nance condition is satisfied, i.e., when vRF is close to one of
theNQR transition frequencies. As a result, coherent superpo-
sitions of pure quantum states (“coherences” for short) are
generated within each nucleus. These coherences oscillate
with time in amanner that is controlled by the pulse sequence.
The ensemble of such excited nuclei generates an oscillating
magnetic dipole moment MðtÞ within the sample. A macro-
scopic receiver coil converts this time-varying magnetization
into an oscillating voltage vðtÞ / dMðtÞ=dt through Faraday
induction. In many systems the same physical coil is used for
both transmission and reception; in this case a transmit/
receive switch (duplexer) is used to control access to the coil.
The detected voltage is amplified and digitized by a low-noise
RF receiver circuit. The acquired NQR signal is further proc-
essed by a “back-end” to extract parameters of interest, such
as signal amplitude, frequency, and phase. Modern back-
ends are usually based on a programmable digital platform
such as a field-programmable gate array (FPGA) or digital sig-
nal processor (DSP).

2.2 NQR Signal Characteristics

The most common pulse sequence used for NQR experi-
ments is known as the spin-locked spin echo (SLSE) or
pulsed spin-locking (PSL) sequence. It consists of an initial
excitation pulse and a long train of refocusing pulses separated
by the echo period tE as shown in Fig. 4. These pulse categories
have the same length tp, but are denoted by x and y to
emphasize a relative phase shift of p=2 between them. The
signals generated by this sequence are known as spin echoes
and are acquired during the gaps between adjacent refocus-
ing pulses. The entire sequence is usually repeated several
timeswith await time tw between scans. The detected signals
from these scans are then averaged together to improve the
signal-to-noise ratio (SNR).

The amplitude of each spin echo is generally estimated
by integrating the acquired echo signal sðtÞ after it has been
weighted with a known window function wðtÞ. Thus the
amplitude of the kth echo is given by

ak ¼
Rþtacq=2

�tacq=2
skðtÞwðtÞdtffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiRþtacq=2

�tacq=2
jwðtÞj2dt

q : (4)

Here tacq is the duration of the signal acquisition window.
The variance of ak, which determines themeasurement uncer-
tainty, is a function of unwanted components (noise and

interference) within sðtÞ. The optimum window function
woptðtÞ for maximizing output SNR depends on noise proper-
ties. In the presence of additive white Gaussian noise, it is
well-known that woptðtÞ ¼ s�ðtÞ, i.e., the complex conjugate of
the expected echo shape. This is known as thematched filter.

Echo amplitudes decrease with k, usually in a bi-
exponential manner:

ak ¼ s1e
�ktE=TSLSE;1 þ s2e

�ktE=TSLSE;2 þ nk: (5)

Here the first two terms represent the NQR signal, while
the third term (nk) represents additive noise and interfer-
ence. The amplitudes s1 and s2 are dependent on static sam-
ple properties (volume, density of nuclei, and crystal
structure), geometry of the transmitter and receiver coils,
and pulse sequence parameters (tp, tw, and vRF ). In particu-
lar, they are directly proportional to the total number of
active nuclei, which allows NQR to be used for quantitative
analysis of mixtures. However, they are damped oscillatory
functions of the strength of the excitation, which shows that
the underlying dynamical system is strongly nonlinear.
Excitation strength is usually quantified by the so-called
nutation angle u ¼ g B1j jtp of each RF pulse. Here g is known
as the gyromagnetic ratio and is constant for a given nuclear
species, while B1j j is the amplitude of the RF magnetic field
during each pulse. For polycrystalline (powder) samples
with h 6¼ 0, it can be shown that the response function for
both s1 and s2 is given by

sðuÞ ¼
ffiffiffiffiffi
p

2u

r
J3=2ðuÞ: (6)

Here J3=2 is the Bessel function of the first kind and order
3/2, and the maximum signal amplitude is obtained for a
nutation angle of u � 120	. This function is plotted in Fig. 5; a
slightly different one occurs in the special case when h ¼ 0
[23]. The relaxation time constants TSLSE;1 and TSLSE;2 depend
upon a different set of parameters, including dynamic sam-
ple properties (molecularmotion) and the echo spacing tE .

14N NQR is a relatively insensitive measurement tech-
nique since the relevant energy level differences (and transi-
tion frequencies) are very small. Signal averaging over
multiple scans is generally required to obtain an acceptable
SNR. The resulting experimental time is limited by another
sample-dependent relaxation time constant known as T1.

Fig. 5. Theoretical NQR response curve for powder samples containing
spin I ¼ 1 nuclei such as 14N.
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Specifically, the detected signal amplitude increases expo-

nentially with the inter-scan delay tw as 1� e�tw=T1 , so long
delays are required for samples with large values of T1.
These dependencies are exploited in state-of-the-art
parametric signal models and algorithms for detecting NQR
signals in the presence of noise and strong non-stationary
interference [24], [25], [26].

The NQR signal can also be analyzed in the frequency
domain. In this case many acquired echo signals skðtÞ are
summed up to increase SNR, as follows:

savðtÞ ¼ wðtÞ
PNE

k¼1 skðtÞfðkÞPNE
k¼1 f2ðkÞj j

: (7)

Here fðkÞ, which is known as an apodization function,
weighs each echo by its expected SNR in order to maximize
the SNR of the sum savðtÞ. It is therefore another example of
a matched filter. An optimal choice for fðkÞ is the expected
signal decay function. For example, if the decay is mono-

exponential with a time constant TSLSE , foptðkÞ ¼ e�ktE=TSLSE .
The value of TSLSE may be obtained from prior knowledge,
or by preliminary fitting of the measured decay function ak.
The average echo shape is weighted by a window function
wðtÞ to maximize SNR. The optimum choice of wðtÞ in addi-
tive white noise is again the complex conjugate of the
expected echo shape. Taking the Fourier transform of savðtÞ
finally results in the NQR spectrum SavðvÞ around the exci-
tation frequency vRF .

The spectrum SavðvÞ contains narrowband features
(lines) centered around the NQR resonance frequencies.
Both the frequencies and widths of these lines contain infor-
mation about the sample. However, the line widths mea-
sured using pulsed methods such as SLSE are broadened
because of the limited time over which individual echoes
can be acquired. In other words, SavðvÞ is the result of
convolving the true NQR spectrum with the Fourier trans-
form of the signal acquisition window, which has a spectral
width of at least 1=tE . The echo spacing tE can be increased
to reduce such spectral broadening and improve the speci-
ficity of the measurement. However, increasing tE usually
causes TSLSE to decrease and thus reduces SNR.

External RF interference (RFI) is a major concern for NQR
measurements. Such interference is usually unintentional.
For example, Fig. 2 shows that the broadcast AM radio
band overlaps with the frequency range of 14NNQR signals.
However, RFI can also be intentionally created by attackers
in order to disrupt the authentication process. Fortunately,
NQR spin dynamics are complex and therefore difficult to
replicate. Moreover, several techniques can be used to fur-
ther increase robustness to such attacks.

2.3 Two-Dimensional (2D) Spectroscopy

Each 14N atom (crystal site) in a molecule gives rise to reso-
nance signals at three different frequencies, vþ, v�, and v0,
as shown in Fig. 2. The amplitudes of these signals are cor-
related since they originate from population differences
between the same set of three nuclear energy levels. Com-
pounds with several crystalline sites or a mixture of several
compounds can exhibit a very broad and complex NQR
spectrum with many resonance lines, which can be further
contaminated by external RFI. As a result, it is often difficult

to identify these resonance lines and thus quantify the com-
position of the sample. We have shown that population
transfers between the correlated triplet lines that belong to
the same crystalline site can be used to simplify the spec-
trum [27]. Such transfers use a single RF coil and a pulse
sequence that contains pulses at two different frequencies,
as shown in Fig. 6. The initial pulse (at frequency vRF;1)
changes the amplitude of the detected signal (at frequency
vRF;2) by predictable amounts while leaving any signals
generated by other sites or by RFI unaffected. Four exam-
ples are shown in Fig. 6 for glycine (an amino acid). In three
of these examples, the detected signal amplitude decreases
when the frequency of the initial pulse matches one of the
NQR resonances. In the fourth example, the signal ampli-
tude increases. Both the sign and magnitude of these ampli-
tude changes match theoretical predictions.

We have performed similar single-coil population transfer
experiments on carbamazepine. This drug is sold under the
tradename Tegretol among others, and is a medication used
primarily for the treatment of epilepsy and neuropathic pain.
The frequency of the initial pulse (f1) was set to either of two
NQR frequencies for this compound (3,876 or 3,829 kHz), and
those of the other pulses (f2) was setmidway between the two
(3,852 kHz) to allow simultaneous monitoring of the effect of
the initial pulse on both transitions. The intensity of the f2
transition was monitored with and without an initial satura-
tion pulse (nominal nutation angle u1 ¼ 90	eff ) or inversion

pulse (u1 ¼ 180	eff ) applied at f1. Fig. 7 shows the measured

spectra, and confirms that the detected signal intensity
decreases significantly in both cases, as expected.

The two frequencies vRF;1 and vRF;2 can be systematically
varied to build up a two-dimensional NQR spectrum [27].
In practice we usually plot the difference spectrum, i.e., the
difference in signal intensity at each point with and without
the initial RF pulse. The presence of off-diagonal peaks in
this spectrum specifically identifies coupling between the
corresponding transition frequencies, i.e., shows that they
originate from the same crystal site. An experimental exam-
ple is shown in Fig. 8.

One concern with full 2D measurements is experimental
time, which may become prohibitively large for compounds
with long values of T1. A rapid version of the experiment,
which is much faster than the full 2D version when the spec-
trum exhibits only a few lines of interest, has been proposed
to solve this problem [27]. This technique was successfully
used to identify the components of a binary mixture in the
presence of substantial RFI. Spectrometers with several inde-
pendent RF channels and coils allow even more sop-
histicated multi-dimensional NQR measurements. For
example, they can implement pulse sequences based on
simultaneousmulti-frequency excitation [28], [29].

Changes in signal amplitudes due to population trans-
fers are specific to the type of transition (vþ, v�, or v0).

They can thus be used to identify which lines in a 14N
spectrum belong to the same site. This is of particular rele-
vance when there are clusters of lines arising from sites
with only small differences in their quadrupolar parame-
ters. A different method for analyzing complex NQR spec-
tra is based on Zeeman shifts, i.e., resonant frequency and
line shape changes of polycrystalline (powder) samples in
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the presence of a small static magnetic field (B0) [30]. The
magnitude of these perturbations are also characteristic of
the type of transition.

2.4 Polarization Enhancement

The weakness of NQR signals makes them vulnerable to
corruption by RFI; this is often the limiting factor in real-
world applications. Fortunately, signal strengths can be
significantly enhanced by magnetization transfer (cross-

polarization) from other spins with larger gyromagnetic
ratios, usually protons. Proton polarization can be created
by placing the sample within a static magnetic field B0. This
field can be generated either by an electromagnet [31], [32]
or a permanent magnet [33], [34]. The electromagnet is then
either slowly turned off, or the sample mechanically

Fig. 7. Measured NQR spectra of carbamazepine using the two-
frequency SLSE pulse sequence. The C-N(-C)-C site of this compound
has vþ ¼ 3; 876 kHz, v� ¼ 3; 829 kHz, vQ ¼ 5; 134 kHz, and h ¼ 0:02.
The coil used for these experiments was a 3 cm3 solenoid, with
T90;eff � 20 ms, and T180;eff � 50 ms at 3.8 MHz.

Fig. 8. Measured 2D NQR difference spectrum of glycine. The cross-
peaks at 737 and 1,051 kHz show that these frequencies belong to a sin-
gle site and correspond to the vþ and v� transitions, respectively [27].

Fig. 6. Top: Two-frequency (vRF;1;vRF;2) pulse sequence with SLSE
signal detection. The initial pulse is used to manipulate a second NQR
transition at a different frequency, while the part within the brackets is
repeated NE times to obtain a train of spin echoes. The delay t between
the first and second pulses is kept short enough (t 
 T1) to avoid longi-
tudinal relaxation. A two-step phase cycle, in which the phases of the
second pulse and the receiver are alternated between 0 and p, is nor-
mally used to cancel both static offsets in the electronics and ringing
from the refocusing pulses. Middle and bottom: Measured NQR signal
amplitudes for glycine powder with two-frequency excitation in four
cases as a function of the first RF frequency. In all cases, the magnitudes
and signs of the on-resonance amplitude changes match those pre-
dicted theoretically.
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removed from the permanent magnet, resulting in adiabatic
demagnetization and gradual decrease of the proton NMR
frequency vL ¼ gHB0.

Cross-polarization occurs during the demagnetization
process when vL approaches any of the NQR frequencies;
such events are known as level crossings. Three such level

crossings can occur for each 14N site, as shown in Fig. 6. The
resulting “enhanced” NQR signals are detected outside the
magnet (at zero field), which eliminates line broadening
due to resonance frequency shifts and thus maintains the
intrinsic frequency resolution of the measurement.

The amount of signal enhancement can be theoretically
calculated. It depends on the type of NQR transition (vþ,
v�, or v0), initial field strength (B0), and number of protons
within each molecule. Fig. 9 shows that 6.7-fold increases
in signal amplitude, corresponding to 45-fold decreases
in averaging time, occur even in the relatively weak field
(B0 ¼ 0:5 T) generated by a small permanent magnet. The
field does not have to be particularly homogeneous,
enabling the use of low-cost and easily-assembled designs,
such as two-piece “shim-a-ring” magnets [35], [36]. Even
portable low-power electromagnets can generate static
fields that are strong enough (< 50 mT) to significantly
enhance the amplitudes of low-frequency NQR resonances
(< 1 MHz) [31]. A wide variety of polarization enhance-
ment techniques can thus be implemented by adding both
a permanent magnet with sample shuttle and a digitally-
programmable electromagnet to the basic NQR spectrome-
ter shown in Fig. 4. An additional RF transmitter is also
useful. It can be used as a proton channel, i.e., to control the
relative enhancement of the NQR transitions by adiabati-
cally inverting the proton polarization during adiabatic
demagnetization. An example is shown in Fig. 9.

Adding a permanent magnet and proton channel results in
a fully-functional NMR spectrometer that is capable of per-
forming a variety of relaxation and diffusion experiments that
do not require a highly uniformmagnetic field. The program-
mable electromagnet and sample shuttle are also useful for
studying slow dynamics in many materials via the fast field-
cycling (FFC) technique [37]. In particular, FFC can be used to
indirectly detect 14N NQR transitions by enhanced cross-
relaxation of the protons. This effect shortens the longitudinal
relaxation time constant T1 near energy level-crossings. Such
“quadrupolar dips” are often easy to detect, since the protons
are polarized and detected at high field, i.e., within the perma-
nent magnet, which results in high SNR. In addition, low-

power electromagnets are sufficient since most 14N NQR fre-
quencies are lower than 3 MHz. However, such double reso-
nance (DR) experiments have low spectral resolution because
of Zeeman broadening of the quadrupolar transition. They
are therefore most suitable for rapidly searching a broad fre-
quency range for possibleNQR transitions.

2.5 Stochastic Excitation

Broadband RF excitation is desirable in order to reduce the
experimental time required to scan a given bandwidth for
an NQR signal. The bandwidth of the excitation pulses
shown in Fig. 4 is inversely proportional to their duration
tp, so the obvious solution is to use very short pulses. How-
ever, the detected signal amplitude depends on the nutation
angle u ¼ gB1tp. In order to maintain the optimal value of
u � 120	, we must therefore increase B1, the amplitude of
the RF magnetic field. The peak power output of the trans-

mitter increases rapidly with B1 (as B
2
1), and eventually lim-

its the excitation bandwidth.
Stochastic or “noise” NQR (known as sNQR) has

recently been shown to obtain broadband excitation under

Fig. 9. Top: General scheme for polarization-enhanced NQR through
1H-14N level crossings. The demagnetization profile is digitally program-
mable through a sample motion controller and need not be linear as
shown here. The enhanced NQR signal is detected through the com-
mon SLSE multi-echo pulse sequence. The 1H RF pulse, which
is optional, is used to control the relative enhancement of the NQR
transitions by adiabatically inverting the proton polarization. Middle:
Calculated signal enhancement factors for paracetamol (a common
analgesic) as a function of polarization field strength. In practice,
incomplete cross-polarization results in slightly lower enhancement fac-
tors. Bottom: Measured average NQR signal from the vþ transition
(at 2.564 MHz) of paracetamol before and after pre-polarization with a
0.5 T static magnetic field. The sample consisted of 15 Tylenol caplets
(500 mg each). Results are averaged over two scans (time = 30 sec)
and show a signal enhancement factor of 6.7.
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peak RF power constraints. The technique uses a long train
of short, low-power, and closely-spaced RF pulses with
pseudorandomly-varying phases to generate NQR signals
[18]. Similar techniques are popular for solid-state NMR
spectroscopy [38]. The spectral resolution of sNQR is simi-
lar to that of conventional pulsed NQR, and it is useful for
locating the precise frequency of a transition once a band-
width of interest has been identified using a DR method. It
can also find lines that are not visible in DR spectra. Exam-
ples include lines generated by 14N sites with no nearby
protons, and those with T1 values that are too long or too
short to be compatible with sample transfer speeds. Signal
amplitudes in sNQR can be used to measure T1, but are
also less sensitive to its precise value. This is a useful prop-
erty when the value of T1 is unknown, and suitable wait
times between scans have to be chosen. In addition, the
pseudorandom sequence can be arbitrarily varied by the
spectrometer between scans. This makes it difficult for the
resulting sNQR signals to be replicated by attackers, thus
increasing the security of this detection method.

sNQR experiments require broadband front-end elec-
tronics that can generate pulses with fast rise and fall times
(allowing rapid pulse repetition rates), and also have short
receiver recovery times (allowing rapid signal acquisition).
A number of hardware and pulse sequence techniques can
be used to reduce receiver recovery time, including pream-
plifiers that use active, noiseless feedback damping to
increase small-signal bandwidth [39], [40], “Q-switch” cir-
cuits that use FET switches to dissipate residual energy in
the coil [41], and coherent cancellation of the residual
energy by using composite pulses [39]. We have recently
developed ultra-broadband front-end electronics that are
very suitable for both 2D NQR and sNQR [42].

2.6 Imaging

The security of the authentication process can be further
enhanced by spatially selective detection, i.e., by imaging
the locations of the NQR signal sources. Imaging also allows
us to verify that the sample is correctly positioned within
the detector, and to study the variability between individual
doses (caplets, tablets) in a package, which is often signifi-
cant for counterfeit medicines [43]. NQR imaging has been
demonstrated several times over the last 25 years [44], [45],
[46], but has had limited impact because of low measure-
ment sensitivity and spatial resolution. We propose the use
of polarization enhancement and advanced image recon-
struction algorithms to improve this situation.

A variety of physical mechanisms can be exploited to
generate spatially-dependent contrast in NQR signals. For
example, orientation-dependent Zeeman shifts in NQR res-
onance frequencies occur in the presence of a small static
magnetic field (B0) as shown in Fig. 10. Powder samples
consist of a large number of randomly-oriented microcrys-
tallites, resulting in randomly-varying shifts, line broaden-
ing, and increased relaxation rates [30]. This relaxation rate
contrast mechanism allows quadrupolar spin density images
to be measured by applying a spatially-varying B0 field
across the sample. The zero-field echo decay measured by
SLSE (or some other multiple-echo sequence) is often well-
modeled by a single exponential, as in Fig. 10. The multi-
exponential decay measured in the presence of B0 can then

be converted into a 1D relaxation-time distribution rðRÞ by
solving the integral equation sðtÞ ¼ R

rðRÞe�RtdR through
the Inverse Laplace Transform (ILT), where R ¼ 1=TSLSE

denotes the measured relaxation rate. Efficient numerical
techniques exist for solving this inversion problem, which
also occurs in the context of NMR relaxometry [47], [48],
[49], [50], but regularization must be used to impose desir-
able constraints such as non-negativity and smoothness.
The inverted function rðRÞ is finally converted into a single-
shot 1D image rðxÞ of the sample by rescaling the horizontal
axis based on the known sensitivity functions R ¼ f B0ð Þ
and B0ðxÞ. An example is shown in Fig. 10.

Fig. 10. Top: Zeeman-perturbed NQR energy level diagram for nuclei
with spin number I ¼ 1. The magnetic field splits each level into a contin-
uous distribution, thus broadening the resonant lines and increasing
relaxation rates. Middle: Measured enhancement of the SLSE relaxation
rate for the v� line of powdered glycine (737 kHz) in the presence of a
weak static magnetic field. Bottom: Simulated 1D spin density image of
a glycine sample in a constant field gradient dB0=dx � gx ¼ 10 G/cm. An
SNR value of 50 was assumed while performing the inversion.
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A more general Zeeman-perturbed NQR imaging tech-
nique is to run a series of scans with varying B0 profiles,
and then solving the resulting set of algebraic equations [44].
Accurate, programmable, multi-channel pulsed field gradi-
ent (PFG) generators and optimized inversion algorithms
are necessary for this type of imaging.

One disadvantage of using Zeeman shifts for imaging is
the resulting line broadening, i.e., loss in spectral resolution.
This problem is avoided through zero-field rotating-frame
NQR imaging (r-NQRI), in which spatial information is
encoded in B1 gradients [45], [46], [51]. Accelerated versions
of this technique allow 1D images to be acquired within a
single scan at the cost of losing spectroscopic information
[46]. Phase-encoded r-NQRI is known to improve sensitiv-
ity and preserve the sign of the spatial coordinate (see
Fig. 11), but requires two RF transmitters and coils [52].
Two transmitters and coils are also useful for generating 2D
r-NQRI images of spin density [53] and the local orientation
of the EFG tensor at the quadrupole sites, i.e., molecular ori-
entation in solids [54]. The well-known sensitivity of NQR
frequencies and linewidths to temperature, pressure, and
internal stress distribution allows these quantities to also be
imaged using r-NQRI [55]. Thus r-NQRI can be used to
study aging processes and distinguish between samples of
the same API from different manufacturers. However, the
spatial resolution is limited by available RF power and the
need to use a nonlinear inversion algorithm, such as Fourier
deconvolution or the maximum entropy method (MEM). In
quadrupolar systems where the nuclear spins do not couple
appreciably among themselves, pulsed double resonance
imaging (PUDOR or DRI) with quadrupole detection pro-
vides higher resolution and a simpler inversion procedure
[56]. Multi-channel power-efficient RF transmitters are
required to implement both r-NQRI and PUDOR-based
imaging methods. SNR can be improved by pre-polarizing
the sample with a permanent magnet, as described earlier.

2.7 Active Noise Cancellation (ANC)

RFI is a major concern for many NQR applications, as
mentioned earlier. In particular, 14N NQR measurements
are significantly affected by piezoelectric and magnetoa-
coustic ringing from metallic objects, ferrites, ferroelectrics,
and piezoelectrics, as well as broadcast transmissions in

the AM radio band. Passive RFI mitigation methods use
specially-designed detectors (coils) with low magnetic
dipole moment to reduce interference pickup [57], [58],
[59], while active methods use additional “reference” detec-
tors to measure the interference and an adaptive filtering
technique to cancel it. Adaptive noise cancellation using
multiple reference coils has proven to be vital for surface
NMR measurements of groundwater using the Earths mag-
netic field, where it often increases the final SNR by a factor
of 10 or more [60].

Passive cancellation with quadrupolar coils (often known
as gradiometers) can significantly reduce RFI pickup and
thus eliminate the need for RF shielding in laboratory and
field environments, but is always accompanied by some loss
of intrinsic detection sensitivity and signal-to-noise ratio.
Such problems can be avoided with active noise cancellation
(ANC) techniques, which are simple to implement and
applicable to all types of RFI (deterministic or stochastic, sta-
tionary or time-variable). A multi-channel receiver system
allows ANC with one or more reference coils to be imple-
mented for reducing RFI, as shown in Fig. 12. A set ofN � 1
reference coils is used to measure the RFI at different posi-
tions and/or orientations. Using more coils is advantageous
when there are several noise or interference sources to be
canceled [61]. The signals received by the reference coils will
usually be correlated, and can either be averaged together
or adaptively decorrelated into linearly-independent signals
before adaptive filtering. The digital processing unit in the
spectrometer can use a variety of adaptation algorithms
with different trade-offs between computational efficiency,
accuracy, and convergence time, such as least mean square
(LMS), recursive least squares (RLS), and projection onto
interference subspaces. Users should select the reference
sensor configuration, algorithm, and adaptation parameters
that are best suited for a given experiment. The detected
information can then be used to automatically adapt
measurement parameters such as operating frequency,
power level, pulse length, and receiver gain. This ability to
optimize NQR measurements in real time is important in
field applications where the system must operate autono-
mously, such as authenticating medicines in the rural areas
of many LMICs.

3 EXPERIMENTAL RESULTS

In this section we discuss some experimental results. NQR is
a volumetric measurement; the signal amplitude is directly
proportional to the number of nuclei of a given type present
within the detector (receiver coil). The first experiment is
intended to demonstrate this specific and quantitative rela-
tionship. For this purpose, we created and measured several
mixtures of two functionally similar medicines: Tylenol
(paracetamol) andAspirin (acetylsalicylic acid). Paracetamol
contains a single nitrogen atom and generates NQR signals
with resonant frequencies around 2,564, 1,921, and 643 kHz.
Aspirin, on the other hand, is one of the few common drugs
that do not contain nitrogen and is thusNQR-silent.

This experiment used a single excitation and detection
coil that was wound around a hollow PVC cylinder (length
= 7.6 cm) with a 6.5 mm high base on both ends. The cylin-
drical portion had an OD of 3.2 cm and an ID of 1.9 cm. The

Fig. 11. Pulse sequence for rapid phase-encoded rotating-frame NQR
imaging [52]. The B1 field is accompanied by an RF gradient G1, while
the B2 field is in the same direction but uniform. The 1D image of the
sample is reconstructed by inverting the periodically-sampled signal
phase between pulses, which is known as the pseudo-FID (Free
Induction Decay).
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coil consisted of 20 turns of AWG 18 wire that were wound
tightly on the cylinder and then glued in place. The total
length of the resulting solenoid was 3.3 cm. It was mounted
inside an aluminum box that reduces RFI by acting as a Far-
aday cage. A maximum of 16 Tylenol caplets (500 mg each)
were found to fit inside the coil. We used it to measure
NQR spectra around the paracetamol vþ line at 2,564 kHz
for different numbers of these caplets (N � 16). In each
case, the remaining space within the coil was filled with
Aspirin tablets (325 mg each).

Measured results after matched filtering and averaging
over eight scans are shown in Fig. 13. They confirm the
quantitative nature of NQR. In particular, the measured sig-
nal amplitude is directly proportional to the number of
Tylenol caplets, i.e., to the volume of active ingredient
within the detector. Moreover, the experiment is sensitive
enough to reliably detect single Tylenol tablets (N ¼ 1).

Fig. 14 shows the results of another experiment. It shows
the measured 14N NQR spectra of two falsified medicines:
Metakelfin (an anti-malarial) and Orlistat (an anti-obesity
drug). Metakelfin pills contain a mixture of two APIs—typi-
cally, 500 mg of sulfalene (a sulphonamide antibacterial) and
25 mg of pyrimethamine. The suspect Metakelfin pills, which
were labeled as being manufactured by Pfizer in Italy, were
collected in Tanzania. They contained only 43� 3% of sulfa-
lene as the genuine article, while the suspect Orlistat pills con-
tained no active ingredient at all. Fig. 14 also shows that the
lines from the “suspect”Metakelfin tablets are noticeably nar-
rower than those from the genuine tablets. This result sug-
gests physical differences between the genuine and suspect
tablets, such as in the number of defects in the crystal lattice,
the processing methods used to make the tablets, and/or the
presence of paramagnetic impurities. The manufacturer
(Pfizer) later confirmed that the suspect batchwas counterfeit,
and also provided uswith genuinematerial for comparison.

NQR can be used to authenticate pharmaceuticals that
are not essential medicines but are nevertheless susceptible

Fig. 13. Top: Measured 14N NQR spectra of a mixture of Tylenol caplets
and aspirin tablets around 2.564 MHz. Each spectrum corresponds to a
different number of Tylenol caplets within the detector. Each caplet con-
tains 500 mg of the active ingredient (paracetamol, also known as acet-
aminophen). The data points are averages of eight scans, while the solid
lines are Gaussian fits. The total experiment time required for each sam-
ple was approximately 30 min. Bottom: Amplitudes of the Gaussian fits
shown above as a function of the number of Tylenol caplets.

Fig. 12. Top: Simplified block diagram showing active noise cancellation
with a single reference input. Bottom: Active cancellation of an ampli-
tude-modulated interferer (carrier frequency = 615 KHz, bandwidth =
10 kHz) from a narrowband NQR signal (center frequency = 750 kHz).
The canceler used a 16-stage adaptive FIR filter with weights adjusted
using the LMS algorithm.
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to counterfeiting. An example is the grey market for so-
called cognitive enhancers or smart drugs. Such “nootropic”
substances often have unwanted side effects. Some mem-
bers of the racetam family of drugs (such as piracetam and
oxiracetam) are widely consumed as nootropics. Fortu-
nately, these particular drugs have few serious side effects.
However, there is also little evidence that they actually
enhance cognitive function.

Racetams are chemically defined by the presence of a five-
member pyrrolidone ring, which contains nitrogen and is
thus NQR-active. We conducted an experiment in which we
purchased some oxiracetam and nefiracetam from an online
source—specifically, a seller on eBay. These samples were
supplied with certificates of analysis, but the measuredNQR
spectra prove that neither of them actually contains the
active ingredient (see Fig. 15). In fact, their 1H NMR spectra
were found to match that of myo-inositol, a carbohydrate
that is naturally found in many food items and is also widely
used as an adulterant (cutting agent) inmany illegal drugs.

4 DISCUSSION AND CONCLUSION

We have described a chemometric passport approach for
improving the security of the pharmaceutical supply chain.
Our approach uses NQR spectroscopy to verify the contents
of packagedmedicines. Medicines are authenticated by com-
paring their measured spectra with references stored either
on the product barcode or within a secure cloud-based data-
base. We have also described several techniques to increase
the robustness of the authentication process, including two-
dimensional experiments, polarization enhancements, sto-
chastic excitation, imaging, and active noise cancellation.

NQR provides unique information about the electronic
and molecular properties of materials in the solid state. It is
similar in many respects to NMR, but does not require an
external static magnetic field. This is a key advantage, since
the size, weight, and cost of NMR spectrometers are all
dominated by their need for a strong and highly homoge-
neous magnetic field. Even so-called “low-cost” NMR
instruments, such as the picoSpinTM (Thermo Scientific)

and SpinsolveTM (Magritek), cost $25,000 or more. Optical
spectroscopy (Raman, NIR and FTIR) has several advan-
tages including speed, sensitivity, and non-invasiveness,
but is similarly limited by the high cost of optical sources
and components (lenses, lasers, etc.): Typical portable opti-
cal spectrometers cost about $50,000 [7]. By contrast, high-
resolution NQR spectra can be readily obtained with minia-
ture instruments that cost less than $250.

Recently developed techniques in the food sciences can
be adapted to validate and analyze NQR spectra. For
example, high-throughput NMR has been used to identify
sources, determine fat and oil content, and provide qual-
ity control of dairy products (milk, yogurt, cream, and
cheese), fruit juices [62], olive oil, and wines [63]; classifi-
cation and discrimination information was obtained by
comparing a set of spectral features between samples by
using multivariate statistics. A similar set of procedures
can be used to classify NQR spectra in the presence of
experimental errors (incorrect sample placement, temper-
ature drifts, etc.):

1) Calibration: Calibration will be used to remove inter-
nal and external error sources. An automated sample

Fig. 15. Two more cases of pharmaceutical falsification successfully
identified using 14N NQR. Top: Spectrum of oxiracetam tablets pur-
chased online compared with the genuine compound. Bottom: Similar
comparison for nefiracetam tablets.

Fig. 14. Two cases of medicines falsification successfully identified using
14N NQR, illustrating that the method is both qualitative and quantitative.
Top: Spectra from genuine and suspect Metakelfin pills (red and blue,
respectively) in the 3,035-3,135 kHz region, obtained under the same
experimental conditions and showing sulfalene peaks at 3,062 and
3,078 kHz [20]. Bottom: Spectra from genuine and suspect Orlistat pills
(red and blue respectively) in the 2,600-3,000 kHz region.
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motion control system will reduce calibration needs
by improving data stability and repeatability.

2) Data validation: Automated data quality indicators
will be used to reject calibrated spectra that are
unsuitable for analysis.

3) Binning: Selected spectra will be “binned” by inte-
grating areas of a given size into single data points,
which discourages overfitting by reducing the
amount of noise.

4) Integration: Concentrations of components will be
obtained by directly integrating the corresponding
lines in each spectrum after deconvolution, or by
using statistical methods such as ridge regression.

5) Classification: A series of physics-based classification
models will be used to validate integrated spectra
against known ones in our database. In a hierarchical
approach, global models will first be used to deter-
mine basic sample properties (such as the compo-
nents and their concentrations), followed by more
specialized models for determining the physical
state of the sample, manufacturing process, age, etc.
Models will be trained by comparing their predic-
tions for a subset of samples with “ground truth”
information from standard laboratory-based analysis
methods such as HPLC and MS.

The predictive power of the procedure described above
will increase over time asmore samples are added to the data-
base and better statistical classificationmodels are introduced.
It is also possible to use a model-free or “blind” classification
approach that ignores the underlying physics and instead
relies entirely on machine learning techniques such as
reward-based reinforcement learning (RL). For example,
physical properties and composition of complex mixtures (in
this case, crude oils at high temperatures and pressures), have
been successfully determined by training an artificial neural
network on a database of two-dimensional NMR relaxation
and diffusion measurements [64]. The model-free approach is
applicable to a wider range of different experiments, but typi-
cally also exhibits slower learning for complex problems.

We are currently expanding our existing NQR spectral
database to enable chemical fingerprinting of medicines
and other compounds, such as nutritional supplements. In
addition, there is insufficient data on fraud and misrepre-
sentation in pharmaceutical products to direct further
research, particularly in LMICs. This gap can be reduced by
conducting a set of systematic surveys focused on online
drug markets. Specifically, we plan to purchase medicines
from a selected group of online sources in various countries
and analyze them using NQR-based authentication devices.
A subset will be further analyzed with HPLC, MS, X-ray dif-
fraction, or other methods, and the results classified using
metrics such as product type, function, cost, country of ori-
gin, etc. Such a comprehensive multi-modal database may
eventually enable us to move beyond authentication, where
the expected composition of the sample is known, to the
analysis of unknown mixtures.
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