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Abstract—Due to the enhanced capability of adversaries, electronic systems are now increasingly vulnerable to counterfeiting and

piracy. The majority of counterfeit systems today are of cloned type, which have been on the rise in the recent years. Ensuring the

security of such systems is of great concern as an adversary can create a backdoor or insert a malware to bypass security modules.

The reliability of such systems could also be questionable as the components used in these systems may be counterfeit and/or of

inferior quality. It is of prime importance to develop solutions that can prevent an adversary from creating these non-authentic systems.

In this paper, we present a novel system-level mutual authentication approach for both the hardware and firmware. The hardware

authenticates the firmware by verifying the checksum during the power-up. On the other hand, firmware verifies the identity of the

hardware and cannot produce correct results unless it receives a unique hardware fingerprint, which we call as system ID. We propose

two secure protocols, TIDP and TIDS, to construct the system ID and authenticate the system by using this unique ID. We show that

our approach is resistant to various known attacks.

Index Terms—Counterfeit system, cloned system, mutual authentication, hardware, firmware, system ID
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1 BACKGROUND

WITH the advent of globalization, it is becoming incre-
asingly difficult to ensure security, integrity, and

authenticity of an electronic system. This is because the elec-
tronic systems today are assembled all across the globe and
might consist of components sourced from the different parts
of the world. This makes it virtually impossible to gauge the
origin of these systems and their components, and track their
route in the supply chain. Numerous incidents have pointed
out the far-reaching penetration of such systems into the
electronics supply chain [1]. For example, counterfeit net-
work equipment found their way into the United States
Defense supply chain [2] and were distributed to the Marine
Corps, Air Force, FBI, Federal Aviation Administration,
Department of Energy, various defense contractors, univer-
sities, school districts and financial institutions. As of 2010,
Operation Network Raider, a domestic and global initiative
to prevent widespread infiltration of counterfeit network
systems, was formed which has led to the convictions of 30
felony cases and a seizure of more than $143million worth of
counterfeit network hardware till date [3].

Typically an electronic system will go through a process
like the one shown in Fig. 1. This process includes design,
manufacturing, distribution/lifetime, and end-of-life/
resign. The vulnerabilities associated with each step are
highlighted in red. In this process, we assume that the design

phase is trusted, and marked as green. The original system
designer, we call as “trusted system integrator”, (shown left
hand side of Fig. 1) invests significant research and develop-
ment (R&D) to develop a new system. From system speci-
fication, the designer develops hardware and firmware. The
printed circuit board (PCB) design is finalized and the com-
ponents (ICs and discrete components) are selected to meet
design specification (performance, reliability, etc.). The firm-
ware is then developed separately to make the whole system
functional. At this point, the new system is sent for fabrica-
tion, most often to offshore companies.

The right hand side of Fig. 1, i.e., the manufacturing and
subsequent steps, are not trusted and we must to protect
electronic systems from various attacks. The attacks are
mainly categorized as:

� Piracy and Cloning: In the manufacturing/assembly
stage, an untrusted entity can copy the entire design,
source it to an untrusted system integrator, and cre-
ate cloned systems, thereby making large profit with-
out incurring R&D costs. Any cloned system can be
reassembled with low-cost, substandard, recycled,
tampered, Trojan-infected components [4], [5] and/
or firmware.

� Manufacturing Rejection: Due to the imperfect
manufacturing/assembly processes, manufacturing
rejection occurs and manufacturing yield is often
well below 100 percent. In a trusted environment,
these rejected systems are always discarded. How-
ever, an untrusted entity can still ship these reject or
defective systems to grey market.

� Reverse engineering: In distribution/lifetime, an
adversary can perform reverse engineering of a
working system to make clones. RE is a process of
extracting the design specification of the inner details
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of a product. For the purposes of this paper, we con-
sider a system, to be reverse engineered, consisting of
a PCB, chips, and firmware. Today, the hardware has
become more and more vulnerable to RE due to the
availability of very advanced imaging instruments
and powerful characterization tools. Optical micro-
scopes can produce 3D images with superfine resolu-
tion. High-resolution X-ray tomography provides a
non-invasive means to extract a 3D model of the
entire PCB (including traces of internal layers and
vias). Even academic research labs have successfully
reconstructed the inner layers of commercial PCBs by
using X-Ray tomography as part of a feasibility study
on cloning PCBs [6]. Today, an adversary can effec-
tively make cloned PCBs with moderate resources. It
is also easy to obtain the information regarding the
chips used in a system through IEEE 1149.1 (JTAG)
[7] and P1687 (IJTAG) [8] architectures. An adversary
can obtain all relevant information for the Bill-of-
Material (BoM) for the hardware, and can use sub-
standard or counterfeit components. Once the hard-
ware of a system is cloned, a copy of the firmware
designed for the original system is all that’s needed.
In most cases, the system firmware is embedded
within an off-chip non-volatile memory (NVM), such
as ROM, EEPROM, and flash. An attacker can copy
the design-related configuration data and the firm-
ware while it is being loaded from the NVM to the
processor at the time of power-up.

� Recycling:At the end-of-life/resign stage, an adversary
can recycle the components from a used non-working
system. Such components may exhibit shorter lifetime
if re-used in another system. In addition, recycled
microcontrollers, DSPs, FPGAs, etc. might contain
valuable firmware and firmware upgrades. By reusing
such components, an adversary can essentially bypass
digital rights management and avoid the cost of pur-
chasing the firmware or upgrading it, that would be
required for a brand new component.

Non-authentic electronic systems have become one of the
major problems growing in scope and magnitude. They are
of great concern to government and industry since these
systems—(i) pose an unprecedented security threat to our
day-to-day lives. They could potentially provide an attacker

the necessary means to interfere with our privacy. The
impact of such systems in critical infrastructures that uses
the Internet, could be catastrophic. Attackers can add fea-
tures to a cloned system that can provide additional capabil-
ities to monitor or interfere its normal operations. This
enables an attacker to gain control of cloned systems by
bypassing the security modules. It is easy for an attacker to
insert a malware (malicious programs such as computer
viruses, Trojan horses, worms, etc.) of his or her choice to
launch various attacks. It can spoof the IP address of a net-
worked device and launch man-in-the-middle attacks that
bypass the encryption of data passing through the net-
worked devices. An attacker can also transmit secret infor-
mation through a backdoor created in these cloned systems.
Additionally, an attacker could launch a denial-of-service
(DoS) attack to make a system or network resource unavail-
able temporarily or indefinitely by interrupting or suspend-
ing the services when it is essentially needed; (ii) may have
substandard or counterfeit components. The reliability of
such components are questionable and the system may fail
before the specified end-of-life which cause serious safety
concerns; and finally (iii) pose negative impact to the R&D
and causing significant financial loss due to the loss of busi-
ness from the trade of these non-authentic products.

1.1 Prior Work

To the best of our knowledge, this is the first work to
comprehensively address supply chain vulnerabilities
for electronic systems. Conventional security analysis and
countermeasures primarily target the hardware and firm-
ware separately. In this section, we will discuss the existing
related work in literature.

1.1.1 Protection of Hardware

A non-authentic hardware can be verified by testing a
unique ID and checking whether or not the hardware is reg-
istered. We call this as system ID (SID), which is introduced
in this paper to authenticate the hardware. However, a sig-
nificant research has been carried out to create chip IDs
(CIDs) to uniquely identify the ICs. It is relevant to discuss
the prior works on CIDs as our proposed solution uses
these CIDs to create a unique SID.

In recent years, physically unclonable functions (PUFs) [9],
[10], [11] have received much attention in the hardware secu-
rity community, as they can generate unique and unclonable
bits for the identification and authentication of ICs. PUFs use
inherent uncontrollable and unpredictable variations from a
manufacturing process to produce random and unclonable
bits. Several PUF architectures have been proposed over the
years which include arbiter PUF [9], ring oscillator PUF [10],
SRAM PUF [11], etc. As the PUF generates random and
unclonable bits, it can be used to generateCID. However, it is
challenging to generate a SID by using PUFs as they reflect
the quality of ICs rather than awhole system.

At present, Deoxyribonucleic acid (DNA) markings [12]
are commercially available to provide traceability for elec-
tronic components and detect counterfeit ICs [13]. Detection
can be accomplished via fast or detailed authentication. In
fast authentication, the marks fluoresce under UV light, and
depending on the color, a decision is taken regarding the

Fig. 1. Supply chain vulnerabilities for electronic systems: Any of such
attacks make the system “non-authentic”.
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authenticity of an IC. Detailed authentication can be per-
formed in a specific laboratory, which makes it extremely
time-consuming and costly [14]. Further, if counterfeiters
add a different mechanism to the chip that can produce the
same kind of fluorescence, DNA marking will be ineffective
for fast authentication.

The authors in [5] proposed an authentication approach
to detect counterfeit PCBs. This approach creates a unique
and robust signature from the process induced variations
present in the trace impedance of the PCBs. However, this
approach is only limited to the hardware of the PCBs and
not applicable to the firmware of a system. In addition, this
scheme fails to detect counterfeit components present in a
system. The authors in [15] proposed an encrypted chip ID
technique to authenticate a system. This scheme can be cir-
cumvented by careful data analysis as the key bits are trans-
mitted during the chip ID request. As the locations of the
key bits are fixed in the data stream, an attacker can find
those locations in linear time.

1.1.2 Protection of Firmware

Firmware has been extensively targeted over the years to
exploit embedded systems. A majority of these attacks
include modification of the firmware designed for various
devices including network systems [16], [17], [18], [19], hard
drives [20], electronic game console [21], etc. The attack can
be carried out either on the target devices directly or a
peripheral device first which can be used to eventually
infect the target device. The authors in [22] have shown that
malware can be injected into printers during remote firm-
ware update. The attack on the control system of a car by
uploading a firmware have been presented in [23]. Similar
attacks have also been reported in [24], [25], [26], [27].

A variety of solutions have been proposed over the years
to circumvent the attacks. The authors in [20] proposed the
integrity verification of the peripherals’ firmware by using
remote software-based attestation. Cumulative Attestation
Kernel (CAK) was proposed to verify the integrity of the
firmware over an interval of time [17]. The authors in [18]
proposed a solution to protect the persistent state of a
trusted module in external memory by maintaining an
authenticated channel between the trusted module and the
memory, to protect the firmware against non-invasive
attacks. The authors in [19] proposed a signature verifica-
tion scheme to prevent the installation of malicious firm-
ware on a mouse. The authors in [21] proposed integrity
verification at different levels of the boot-up process to
ensure the loading of proper firmware into the memory.
The authors in [28] proposed a key-based control flow
obfuscation to prevent piracy and malicious modification.

Recently, Trusted PlatformModule (TPM) has gained pop-
ularity because it allows users the ability to perform functions
securely by ensuring trust in the computing platform [29].
The TPM module stores pre-run time configuration parame-
ters to run an application to its desired state. However, TPM
cannot prevent cloning as it cannot control the software that is
running on a system, rather than verifying its integrity.

1.2 Contribution

Separate protection of hardware or firmware cannot pro-
vide protection against all vulnerabilities listed in Fig. 1. In

this paper, we propose the System-level Mutual Authentica-
tion (SMA) scheme where the hardware authenticates firm-
ware and vice versa. More specifically, if the legitimate
firmware runs in a different board, it produces incorrect
results and if a legitimate board runs a different firmware, it
again produces incorrect responses or raises a flag. SMA
requires a unique system ID that certifies the authenticity of
the hardware and an obfuscated firmware that becomes
operational once it runs on an authentic hardware. Thus,
we will first describe a robust approach for constructing
a unique system ID (see Section 2), and then present a novel
firmware obfuscation methodology (see Section 3). Finally,
we will integrate these two solutions and present our
proposed system-level mutual authentication scheme
(see Section 4). Our contributions in this paper include—(i)
creation of a unique system ID and verification of the ICs in
a electronic system, (ii) development and security analysis
of an obfuscated firmware, and (iii) development of a
mutual hardware-firmware authentication scheme.
� System ID: We propose a robust approach for creating a

unique system ID that can serve as a unique signature for
an electronic system. This proposed SID is created from the
IDs of different chips (CIDs) present in a system and is the
XOR summation of these chip IDs. This ID is unique and
resistant to cloning as it is never exposed to an outside
world. Once a system is assembled, each SID for a system is
created and stored in a secure database at the trusted sys-
tem integrator’s site for future authentication. In the current
manufacturing flow, there is no protection of a system from
being non-authentic. In our proposed approach, we obfus-
cate the firmware (see Section 3 for details) in such a way
that it can only work upon receiving a correct system ID.
Once the systems are manufactured and assembled, they
must be shipped to the original system designer to compen-
sate the obfuscated firmware.

When a system is powered up in the field, it is necessary
to construct the SID for proper operation. The in-system
processing unit (e.g., microprocessor, digital signal proces-
sor, or microcontroller) is responsible for creating the SID.
Hereafter, we will represent in-system processing unit as
processor. We propose a secure protocol, TIDP (see Section
2.2), which helps the processor to collect all the encrypted
CIDs from the chips. Like SID, the chip IDs never leave the
chips without encryption. We also propose a novel commu-
nication protocol, TIDS (see Section 2.3), to transfer the SID
securely to an authenticating server located on the system
integrator’s site. We show that TIDP and TIDS are resistant
to various known attacks (see Sections 5.2 and 5.3 for details).

This unique SID provides excellent protection for the
hardware. If one of the ICs (including the processor) is
replaced with a new one (recycled or low grade counterpart
having a different CID), it will be reflected in the SID. For
the defective systems, the SID is never registered in the sys-
tem integrator’s database. In summary, any mismatch of the
SIDwill raise a flag of being a system as non-authentic.
� Obfuscated Firmware: We propose a methodology to

obfuscate the firmware targeted for a system. The firmware is
obfuscated in such a way that it can produce the correct result
when it is loaded to a system uniquely designed for that firm-
ware copy. In our proposed approach, we remove a selected
number of instructions from the firmware. During the run
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time, these instructions are recovered from the SID and
inserted to the respective locations.We propose a novel archi-
tecture to construct a set of machine code in binary format
from the SID. We show that the attacker’s effort to predict
correct instructions belongs to the class of exponential com-
plexitywith the program size (see Section 3.4).
� System-Level Mutual Authentication: The system ID pro-

vides an easy way of detecting a non-authentic hardware.
However, it cannot prevent an adversary creating this non-
authentic hardware. On the other hand, an adversary can-
not reconstruct an original firmware from the obfuscated
one. Incorporating these two can prevent an adversary from
creating a non-authentic system. Thus, we propose a sys-
tem-level mutual authentication scheme where the hard-
ware authenticates firmware first and then gives control to
the firmware. The firmware verifies the authenticity of the
hardware by verifying the system ID and works properly
when it runs on an authentic hardware. We believe that a
comprehensive solution which includes both the hardware
and firmware, is a robust way of preventing non-authentic
systems. SMA needs to be performed every time when the
system powers up from the off state. Note that these sys-
tems need to be connected to the Internet during the authen-
tication as it is necessary to send the SIDs to the system
integrator for verification.

The rest of the paper is organized as follows. In Section 2,
we describe our proposed approach to protect the hardware
of an electronic system from vulnerabilities listed in Fig. 1.
We present our proposed system ID (SID), TIDP protocol to
transfer the CIDs to the processor to construct SID and
TIDS communication protocol to transfer the SID to the
server for the verification of a system. In Section 3, we pro-
pose our obfuscation scheme to protect the firmware from
copying. In Section 4, we integrate the approaches for pro-
tecting hardware and firmware to our proposed SMA
scheme. We present the area overhead and attack analysis
in Section 5. We conclude the paper in Section 6.

2 PROTECTION OF HARDWARE

To prevent a system being non-authentic, it is absolutely
necessary to protect the hardware from unwanted modifica-
tion. The modification may be the replacement of different
chips or the PCBs with low grades or counterfeit ones. We

propose to create a unique and unclonable system ID to ver-
ify the authenticity of an electronic system. Any modifica-
tion of the hardware will reflect in the system ID and can be
detected by a simple ID matching scheme during authenti-
cation. In addition, the obfuscated firmware will work prop-
erly when it receives this SID. In this section, we propose an
approach to create a unique SID that needs to be kept secret
to prevent copying and cloning by an adversary.

The authentication of the hardware is performed in two
phases. In Phase-1, a unique system ID is created and then
in Phase-2, all this SID validated in the system integrator’s
(OCM/OEM) server. Here, OCM and OEM stand for origi-
nal component manufacturer and original equipment
manufacturer, respectively. Fig. 2 shows the system level
overview of our proposed authentication process. At Phase-
1, the processor communicates with all the chips by using
our proposed communication protocol, TIDP (see Section
2.2) to receive all the encrypted chip IDs. At Phase-2, the
processor uses our proposed communication protocol, TIDS
(see Section 2.3) to transfer the SID to the server located at
the trusted system integrator’s site. The server validates
SID to verify the authenticity of the system. It is important
to note that the CIDs and SID never leave the system with-
out encryption.

2.1 System ID

As a system contains ICs as its core components, it is imper-
ative that its signature can be formed from the biometrics of
the ICs. Thus, we propose a simple but efficient method of
forming a system ID (SID) from the CIDs. The SID can be
expressed as the exclusive-OR summation of all the CIDs
and represented below:

SID ¼ CIDp � CID1 � CID2 � . . .� CIDK; (1)

where,

K is the number of chips on an electronic system;
CIDp is the chip ID of the processor; and
CIDi is the chip ID of the ith chip.

2.2 TIDP: Communication Protocol for Transferring
IDs to the Processor

The success of creating an unclonable SID depends on the
secrecy of the CIDs. If an attacker finds the CIDs from a
working system, he can easily form the SID. In this section,
we propose TIDP protocol to provide the adequate security
with minimal area overhead.

Fig. 2. Proposed authentication process to construct SID and verify IDs.

Fig. 3. Proposed TIDP protocol to securely receive the chip ID from an IC.
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Fig. 3 shows the TIDP protocol to receive the chip ID
from an IC. This protocol is described below:

1) The processor generates a nonce ðniÞ and sends it to
chip i (Ci).

2) Upon receiving ni, the Chip Ci concatenates it with
the chip ID.

nijjCIDi ¼ fni; CIDig;

3) The chip, encrypts nijjCIDi with the public key of
the processor (KPpub) and sends it to the processor.
One can implement widely used Rivest-Shamir-
Adleman (RSA) algorithm [30] to encrypt nijjCIDi.
To reduce area overhead, we can implement a mini-
mum size datapath of the RSA block using only 861
gates [31].

Ei ¼ KPpubðnijjCIDiÞ;

4) The processor decrypts Ei by using its private key
(KPpri) to extract n�i jjCIDi and performs a compari-
son of the stored nonce (ni) and recovered nonce
(n�i ). If these two nonces are equal, then the compari-
son passes. Finally, the processor uses the CIDi to
construct the system ID by using Equation (1).

2.3 TIDS: Communication Protocol for Transferring
SID to the Server

In our proposed architecture, the processor is responsible
for transferring the SID to the server. It is of utmost impor-
tance to validate the identity of the server before sending
the SID. We use digital signatures to authenticate the
server. In addition, key establishment is necessary between
the processor and the server to encrypt the IDs. TIDS uses
key transport from the server to the processor by using
asymmetric key encryption. RSA algorithm [30] can be used
for this purpose. It is worthwhile to note that one can use
discrete logarithm or elliptic curve algorithms based on per-
formance [32].

Fig. 4 shows our proposed protocol for the secure transfer
of KS from the server to the processor. To achieve this, the
public key of the server (KSpub) and the private key of the
processor (KPpri) needs to be embedded in the processor.
The server has two other counterparts, i.e., private key of the
server (KSpri), and public key of the processor (KPpub). The
system integrator generates these two key pairs and store
{KSpub, KPpri} in the processor after the assembly of the sys-
tems and they are same for all the systems. The steps for this
communication protocol, TIDS are listed below:

1) The server generates a random nonce (n) using a true
random number generator (TRNG) which is unique
every time when it initiates a communication.

2) The nonce n is encrypted with its private key KSpri

to form a signature such that the processor can
uniquely identify the origin of this nonce. This step
ensures the end-point authentication

sigðnÞ ¼ KSpriðnÞ:

3) The nonce n and its signature sigðnÞ are concatenated
njjsigðnÞ ¼ fn; sigðnÞg:

4) The server generates a unique and random session
key (KS) for every communication and stores it for
decrypting encrypted IDs from the processor.

5) A one-time-pad (OTP) encrypts njjsigðnÞ with KS to
form IK

IK ¼ KSðnjjsigðnÞÞ ¼ KS � ðnjjsigðnÞÞ:

6) The session key,KS , is encrypted with the public key
(KPpub) of the processor such that only the processor
can retrieveKS .

7) The transmission key (TK) is formed by concatenat-
ing encryptedKS and IK and sent to the processor

TK ¼ fKPpubðKSÞ; IKg ¼ KPpubðKSÞjjIK:

Fig. 4. Proposed TIDS communication protocol to transfer SID to the system integrator.
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8) Upon receiving the TK from the server, the proces-
sor separates encryptedKS and IK.

9) Session key KS is retrieved by decrypting KPpubðKSÞ
withKPpri

KPpriðKPpubðKSÞÞ ¼ KS;

10) A one-time-pad is used to decrypt IK to retrieve
njjsigðnÞ
IK �KS ¼ KS � ðKS � ðnjjsigðnÞÞÞ ¼ njjsigðnÞ:

11) The processor computes n from the signature by
using the public key of the server,KSpub

KSpubðsigðnÞÞ ¼ KSpubðKSpriðnÞÞ ¼ n;

12) A comparison is performed to match n and the
decrypted signature sigðnÞ. This step ensures that
the nonce was indeed originated from the server if
and only if n equals to the KSpubðsigðnÞÞ. If there is a
mismatch, the processor stops the communication
and log this attempt to a non-volatile memory by
storing a counter value.

13) After verifying the authenticity, the processors now
encrypts the SID by using a OTP with the session
keyKS and sends it to the server

EnSIDs ¼ KsðSIDÞ ¼ Ks � SID;

14) The server decrypts EnSID with the previously gen-
erated session keyKS

Ks � EnSID ¼ Ks �Ks � SID ¼ SID;

15) The server then searches for the SID in its database.
If a match is found, the system is now authenticated
and marked as genuine.

The verification of SID provides an effective way of
determining the authenticity of a system. An authentic sys-
tem is registered by the system integrator. An adversary
cannot register a non-authentic system to the trusted system
integrator’s database, unless it is compromised, which is
beyond the scope of this paper. In addition, our proposed
SID is “unclonable” as it is constructed from the different
CIDs, which exploit uncontrollable randomness of intrinsic
manufacturing process variations.

3 PROTECTION OF FIRMWARE

Protection of electronic systems requires the complete
protection of system firmware while maintaining a legi-
timate hardware. The system firmware is a special type
of software that resides in a processor and performs
the configuration and controls the operation of a system.
The firmware generally can be loaded into a non-volatile
memory (NVM), such as ROM, EEPROM, and flash. Dur-
ing the power-up of a system, the firmware is loaded into
the internal SRAM from the NVM. An attacker has an
opportunity to gain access to this firmware during system
power-up.

The encryption of the entire firmware may not be a
cost effective approach to prevent piracy. Encryption will

certainly prevent an attacker to reconstruct the original
firmware extracted from a non-volatile memory. However,
it will increase the complexity of the system and may not be
applicable to many low-cost embedded systems.

3.1 Motivation

The objective is to prevent an attacker from copying the
entire firmware rather than to prevent an attacker from
modifying it during run time to exploit it. There are
numerous solutions already in practice or in the literature
to detect/prevent run time exploitation (see Section 1.1.2).
Here, we will only focus on developing a comprehensive
solution to prevent an attack that could copy the firm-
ware. The main idea is to obfuscate the firmware in such
a way that it produces incorrect results unless it is cor-
rectly compensated at run time by its associated hard-
ware system. Note that an attacker can copy the contents
of a NVM to get the firmware, however, he cannot make
it operational.

Fig. 5a shows a MIPS program to calculate the value of
nth Fibonacci number for a non-negative number, n and its
directed acyclic graph (DAG). The program consists of 29
instructions. Fig. 5b shows the directed acyclic graph of
that MIPS program. There are three paths exists in this
DAG. Path 1 consists of a set of 7 instructions,
{1,2,25,26,27,28,29}. Path 2 consists of a set of 14 instruc-
tions, {1,2,3,4,14,...,14,28,29} and finally Path 3 consists of
the set of 26 nodes, {1,2,3,4,5,13,14,...,14,28,29}. We will then
calculate an attacker’s effort to find a removed instruction
from this program.

Let us start with removing instruction 11 ðmove $v0 $t1Þ
to analyze the attacker’s effort. Here the attacker can con-
struct the DAG with missing node 11. The attacker first
need to find out the path that produces the incorrect result.
In this case, Path 3 of this obfuscated program will produce
incorrect result. After the path is selected, the attacker must

Fig. 5. An example MIPS program to calculate the value of nth Fibonacci
numbers and its directed acyclic graph.
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find the correct instruction and inserts it into the correct
location. Finding the correct instruction, an attacker need to
simulate C �M times, where, C is the average number of
combinations for the operands of an instruction, and M is
the number of instructions for an instruction set architec-
ture. Two scenarios may occur: Case 1, where the attacker
arbitrarily inserts the instruction to make the program
work; Case 2, where the attacker analyzes the code and pre-
dicts the location. In Case 1, the attacker’s effort will simply

be 26
1

� �
CM. In Case 2, the attacker isolates the nodes from

Path 1 and Path 2. These nodes are {5,6,...,13} and the

attacker’s effort can reduce to 13
1

� �
. Thus the attacker’s effort

will beminf 26
1

� �
; 13

1

� �gCM ¼ 13CM. Here one can argue that

if the system designer removes instruction 12, an attacker
can detect this instruction with a careful code analysis, as
there may be a decrement inside the loop. For this reason,
we recommend to remove the instructions related to the
operations rather than the formats or structures of a func-
tion. In addition, the analysis codes based on functionality
may be challenging for a large program.

Let us now consider another example, where the system
integrator removes instruction 2 ðblt $v0 $zero error displayÞ
or (instruction 4 ðblt $v0 $t1 doneÞ). The attacker cannot form
a complete DAG from the given instructions and need to find
the correct locations for these two instructions. In this case,

the attacker’s effort can be 29
1

� �
CM. One can argue that an

attacker can easily figure out the missing instructions by com-
paring with a standard function already available. This prob-
lem can be addressed by targeting instructions from the
custom design functions, only developed by the trusted sys-
tem integrators.

In the following, we propose a novel firmware obfusca-
tion technique based on careful removal of few instructions.
This obfuscation technique does not require encryption and
can be implemented in a computationally efficient manner.
It is also capable of operating with minimal hardware sup-
port. The fundamental idea of obfuscating the firmware is
to remove a few instructions and then store this modified
firmware into a non-volatile memory. The instructions are
chosen in such a way that the flow of the program gets inter-
rupted and produces incorrect results. The correct execution
of the program can only be achieved once these instructions
(reconstructed from SID) are inserted in the correct location
of the firmware code.

3.2 Generate Instructions from the System ID

Developing a firmware that runs only on authentic hard-
ware is the key to prevent an adversary constructing a non-
authentic system. One way of achieving this is to add a
unique hardware signature to the firmware such that it runs
correctly on an authentic hardware. In this section, we pro-
pose an architecture to generate machine codes (instruc-
tions) from the hardware signature, which is the unique
system ID developed in Section 2.

Fig. 6 shows the architecture behind the construction of
machine codes. Each instruction is mapped to a binary code
targeted for either reduced instruction set computers (RISC)
[33] (e.g., MIPS ISA [34]) or complex instruction set com-
puters (CISC) (e.g., X86 ISA [35]). The number of generated
instructions depends on the size of the SID and the instruc-
tion set architecture (ISA). For example, a 1024 bit SID
can generate 32 different MIPS instructions as each MIPS
instruction is 32 bit long. As the bits in the SID are uniform
and different for each system, it is hard to map a SID to a
fixed set of instructions. To solve this challenge, we intro-
duce a key (K), which needs to be the same length of SID.

The system integrator is responsible for generating
K. After the assembly of a system, the system integrator
obtains the SID from the system. As he/she has developed
the firmware, he/she knows the instructions (SIns) and can
easily compute K({K0jjK1jj . . . jjK31}) by simply performing
an XOR operation with the SID ¼ fSID0jjSID1jj . . . jjSID31g
and {SIn0jjSIn1jj . . . jjSIn31}

Ki ¼ SIDi � SIni; i ¼ 0; 1; . . . ; 31; (2)

Once the key value has been calculated (using Equation (2),
the system integrator stores this key into an in-system one-
time programmable memory [36]. The SInswill now be gen-
eratedduring the system runtime (see Fig. 6) and are given by,

SIni ¼ Ki � SIDi; i ¼ 0; 1; . . . ; 31; (3)

3.3 Firmware Obfuscation Methodology

Fig. 7 shows our proposed flow to create an obfuscated
firmware. During the development of the firmware, the sys-
tem integrator removes I number of instructions from the
firmware body such that it produces incorrect results. These
removed instructions are recovered from the system ID dur-
ing the run time to make the firmware complete.

The obfuscation process starts by finding a set of feasible
control-flow paths in the program based on the dependen-
cies of the input parameters. The algorithm greedily selects
k paths from which I instructions are removed. We will
show in Section 3.4 the security of the obfuscated firmware

can be OðNIÞ and the designer can select any I paths.
Algorithm-1 shows the pseudo-code for the algorithm to

find out all control flow paths of a DAG using a Depth-first
Search (DFS) algorithm [28]. In this approach, an assembly
program is modeled as a DAG. In this paper, we focus only
on the MIPS instruction set architecture (ISA) for simplicity.
This algorithm can be implemented for other ISAs as well.
Each instruction of the program represents a node of the
graph and each node may have one child for the non-branch
instructions or two children for the branch instructions. We
do not consider loops as we need to maintain the acyclic
nature of the graph. Note that any child for a particular level

Fig. 6. Proposed architecture to generate machine instructions for firm-
ware obfuscation.

GUIN ET AL.: SMA: A SYSTEM-LEVEL MUTUAL AUTHENTICATION FOR PROTECTING ELECTRONIC HARDWARE AND FIRMWARE 271



always represent the next instruction. The detailed descrip-
tion of this algorithm can be found in [28].

Algorithm 1. Procedure Enum_Paths_DFS Enumerate all
Possible Control Flow Paths (P ¼ fP1; P2; . . . ; Pmg of a
DAG Representing an Assembly Language Program

input: Directed Acyclic Graph G, instr stack, curr node, and
last node

output: Current Path
if curr node 6¼ F then
push on stackðinstr stack; curr nodeÞ ;
if curr node ¼¼ last node then

e:pathcount ðe:pathcountþ 1Þ 8 e on current path;
Enum Paths DFSðG; instr stack; curr node!
left child; last nodeÞ;
Enum Paths DFSðG; instr stack; curr node!
right child; last nodeÞ ;
pop from stackðinstr stackÞ ;

else
return ;

end

The obfuscated firmware is then stored in a non-volatile
memory. An attacker can have the access to the instructions.
However, to make it operational he/she needs to insert
the removed instruction to the respective locations. We will
perform an attack analysis to find out the attacker’s effort
to break the system and make the program working in
Section 3.4. Once the instructions are removed from the
program, the system integrator collects those instructions
(Ins2, Ins11, ...) and store their relative addresses (2, 11, ...)
to an on-chip NVM such that an attacker cannot have access
to it. The system integrator reads the system ID from the
working system and generates the key (see Section 3.2).
Finally, the key is stored in an NVM of the system.

During the run time, a stitcher module inserts the previ-
ously removed instructions to the respective locations of
the program. This stitcher module first reads the relative
address of the instructions and then read the SIns (shown

in Fig. 6). Here the SIns are Ins2, Ins11, etc. Thus, the origi-
nal program is recovered and ready to execute.

Note that the update process of firmware requires to
store the relative addresses corresponding to the removed
instructions of the new firmware. If those instructions are
same as the previous ones, we do not need to update the
key (see Fig. 6), otherwise we need to update the key to cor-
rectly generate these removed instructions at run time.

3.4 Security Analysis

The security analysis is based on the attacker’s effort to
break the obfuscated firmware, which requires an attacker
to identify the exact I instructions with their relative
addresses. We denote the attacker’s efforts as E. Let us
assume that there are N instructions of a program corre-
sponding to a set SN ¼ fIn0; In1; . . . ; InNg which forms a
directed acyclic graph shown in Fig. 8. There are m paths
denoted by P1, P2; . . . ; Pm. Path P1 contains the instruction
set SP1¼fIn0; In1; In4; . . . ;InN�1; InNg. Obviously, SP1�SN

and SP1 [ SP2 [ . . . [ SPm ¼ SN . We also assume that the

length of these paths are L1; L2; . . . ; Lm.
Now, there are k paths from the total number of m paths

that have been modified and among them, one or more
instructions have been removed. Specifically, these are the
paths that produce incorrect results. To make the complete
program working, an attacker first need to find these paths.
Thus, the attacker’s effort to find these k paths from the total

m paths can be m
k

� �
.

Let us assume that there are r average instructions per
path that have been removed. An attacker will first insert
one instruction in a path and try to make it work. Then he
inserts 2 instructions and keeps adding instructions until r.
Thus, the attacker’s effort for a path will be the summation
of all the trials. For path P1, the attacker’s effort would be,

EP1 ¼
Xr
i¼1

L1

i

� �
� C �M;

where,

Fig. 7. Proposed flow for firmware obfuscation.
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M: Number of instructions for an instruction set
architecture.

C: Average number of combinations for the operands of
an instruction.

The total attacker’s effort,

EP ¼
m

k

� �n
EP1 þ EP2 þ � � � þ EPk

o

¼ m

k

� �(Xr
i¼1

L1

i

� �
CM þ

Xr
i¼1

L2

i

� �
CM

þ � � � þ
Xr
i¼1

Lk

i

� �
CM

)

¼ m

k

� �nXk
j¼1

Xr
i¼1

Lj

i

� �
CM

o
;

(4)

Here k � r ¼ I where, I is the total number of instructions
constructed from the SID.

Now, an attacker can arrange I instructions from the
total number of N instructions for a program such that one
arrangement works. The attacker’s effort now becomes
N
I

� � � C �M as one of the combination will certainly work.

Thus the upper limit of the attacker’s effort becomes

EP ¼ N
I

� �
CM; (5)

Thus, the attacker effort will be

min maxk;r
m
k

� � Xk
j¼1

Xr
i¼1

Lj

i

� �
CM

( ) !
;

N
I

� �
CM

" #
;

(6)

For a small program, the number of paths (m) may
be less than the number of instructions (N). However for

a reasonable size program,we expect that the number of paths
(m) are greater than number of vertices (N) (see Table 2). In
this case, our objective is to find r and k such that EP 	
N
I

� �
CM and we can certainly state that EP ¼ O

�
N
I

� �
CM

�
.

Consideringm ¼ N , we can expressedEP as

EP ¼ N
k

� � Xk
j¼1

Xr
i¼1

Lj

i

� �
CM

( )
; (7)

Now consider a case where k ¼ kmax ¼ I. Here, I is the
total number of instructions need to be removed from a pro-
gram. In this case, the value of r becomes 1.

EP ¼ N
I

� � XI
j¼1
ðLjÞCM

( )
	 N

I

� �
CM; (8)

Thus, we will always achieve the upper limit of attacker’s
effort, when we consider to remove one instruction per path from
any I paths.

Note that the occurrence of an instruction with specific
operands cannot simply be the probability of 1=ðC �MÞ due
to the existence of different types of instructions in an ISA
and their interdependencies in a program. For the sake of
simplicity, we multiply 1=C and 1=M to find the probability
of occurrence assuming all instructions are independent
and equally likely. However, the value of CM cannot be
less than 1 for any circumstances as an attacker must try at
least one guess to predict the correct instruction.

By further simplifying Equations (5) and (8), we get

OðEP Þ ¼ O

 
NðN � 1Þ . . . ðN � IÞ

I!
CM

!

¼ O
minðNI;NðN�IÞÞ

I!
CM

� �
¼ OðNIÞ, as N 
 I;

From the above analysis, it can be concluded that an
attacker need to simulate the obfuscated firmware, OðNIÞ
times to make it perfectly operative.

There are three key points worth noting with respect to the
firmware security. First, the instructions can be related inside
a function and one can potentially find them out when he/
she knows the complete functional behavior. However, it will
be a much harder work to predict the correlation when
an adversary does not know the complete functionality of
a firmware. Second, an adversary need to find the location of
the missing instruction inside that complex function. This can
also be a very difficult task when he/she does not know the
complete control flow details even though he/she may know
the complete or part of the overall functionality of the system.
Finally, an adversary needs to find the right instruction for
that location. The difficulty depends on the instruction
set architecture (ISA) and the topology of the firmware.
A judicious entropy-guided selection of both location and
type of instruction is needed tomake the guessing process for
firmware reconstruction practically unfeasible. As the system
integrator develops the firmware, he can select a set of uncor-
related instructions (e.g., the difficulty of predicting a branch

Fig. 8. Directed Acyclic Graph of a program.
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instruction is much more than a load instruction) for removal
based on an efficient algorithm. Such a selection algorithm
will be the subject of our future research.

4 SYSTEM-LEVEL MUTUAL AUTHENTICATION

The individual solutions for securing hardware and firmware
cannot prevent a system being non-authentic. Protection of
both system hardware and firmware is necessary. In this sec-
tion, we present a system-level mutual authentication (SMA)
approach where the system hardware can authenticate the
firmware running on it and the firmware can authenticate the
hardware. This authentication needs to be performed every
timewhen the systempowers up from the off state.

Fig. 9 shows our proposed SMA approach. The process
starts by authenticating the firmware first and then the firm-
ware certifies the hardware. The detailed steps are listed
below:

Step 1: When a system is powered up, it goes through a
multi-phase (preloader and boot loader) boot-up process.
The instructions controlling the basic operating characteris-
tics of the system are executed from a read only memory
(ROM) to initialize the system and these instructions are
responsible for loading the firmware into the random access
memory (RAM). In this work, we use the existing boot-up
process to initialize the system.

Step 2: Before the firmware is loaded into the RAM, the
boot loader computes a message authentication code (MAC)
from the firmware and the result is compared to an expected
MAC maintained in it. This step verifies the integrity of the
firmware and is already employed in practice [21]. This enfor-
ces to use the original modified firmware. Upon successful
verification, the processor uses TIDP protocol to collect all the
CIDs from other ICs (see Fig. 3) and then construct SID. The
stitcher module then constructs the SIns from the key (K)
and SID. It then adds SIns to the firmware (see Fig. 7) and
loads it to the RAM for the execution.

Step 3: Upon the successful boot-up, the firmware takes
control of the system operation and it then authenticates the
system hardware. The firmware sends the verification status
message to the system integrator and requests to initiate the
hardware authentication process.

Step 4: The server generates a random nonce (ni), forms a
signature (sigðniÞ) and then concatenates them (Steps 1-3 of
Fig. 4). TRNG generates a random number, which is the
concatenation of KS and Kstatus, where Kstatus will be used
later in Step 6 to encrypt the status of the SID verification.
Then, the server generates the transmission key (TK) using
Steps 4 to 7 (see TIDSS block of Fig. 4) and sends it to the
processor.

Step 5: The processor performs Step 8 through Step 12 of
TIDS (see TIDSP block of Fig. 4) to obtain KS and Kstatus. It
then verify that the request was originated from the system
integrator. Upon successful verification, the processor sends
the encrypted system ID (EnSID ¼ SID�KS) to the sys-
tem integrator.

Step 6: The server decrypts EnSID to get back the
original SID. It then checks the SID with previously stored
ID by the system integrator. It then sends an encrypted
verification status to the processor. Note that the status is
encrypted using an OTP with the keyKstatus.

Step 7: The Firmware decrypts the status using the key
Kstatus and issues a force reset signal upon failed hardware
authentication to the processor to stop all the processes.

In the SMA approach, different levels of protection are
already implemented in our proposed flow. First, the con-
ventional MAC comparison (see Step 2 in Section 4) stops a
tampered or modified firmware being loaded into the mem-
ory. Second, the stitcher module inserts SIns to make the
firmware complete. Finally, the system ID is verified over
the Internet. The first and second level of authentication do
not require the Internet.

For IoT devices that are connected to the Internet, SID
verification can be performed using system designer’s
secure database as discussed in the paper. A recent report
from Cisco shows that the connected devices will be
increased exponentially in coming years and there will be
50 Billion connected devices by 2020 that will have access to
internet [37]. Even though the requirement for our protocol
seems stringent, it will be very common in near future.

For systems, which are not connected to Internet, an alter-
native verification approach can be designed using Trusted
Platform Module (TPM) on board, which can securely store

Fig. 9. System-level mutual authentication of the hardware and firmware.
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the signatures (TIDSS) and compare. Such an approach is
quite viable for systemswhich already have TPM, but would
incur additional cost for systems which do not have TPMs.
The revisedmanuscript is updatedwith this information.

5 ANALYSIS

In this section, we analyze the area overhead for our pro-
posed TIDS and TIDP protocols for SMA approach. We also
evaluate the security of these protocols. Finally, we calculate
the attacker’s effort to break our obfuscated firmware.

5.1 Area Overhead Analysis

The area overhead of our proposed solution is due to the
communication protocol, TIDS. Many of the modules for
TIDS already exists in the modern processors. However, we
still estimate an approximate gate count for our proposed
TIDS. They are summarized below:

(i) RSA module: The majority of the area overhead comes
from the RSA module, which consists of datapath and key
storage elements. The area from the datapath can be
reduced significantly by selecting a slower RSA module as
the speed of operation is not a major concern. It is reported
that a minimum size RSA datapath can be implemented by
using only 861 gates [31]. For a key storage element, we
need to allocate 2048 bits of memory per RSA key.

(ii) OTP module: The size of the one-time-pad depends on
the size of the SID. For a 128 bit SID, we need 128 XOR gates.
For a larger sizeSID, we can performXORoperation in stages
rather than all at once. For example, we need 8 stages, which
use the same 128 XOR gates for a 1024 bit long SID.

(v) TRNG:A single TRNG is used for generating the nonce
(n) and session keys (KSs). We propose the use of an area effi-
cient cryptographically secure pseudorandom number gener-
ator [38] or [39] depending on the implementation choice.

(vi) Non-volatile memory: A non-volatile memory is
required to store the RSA keys and the session keys (KSs).
We need 4 K bits to store RSA public and private keys. In
addition, we need to store 1 K bit key (K) for generating
machine code.

Considering all these modules, we estimate approxi-
mately a total gate count of slightly more than 3 K and a
memory of 5 K bits. Table 1 summarizes the overhead anal-
ysis in the context of the Xilinx 7 series FPGAs [40]. We
choose Xilinx FPGAs as their sizes closely match with differ-
ent processors. The logic overhead varies from 0.74 to
0.05 percent and the memory overhead varies from 0.260 to
0.021 percent. The data indicates that both the logic and
memory overhead lies well below 1 percent and can be

ignored for larger SoCs, for example Xilinx Z-7035, Z-7045,
and Z-7100 programmable devices. These overheads are also
significantly low for smaller SoCs. Note that the actual area
overhead can be even less asmost of themodules are already
inmodern processors.

The area overhead for TIDP is not significant. Each par-
ticipating chip requires only one key storage element and
RSA datapath, which can be implemented by using only
861 gates [31]. The key can be stored in a anti-fuse based
one-time-programmable memory due to its low size (only
two transistors per bit) [36].

5.2 Attack Analysis on TIDP

The security of the TIDP protocol lies on the security of the
RSA algorithm. The 2048-bit RSA key provides an equiva-
lent security of 112 bit [41], which is common in practice.
We assume that RSA cannot be broken by brute force
attacks, which means that it is computationally unfeasible
to estimate nijjCIDi after observing ni and Ei, unless he
knowsKPpri. In the following, we provide the security anal-
ysis for two common attacks on this protocol.

(i) Replay attack: In this attack scenario, an attacker moni-
tors several previous communications and then replays
with a previously used value. He first observes {n1, n2; . . . ;
nk} and corresponding {E1, E2; . . . ; Ek}. He now monitor the
nonce nkþ1 and then replaces it with one of the previously
observed ni. The chip will return Ei to the processor. At the
processor, nijjCIDi will resulted after decryption. At this
point the comparison will fail as nkþ1 6¼ ni. We assume that
the nonces are completely random as they are generated
from a TRNG. In addition, the attacker needs to perform
this attack every time when the system powers up, which
makes it unpractical.

(ii) Man-in-the-middle attack: The RSA keys can be pro-
grammed in an anti-fuse based one-time-programmable
memory [36] after the manufacturing of a system by the
trusted system integrator. It is thus safe to assume that
man-in-the-middle attack is not possible due to the excellent
tamper resistivity of the anti-fuse memory.

5.3 Attack Analysis on TIDS

This protocol is similar to Pretty Good Privacy (PGP) by Phil
Zimmermann, which is commonly used today for email
delivery system. PGP has demonstrated excellent secrecy
over the years [42]. However, our protocol can provide bet-
ter secrecy compared to conventional PGP due to two rea-
sons. First, we use one-time-pad (OTP) instead of AES, or
some other block ciphers. There are several vulnerability
reported when AES works with Cipher Block Chaining
(CBC) mode [43]. There are also several countermeasures
(e.g., AES with Counter mode) developed to alleviate such
vulnerabilities. We can eliminate such vulnerabilities by
incorporating OTP, which is possible due to small fixed size
of fn; sigðnÞg and KS . Second, in normal implementation,
man-in-the-middle attacks may be possible due wrong
implementations of the certificates. Today, numerous CAs
are available, which issue certificates. In our proposed pro-
tocol, the trusted system integrator is responsible for pro-
gramming the public and private keys to the system, which
will remove the possibility of replacing these keys. Thus, it

TABLE 1
Area Overhead Analysis

SoCs ASIC
Gates

Memory Logic
Overhead (%)

Memory
Overhead (%)

Z-7010 430 K 240 KB 0.74 0.260
Z-7015 1.1 M 380 KB 0.29 0.164
Z-7020 1.3 M 560 KB 0.24 0.112
Z-7030 1.9 M 1060 KB 0.17 0.059
Z-7035 4.1 M 2000 KB 0.08 0.031
Z-7045 5.2 M 2180 KB 0.06 0.029
Z-7100 6.6 M 3020 KB 0.05 0.021
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is fair to say that TIDS is as good as PGP. In following, we
will investigate various attacks on TIDS.

(i) Encryption: In our proposed communication protocol
(see Fig. 4), we use RSA to generate the signature (Step 2) and
to encrypt the session key (Step 6). An equivalent security of
112 bit (exhaustive search of 2112) can be achieved, when we
choose a key length of 2048 bits [41]. However, a higher level
of security can be obtained with the cost of area necessary for
additional key storage. A perfect secrecy can be achieved
when we use one-time-pad to encrypt njjsigðnÞ. Thus, our
protocol provides an overall RSA equivalent security.

(ii) Man-in-the-middle attack: As the RSA key-pairs are
programmed by the system integrator during the assembly
of the board, it is safe to assume that man-in-the-middle
attack is not possible.

(iii) Replay attack: In this attack scenario, an attacker moni-
tors previous communications and then apply a previously
used value to break the system. He first observes {TK1, TK2,
..., TKk�1} and corresponding {EnSID1, EnSID2, ...,
EnSIDk�1}. He nowmonitor the TKk and then replaces with
one of the TKi; i < k. This will pass the verification stage
(Stage 12 in Fig. 4), as this TKi was generated from the server.
At this point, the processor will return encrypted SID
corresponding to that session with session key (KS;i) where
EnSIDi ¼ KS;i � SID. At the server, the output of the OTP
will be EnSIDi �KS;k ¼ KS;i � SID�KS;k 6¼ SID 8 KS;i

6¼ KS;k. Thus, the attack will fail as theseKSs are completely
random and generated from a TRNG.

One may ask why the processor will transmit EnSID for
a stale session. This situation can also be addressed by a
simple modification. The processor needs to send a nonce
before the communication begins. The server forms the sig-
nature sigðnjjnonceÞ rather than only sigðnÞ (see Step 2 of
TIDS). The processor compares njjnonce with decrypted
sigðnjjnonceÞ (see Step 11 of TIDS). If an attacker try to
replay TK, the comparison will be failed (Steps 11 and 12 of
Fig. 4) and the attack will be detected. In the original TIDS
protocol, we have not added this step as the replay attacks
are well-addressed.

(iv) Reverse engineering: In this attack scenario, an attacker
reverse engineers the processor to retrieve the public key of
the server (KSpub) and private key of the processor (KPpri).
However, it is not possible to construct the private key of
the server (KSpri). The only way this protocol can be broken
is when an attacker replaces KSpub with his public key
inside the processor. This seems infeasible when using an
antifuse-based one-time programmable memory [36] to
store the keys since antifuse cannot be modified afterwards.

5.4 Attack Analysis on Obfuscated Firmware

In this section, our objective is to estimate the attacker’s effort
such that we can evaluate the effectiveness of our firmware
obfuscation technique. We have simulated different MIPS
benchmark programs for such purpose. We have simulated
a C/C++ program to construct the DAG from a MIPS pro-
gram and find all possible paths. Our obfuscation approach
can be applied to other RISC/CISC programs.

Table 2 shows the number of simulations an attacker
needs to perform to make a firmware completely working.
The attacker’s efforts are represented by EP8 , EP16 , and EP32

and shown in Column 4, 5, and 6. We have estimated EP

considering 256, 512, and 1024 bit SIDs. The missing
instructions from a firmware will be 256/32=8, 512/32=16,
and 1024/32=32 respectively for the above SIDs. The bench-
mark programs are arranged in the table from small to large
which is shown in Column 2. The detailed descriptions for
these benchmarks can be found in [28].

We now analyze EP for MD5.mips where the number of
paths are less than the program size. Here, the number of
paths (m) is 114 and maximum length of the paths (Lmax) is
103. The maximum EP can be achieved when k ¼ I and

r ¼ 1. Thus EP8 will bemin
�

114
8

� ��P8
j¼1 LjCM

�
; 250

8

� �
CM

	 ¼
min

�
4:34eþ14; 3:8eþ14	CM¼3:8eþ14 (considering CM¼1,

and hereafter we will ignore CM). Now, EP16 will be

min
�

114
16

� ��P16
j¼1 Lj

�
; 250

16

� �	¼min
�
2:0eþ22; 6:8eþ24	 ¼ 2:0eþ

22. Using similar analysis, we have achievedEP32 of 6:2eþ 31.

For other programswherem > N , we can always guaran-

tee that the upper limit of the attacker’s effort will be N
I

� �
when we select I different paths. An attacker needs to simu-
late ð4:5eþ 30Þ times to find the missing instructions at their
respective places in the original firmwarewhenwe consider a
SID of 1024 bits for hanoi.mips. For very small program, it is
wise to construct a wide SID. For a medium size program
like DES.mips, an attacker needs to simulate 4:6eþ 27 times
for a SID of 512 bits and it is sufficient to provide an adequate
security. One can also choose a larger SID of 1024 bits which

is theoretically impossible to simulate all 1:7eþ 46 ð� 2153Þ
combinations using current computing resources. For any
large benchmarks like decoder.mips, it is sufficient to use a SID
of only 256 bits to protect a firmware. One can also select 512
or 1024 bit SID to provide a security which can practically be
impossible to break by the brute force.

Note that our approach is heuristically secure as we have
used provably secure modules (OTP, and RSA), and commu-
nication protocol (PGP). Furthermore, the our proposed SID
is “unclonable” as it uses CIDs, which exploit uncontrollable

TABLE 2
Attacker’s Effort to Find the Missing Instructions

Program # Instructions (N) # Paths (m) EP8 ðCM ¼ 1Þ EP16 ðCM ¼ 1Þ EP32 ðCM ¼ 1Þ
hanoi.mips 132 169 1.8e + 12 1.6e + 20 4.5e + 30
MD5.mips 250 114 3.8e + 14 2.0e + 22 6.2e + 31
connect4.mips 270 4,146 6.3e + 14 2.4e + 25 3.6e + 41
DES.mips 372 5,241 8.4e + 15 4.6e + 27 1.7e + 46
sudoku.mips 436 111,113 3.0e + 16 6.2e + 28 3.4e + 48
ID3Editor.mips 878 98,724 8.5e + 18 5.2e + 33 3.3e + 58
cipher.mips 1,956 150,129 5.2e + 21 2.1e + 39 6.2e + 69
decoder.mips 21,024 
 21;024 9.4e + 29 6.9e + 55 7.9e + 102
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randomness of intrinsic manufacturing process variations.
TheCIDs are demonstrated to be unclonable in existing liter-
ature. We believe that it is not required to develop a formal
security model as our approach builds on existing provably
securemodules.

6 CONCLUSION

In this paper, we have presented mutual authentication,
where the hardware verifies the firmware and the vice versa
to protect electronic systems from various attacks. We have
proposed an approach to create a unique system ID to verify
the authenticity of the hardware. This SID is constructed
from the IDs of various on-board ICs. Our proposed TIDP
protocol protects a chip ID from being exposed to the outside
world which makes our proposed SID unique and robust.
The SID is securely transferred to the system integrator
by using our proposed communication protocol, TIDS. For
systems, which are not connected to the Internet, an alterna-
tive verification approach can be designed using TPM on
board, which can securely store the signatures (TIDSS) and
compare them. Such an approach is quite viable for systems
which already have TPM, but would incur additional cost
for systems which do not have TPMs. Future work will
include development of an efficient algorithm for judicious
entropy-guided selection of both location and type of
instruction that can make firmware reconstruction based on
guessingmissing instructions practically infeasible.
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