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Abstract—With increasing parameter variations in nanometer technologies, on-chip cache in processor is becoming highly vulnerable

to runtime failures induced by “soft error,” voltage, or thermal noise and aging effects. Nondeterministic and unreliable memory

operation due to these runtime failures can be addressed by: 1) designing the memory for worst-case scenarios and/or 2) runtime error

detection and correction. Worst-case guard-banding can lead to overly pessimistic results for cell footprint and power. On the other

hand, conventional error correcting code (ECC) used in processor cache has very limited correction capability, making it insufficient to

protect memory in scaled technologies (sub-45 nm), which are vulnerable to multiple-bit failures in a word (64-bit). The requirement to

tolerate multibit failures is accentuated with supply voltage scaling for low-power operation. We note that due to inter and intra-die

parameter variations, different memory blocks move to different reliability corners. A uniform ECC protection for all memory blocks fails

to account for the distribution of vulnerability across memory blocks. On the other hand, it can lead to overly pessimistic results if the

worst-case vulnerability of a memory block is accounted for during ECC allocation. In this paper, we propose a reliability-driven ECC

allocation scheme that matches the relative vulnerability of a memory block (determined using postfabrication characterization) with

appropriate ECC protection. We achieve postfabrication variable ECC allocation by storing the check bits in the “ways” of an

associative cache. We use shortened Bose-Chaudhuri-Hocquenghem (BCH) cyclic code with zero padding, which provides high

random error correction capability with modest amount of check bits. Moreover, we propose efficient circuit/architecture-level

optimizations of the ECC encoding/decoding logic to minimize the impact on area, performance, and energy. Simulation results for

SPEC2000 benchmarks show that such a variable ECC scheme tolerates high failure rates with negligible performance (four percent)

and area (0.2 percent) penalty.

Index Terms—Cache, runtime failures, soft error, process variation, variable ECC allocation.

Ç

1 INTRODUCTION

TOLERANCE to runtime failures in large on-chip caches has
emerged as one of the key challenges in present day

microprocessor design [13]. Such failures can affect con-
tiguous bit positions—e.g., soft errors in static random
access memory (SRAM) cells caused by striking of high-
energy alpha and neutron particles [6], [7]. On-chip caches
are also becoming increasingly vulnerable to random errors
[4]. These errors can be caused by: 1) noise on the supply
voltage line [5], 2) thermal noise, or 3) temporal degradation
due to aging effects [9]. The situation is exacerbated due to
increasing process variations in nanoscale CMOS technol-
ogies, which makes a memory cell vulnerable to different
forms of parametric failures [2].

Runtime errors have been conventionally addressed using
either parity or low-cost Hamming codes, which are capable
of single error correction and double error detection
(SECDED) [19]. However, simple SECDED protection is
proving insufficient [11], [12] due to multiple-bit upsets
(MBUs) in a codeword [7], [8]. To address MBUs, a
combination of SECDED and bit interleaving has emerged

as the widely accepted choice [27]. Bit interleaving distributes
the contiguous errors into different words and facilitates
correction using SECDED. However, it comes at significant
energy overhead [11] due to reads performed on unwanted
words. On the other hand, existing approaches for multiple-
bit random failure tolerance either address only static (not
runtime) failures during manufacturing test [12] or can
substantially compromise storage space in the memory [3].

Due to inter and intra-die process variations, different
sections of a memory array may move to different process
corners [10]. This leads to a distribution of vulnerability to
runtime failures across memory blocks in different chips
and within a chip. This is illustrated in Fig. 1. Sizes for these
blocks typically range from 1 to 8 KB. Simulations with a
2 MB processor cache in 45 nm technology shows 7-10X
variations in reliability across memory blocks. A uniform
ECC protection for all memory blocks fails to account for
the distribution of vulnerability across blocks and can
provide overly pessimistic results if ECC allocation is based
on the worst-case vulnerability of the blocks.

In this paper, we propose a variable ECC allocation
scheme, which assigns correction capability to individual
memory blocks based on their relative vulnerabilities to
runtime failures. This is achieved by incorporating ECC
encode/decode logic with varying error correction cap-
ability during design and selecting them on demand during
actual operation. A major challenge with multiple bit error
correction is that increasing error correction capability
significantly enhances the number of extra check bits due
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to ECC. Besides, variable ECC allocation based on reliability
of a block would require a programmable storage to store
the check bits. We address this problem by storing the check
bits in the “ways” of an associative cache similar to [3].
Sacrificing one or more ways in a subset of memory blocks
incurs modest performance loss (�4 percent). The ECC
protection is achieved in a way that does not affect memory
cell design, and hence, integration density.

We note that effectiveness of a multibit error tolerance
scheme largely depends on choice of ECC and efficient
design of the encode/decode logic. To this end, we propose
using shortened BCH cyclic code [30] with zero padding for
variable ECC protection and a circuit/architecture codesign
approach for low-overhead implementation of encode/
decode logic. We explore a fast BCH implementation, which
exploits the property of systematic codes and performs
syndrome detection in one processor clock cycle and
encoding in two cycles to minimize performance overhead.
The correction logic is invoked only when the decoding
logic detects any error, which provides the opportunity to
power-gate the correction logic most of the time for saving
power. To further minimize the area and power overhead
due to ECC encode/decode logic, we propose effective
sharing of hardware resources among encode/decode logic
of multiple ECC blocks. The proposed approach also
enables dynamically updating ECC of a memory block to
adapt to scaled operating voltage for low-power operation.
It also allows adaptation to temporal reliability degradation
due to various device aging effects [9]. The paper analyzes
the impact of the proposed variable ECC scheme on low-
power reliable memory operation and provides extensive
simulation results for benchmark applications to demon-
strate the effectiveness of the approach.

The rest of the paper is organized as follows: Section 2
presents the background for this work. Section 3 describes
the proposed variable ECC scheme. Section 4 provides the
rationale behind the choice of BCH code and its low-
overhead implementation. Section 5 presents simulation
results on failure tolerance capability and power perfor-
mance overhead. Section 6 describes ways to minimize
overhead. Section 7 concludes the paper.

2 BACKGROUND

Runtime failures in processor cache can be classified as:
1) random failures due to voltage/thermal noise and

2) contiguous failures due to soft error. Although the Soft
Error Rate (SER) of an SRAM cell is found to remain
constant across process technologies, due to the increase in
the memory size per generation of the chip, the total
number of soft errors increases with processor generation
[6], [7]. Moreover, as the SRAM footprint decreases with
process scaling, the probability of MBUs due to a single-
particle strike increases [7], [8]. Memory cells can also
experience failures due to aging-induced temporal degra-
dation. Aging effects such as Bias Temperature Instability
(BTI) [9] can considerably degrade the read stability for
SRAM over time leading to read failures.

Runtime failures in processor caches have been con-
ventionally addressed by ECC. The level of ECC protection
is typically different for L1 and L2/L3 caches due to their
different design criteria. L1 caches are typically designed
for higher performance and reliability. In order to minimize
the performance overhead due to ECC, simple parity check
is conventionally employed in L1. Large last level caches
such as L2 or L3 are conventionally protected using
SECDED ECC scheme [11], [12]. However, the increased
vulnerability of memory cells to runtime failures, specially
under low-power operating modes, has drawn considerable
attention to multiple bit error tolerance for on-chip caches
[11], [12]. Existing techniques to tolerate multiple-bit fail-
ures in processor cache during execution can be classified
as: 1) architectural techniques [13], which reduce the
probability of multiple bit errors by periodic writeback of
the dirty data to the next level of memory hierarchy, and
2) ECC-based techniques [3], [11], [12] to tolerate multiple-
bit failures. The former class of approaches cannot prevent
corruption of memory content when a multibit random or
contiguous error happens. The latter class of approaches is
more effective in tolerating multiple errors and several
salient approaches have been proposed. The scheme
proposed in [11] can tolerate large number of clustered
failures using 2D (in both X and Y directions) error coding
with simple SECDED codes combined with bit interleaving.
However, the approach incurs large power and perfor-
mance overhead for random errors, which limits its
applicability [12]. The scheme proposed in [12] attempts
to correct multiple-bit random errors in L2 cache. It
leverages on the access locality of the L2 to store the
predecoded ECC bits for sections of the cache which are
accessed more frequently. However, the scheme is limited
to only 2-bit error correction and 3-bit error detection
(DECTED). Moreover, due to the use of additional storage
for storing the extra parity bits and minimizing the
decoding latency, the scheme incurs almost 36 percent L2
energy overhead. A recent work [3] aims at providing
higher ECC protection to on-chip cache during low-voltage
operation. The solution uses Orthogonal Latin Square
Coding (OLSC) as ECC and devotes one or more cache
ways for storing the ECC check bits. It allocates fixed ECC
to each ECC memory block, and hence, cannot prevent
pessimistic ECC allocation that chooses ECC for worst-case
block reliability.

The proposed approach differs from the earlier works in
several ways. First, it proposes a “variability-aware” ECC
allocation, which matches the reliability of a block with
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Fig. 1. After fabrication, blocks of a cache can move to different reliability
corners due to inter-die and systematic intra-die variations. Convention-
ally, caches are set-associative which are organized into multiple
“ways.” Runtime failures in a block can result from either random or
contiguous failures.



appropriate level of ECC protection, and hence, prevents
pessimistic fixed ECC as in [3]. Variable ECC allocation
makes it amenable for adaptation to nonuniform temporal
within-die variation in block reliability due to aging effects.
Second, the proposed approach uses BCH coding. Although
the correction latency for OLSC [3] is less than that in BCH,
the number of check bits in OLSC is significantly worse
compared to BCH for the same correction performance. As
a result, for the same level of ECC protection, the scheme in
[3] sacrifices much larger section of the cache to store
ECC bits leading to large IPC overhead (�10 percent). In
addition, the proposed approach employs circuit architec-
ture co-optimization of encoder/decoder hardware to
further minimize the performance and power overhead.
Third, it explores application of the variable ECC scheme
for tolerating both random and contiguous runtime errors
in a unified error protection framework.

3 RELIABILITY-DRIVEN VARIABLE ECC
ALLOCATION

In this section, we study the impact of process variation on
runtime failures and present the architectural considera-
tions to realize variable ECC implementation for large on-
chip L2/L3 caches.

3.1 Impact of Parameter Variations on Runtime
Failures

Due to process parameter variations, memory cells which
are marginally functional during manufacturing test can
undergo runtime failures due to voltage/thermal noise, soft
error, or aging effects. These cells (referred to as “weak”
cells [14], [15) must, therefore, be protected using more ECC
compared to cells which have suffered little variations. As
argued in [16], memory cells which have either moved to

the low threshold (Vt) or the high Vt region due to inter/
intra-die variations are susceptible to read, write, access,
and hold failures. We observe a similar trend in our
simulations (Fig. 2). An SRAM cell at 45 nm was simulated
in HSPICE using PTM45nm LP models [17]. The threshold
voltage for both the NMOS and the PMOS transistors in the
SRAM cell was varied by þ=�30 percent of the nominal Vt
and the subsequent effect on read stability and soft-error
tolerance for the cell was noted. The read stability values
from our simulation are plotted in Fig. 2a. It is defined by
Vtrip � Vread, where Vtrip denotes the threshold voltage for
the inverter storing logic “1” in the SRAM cell and Vread is
the voltage pulse that is generated at the node storing logic
“0” in the SRAM cell. From Fig. 2, we note that a weak-
PMOS and a strong-NMOS make the SRAM cell most
vulnerable toward flipping during the read operation. In
addition to block-level inter/intra-die corners, cells within a
particular block can suffer from random local variations.
The effect of random intra-die variations is aggravated
depending on inter and systematic intra-die corner in which
a particular memory block lies [16].

The soft-error immunity for the SRAM cell is severely
degraded when the PMOS becomes weak under inter/
intra-die variation. In Fig. 2b, light color denotes all the cells
which have flipped due to a charged particle strike. For
this simulation, we have adopted the soft-error model as
presented in [28]. On the basis of the scaling trends
presented in [28], critical charge for SRAM cell at 45 nm
node was estimated to be 1 fC. We note that more recent
works [33] also place the value of Qcrit to be between 1 and
2 fC for scaled technologies. The value of the fall time
constant is taken to be 5 ps [29].

Based on the above analysis, we note that a
þ=�10 percent �Vt variation from the nominal value is
sufficient to cause the cell to be more vulnerable to one or
more modes of runtime failures. As shown in Fig. 3a, the
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Fig. 2. Impact of process variation on the vulnerability of SRAM cell
toward runtime failures. (a) Memory blocks which have moved to a
strong-NMOS weak-PMOS corner are more prone to read failures.
(b) Cells with weak PMOS are more prone to soft-error-induced failures.

Fig. 3. (a) Based on variability, the spectrum of NMOS and PMOS
variation is divided into multiple ECC regions. (b) ECC allocation for
memory blocks on a die at worst-case inter-die corner.



entire spectrum for PMOS and NMOS Vt variation in an
SRAM cell can be divided into three regions based on the
extent of ECC protection they should receive. We note that a
strong PMOS and a nominal NMOS (�Vt < þ=� 10 percent
of the nominal value) are most resilient to the failure
mechanisms considered above. Cells with such configura-
tion should, therefore, be assigned the least ECC protection
(t ¼ tmin, where t denotes the number of errors that may be
corrected for a given block). Cells with PMOS and NMOS Vt
variation less than þ=�10 percent of the nominal value
should be assigned a higher ECC protection (t ¼ tmed) due
to their vulnerability toward soft error. Cells falling outside
the above �Vt regions should be assigned the maximum
ECC protection (t ¼ tmax) to tolerate runtime failures arising
from system noise, soft errors, and aging effects.

In order to explore the merits of variable ECC assignment
for multibit runtime failure tolerance, we simulated a 2 MB
L2 cache model. The model is divided into 256 memory
blocks, each with size of 8 KB. One thousand instances of the
same model were simulated considering an inter-die process
variation with �inter ¼ 25%. For each instance, a systematic
intra-die variation with �sys ¼ 20% and random intra-die
variation with �intra ¼ 15% was also considered. Based on
the Vt distribution of the memory blocks, variable ECC was
then assigned to the memory blocks for each instance of the
L2. Fig. 3b shows the ECC assignment for the instance which
has the least number of memory blocks with t ¼ tmax. From
this experiment, we infer that a postfabrication variable ECC
allocation cannot only correct the vulnerability of different
memory blocks within a single die, but also allows
appropriate ECC allocation to different dies based on their
specific inter-die corners.

Since the proposed variable ECC assignment is per-
formed postfabrication, it necessitates the generation of a
reliability map during manufacturing test. We note that

number of techniques [1], [14], [15], [16] have already been
proposed to generate postsilicon reliability map for
embedded memories. Since read, write, and access failures
are accelerated under lower supply voltage and/or higher
operating temperature, a March test performed on the
memory array at multiple operating conditions can
effectively reveal the reliability of the individual blocks
[15], [16]. In [16], the authors have proposed to determine
the inter-die process corner of a memory chip by
monitoring the leakage current of a sufficiently large
SRAM array. Once the PMOS and NMOS corner is
determined during manufacturing test, the corresponding
information can be stored on a small on-chip memory to be
used during postfabrication ECC assignment.

3.2 Overall Scheme

Fig. 4a shows the major steps of the proposed variability-
aware ECC allocation methodology in large caches. As seen
in Fig. 4a, the cache size (S), cache associativity (A), block
size (B), and the maximum number of bit errors that can be
tolerated (tmax) serve as input specifications for the variable
ECC allocation methodology. During the design phase,
based on tmax, the number of required check bits (m) and the
number of ways (w) required to store m check bits are
calculated. Suitable �-arch modifications to interchangeably
use these “w” ways for data and ECC storage are then
incorporated into the cache. Finally, a low-latency and
energy-efficient BCH encoder/decoder is implemented at
the memory interface to detect and correct up to tmax bit
errors. On postfabrication during manufacturing test, a
reliability map is generated which characterizes the vulner-
ability of different sections of the cache to runtime errors.
The baseline vulnerability is determined by the amount of
parametric variation (measured in terms of read/write
margins) present in the most reliable memory block. The
baseline vulnerability is used to determine the value of tmin.
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Fig. 4. (a) Major steps in variable ECC allocation. (b) Architecture for postfabrication variable ECC allocation based on the process corner of the
individual memory blocks.



Based on the reliability map, values of tmin < t <¼ tmax for
other memory blocks are determined by their relative
vulnerabilities to parametric failures. For variable ECC
allocation during deployment, these t values are encoded
into 2-bits and are stored on chip in a small nonvolatile
memory. Based on these encoded values, variable number of
ways in each set are dedicated to storage of ECC bits by
asserting appropriate select signals to the ECC selection
logic. During runtime, the ECC selection logic is responsible
for distinguishing the data from ECC bits.

Fig. 4b shows the corresponding L2 cache architecture to
enable the proposed variable ECC allocation. For a given
error rate, let the three levels of ECC protection assigned to
a L2 cache be tmin ¼ 1, tmed ¼ 2, and tmax ¼ 3. t ¼ tmin ¼ 1
denotes the scenario where a single error in a memory word
(32-b or 64-b) can be safely corrected using conventional
SECDED scheme. Typically, the SECDED protection is
applied to the L2 data arrays, while runtime failures in the
smaller tag arrays are typically avoided by either con-
servative design of the tag array or simple parity assign-
ment [18]. Assuming eight ECC bits per 64-b of L2 cache,
SECDED scheme for 2MB L2 cache will require a storage of
256 KB. Conventionally, a separate storage is dedicated for
storing these ECC bits on chip [19]. In the variable ECC
assignment scheme, multiple bit error correction facility in
less reliable memory blocks is achieved using BCH codes.
For example, t ¼ 2 denotes a 2-b error correction and
4-b error detection scheme. Higher values of t require extra
ECC bits. For example, for each 64-b word, the number of
ECC bits required for t ¼ 2 and t ¼ 3 are 14 and 21,
respectively. In order to accommodate these extra ECC bits,
we use one or more of the cache ways to store ECC bits in
place of actual data bits, similar to [3]. This is illustrated in
Fig. 4b. Let us assume a 8-way L2 cache, with each way
storing 64B of data. If the number of ways required to store
ECC bits is denoted as w and if the number of ECC bits
required to correct a t bit error in a 64-b of data is denoted
as m, then w can be easily calculated from the following
relation: ð8� wÞ �m� 8� ð8� wÞ � 8� 8 < 64� w� 8.

If the number of ways devoted to ECC storage is “w,”
then the number of ways storing data is 8-w. So, the number
of check bits required for all the data bits is (8-w)�m. Since
there are eight segments in each 64-B word, the total number
of check bits is ð8-wÞ � m� 8. The SECDED storage can
store eight check bits for each 64-b of data, and hence,
ð8-wÞ � 8� 8 check bits for 64� ð8-wÞ bytes of data stored in
(8-w) data ways. So, the number of check bits which actually
needs to be stored in cache ways is ð8-wÞ �m� 8 �
ð8-wÞ � 8� 8. This must be smaller than the total storage in
“w” cache ways that is devoted to ECC (64� w� 8). Since
the value of “m” is known for a given “t,” the value of “w”
can be calculated from the equation. From the above
expression, we see that for t ¼ 2;m ¼ 14, w ¼ 1 and for
t ¼ 3;m ¼ 21, w ¼ 2.

The proposed scheme exploits the fact that modern L2/
L3 caches typically have large number of “ways,” some of
which can be used to store check bits for on-demand error
tolerance. For a “fast” cache implementation [24], both data
and check bits can be read out from the data array, selected
on the basis of way hit, and then, passed through the
syndrome detection logic to detect any error. However, for

a “normal” cache implementation, reading out the data and
the ECC bits simultaneously would require additional ECC
signals (28 additional bits to allow 4-bit error correction in a
64-bit word) inside the cache. Another possible solution is
to allow an additional cycle for reading out the ECC bits
following the data read out. Thus, contrary to the 2D error
coding scheme proposed in [11], allocating one or more
ways in the same row for ECC storage does not cause
unnecessary read from multiple rows. Similar to an
only SECDED scheme, any store shorter than the ECC
word (64-b) requires a read-modify-write operation to the
ECC stored in the way as well as to the ECC bits in the
memory conventionally used for storing SECDED. Decod-
ing for error correction involves two components: 1) logic
for detection of error and 2) finding out the error location in
order to achieve error correction. For realistic error rates,
error-free read will be performed most of the time. Since the
detection logic appears in the critical path for L2 read, we
have implemented a single-cycle decoding logic for BCH.
The correction circuit is invoked only if an error is detected
and is pipelined allowing a 64-b throughput per clock cycle.
This simple architecture allows a postfabrication ECC
allocation based on the runtime failure rate.

3.3 �-Architectural Modifications for Variable ECC
Allocation

Fig. 5 shows the modifications to the L2 cache �-architecture
required to realize the variable ECC assignment. In addition
to the address tag, an enable signal from the reliability map
would now serve as an input to the Address Tag Compare
logic (Fig. 5). Given the memory blocks are classified into
four or less ECC bins, this signal would be only 2-b wide.
This actually serves to invalidate the tag comparison
operation for one or more ECC ways so that during read,
data out is not selected from any of these ways. If there is a
hit in any of the remaining data ways, the cache hit signal
and the enable signal coming from reliability map can be
used to separate the ECC bits from the data bits using an
ECC selection logic, as shown in Fig. 5. During write, the ECC
bits stored in these ways are modified based on the
incoming data to be written. Write occurs to the cache
way for which the tag hit has occurred.

In evaluating the performance for variable ECC, we note
the number of runtime errors in the L2 cache that are either
transferred to the processor pipeline during loads or are
transferred to the main memory in case of a read miss or a
write miss. Fig. 6 shows the L2 states during which the
encoder, error detection, and correction logic are invoked.
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Fig. 5. �-architecture showing procedure to store and retrieve ECC bits
from one or more cache ways.



Here, we assume a write-back L2 with a write-allocate
scheme. As we note from Fig. 6, a read request can result in
a hit or a miss. For a hit, the memory word can be dirty or
nondirty. If it is a dirty block and the number of errors
exceed the maximum number of errors that can be corrected
for the block, then we have an error in the system. If the
number of bits in error is less than t, the errors can be
detected and corrected using the detection and correction
logic, respectively. For a hit to a nondirty block, if the
number of errors is greater than 2� t, then we have an
error. If, however, the number of errors lies in the range
t < e <¼ 2� t, then the detection logic will be able to detect
these errors in the memory word. If the block is clean, the
correct data can then be brought into the L2 from the main
memory. On a read miss, a valid entry that is being replaced
can again be dirty or clean. If the block being replaced is
dirty and the number of errors in the dirty block is less than
t, then error correction is performed. Write miss follows the
same sequence of actions as read miss. On a write hit,
however, only the encoding logic is invoked.

4 ENERGY-EFFICIENT IMPLEMENTATION OF ECC

For multiple bit error correction, we propose to adopt BCH
as the error correcting code. BCH code is a large class of
powerful random error-correcting cyclic codes [30]. A
BCH code is uniquely defined by its code length n and
number of information bits k. A code that can correct t bits
errors (detecting 2t bits errors) is called ðn; k; tÞ code. The
implementation of BCH encoder/decoder for the proposed
multibit error tolerance scheme requires special considera-
tions. They are as follows:

. For L2, writes are not as frequent as reads, and
therefore, moderate increase in write latency due to

encoding of data blocks does not affect the overall
performance significantly. Employing BCH for error
correction in on-chip caches, therefore, requires a
fast encoding/decoding approach. Since runtime
errors are infrequent, the correction latency can be
allowed to be much higher than the error detection
latency. With these relative constraints, we imple-
mented a BCH-based multiple bit error correction
logic such that latency for error detection is least
(�1 cycle), encoding requires �2-3 cycles and latency
for error correction is �20 cycles or more, depending
on the maximum number of errors that can be
corrected by the code.

. In our specific application, the length of information
bits is k ¼ 64 and the number of correctable bits can
vary from t ¼ 1 to t ¼ 6. However, BCH code is
conventionally of length 2p � 1 and the number of
information bits (k) varies with respect to t (refer to
Table 1a). Therefore, in order to implement a
BCH code where the number of information bits is
fixed and the code length varies with respect to t, we
employ a scheme known as shortening of the
BCH code (refer to Table 1b) [30]. Code shortening
essentially sacrifices the code rate to maintain the
equivalent correction capability. The shortening
scheme can be better explained by an example. For
instance, to reduce a BCH code from a primitive
(127,120,1) form to a shortened (71,64,1) form, we
could interpret that the 64-bit length message
vector m is appended by 120� 64 ¼ 56 bit of zeros.
It is to be noted that the appended 0 bits have no
effect on the syndrome computation.

. The area overhead for BCH encoder, decoder, and
correction logic for multiple values t can be quite
substantial. We, therefore, explore an area-efficient
BCH implementation which shares hardware among
the encoder, decoder, and correction logic for
multiple values of t.

. In order to minimize the power overhead for the
correction logic, the correction logic is invoked only
if an error is detected by the detection logic. At all
other times, the correction logic remains supply
gated to save leakage power.

The rest of this section describes the energy-efficient

BCH implementation with the above considerations.

4.1 Encoding Logic

The standard sequential encoding circuit for cyclic code

requires the cycles to be scaled with the length of information

bits. Even with the unfolding technique, the encoding latency
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Fig. 6. States of the L2 ECC controller for error detection and correction.

TABLE 1
Primitive and Shortened BCH Codes:

(a) Primitive and (b) Shortened



is still at the level of OðkÞ. Thus, in order to meet the above
latency requirements, encoding in our scheme is achieved by
exploiting the systematic property for BCH codes. In the
proposed BCH encoding scheme, the code vector v is directly
obtained by the following matrix multiplication of the
message bits m and the generator matrix G:

v ¼ m � G: ð1Þ

Fig. 7 shows the basic architecture of encoding circuit. In
Fig. 7, pi;j are the elements of the G matrix and denotes a
connection if pi;j ¼ 1 and no connection if pi;j ¼ 0. The adder
denotes a modulo-2 adder. The encoding operation is
pipelined into two stages.

4.2 Syndrome Detection and Correction Logic

As illustrated in Fig. 8, decoder for the BCH is divided into
three parts:

1. Syndrome Computation,
2. Determination of the error location polynomial, and
3. Determination of the actual error locations.

As suggested by [30], on dividing the received vector
rðxÞ by the relevant minimal polynomial associated with
each row of parity check matrix H, the remainder bðxÞ has a
degree much less than rðxÞ. However, the computation of
bðxÞ requires a sequential structure similar as serial
encoding which, in general, requires n cycles. Therefore,
to minimize the latency, a direct approach is employed to
accomplish syndrome computation in one cycle. This
approach to generate the syndrome vector (S) using matrix
multiplication similar to the encoding step is shown below:

S ¼ r � HT : ð2Þ

The basic architecture for the detection logic is shown in
Fig. 9. It is very similar to the encoding logic as shown in
Fig. 7, only difference being the pi;j values and generation of
the final syndrome detect output. As seen from Fig. 9,
syndrome detect signal is 2� t bits, t being the maximum
number of errors that can be corrected by the BCH encoding.

In step 2 of BCH decoding, computation of the error
location polynomials is facilitated by inverse-free

Berlekamp-Massey algorithm from IBM [31]. This step

requires 2� t number of cycles, where t refers to the

maximum number of errors that can be corrected by the

code. We follow the highly regular and homogeneous

architecture as proposed in [31] for our implementation.

Fig. 10 shows the architecture of Berlekamp-Massey

algorithm. As illustrated in Fig. 10, the circuit is composed

of a collection of standard computation cells. The number

of standard computation cells is equal to t.
In step 3, Chien search is used to evaluate the error location

numbers. The latency of polynomial computation is 2� t. A

serial implementation of Chien search module would require

k cycles, which for a 64-b ECC word would be 64 clock cycles.

For higher bit error rates where correction is frequent, this

would lead to a significant overhead in L2 read latency. A

parallel structure is, therefore, implemented to reduce the

decoding cycles to k=p. The architecture implemented is

adopted from [32]. Fig. 11 shows the parallel implementation

for the Chien Search module. For our implementation, the

value of the parallelization factor p is four.

26 IEEE TRANSACTIONS ON COMPUTERS, VOL. 60, NO. 1, JANUARY 2011

Fig. 7. Pipelined encoder logic.

Fig. 8. BCH decoder architecture.

Fig. 9. Syndrome detection logic.

Fig. 10. Implementation of the Berlekamp-Massey algorithm.

Fig. 11. Implementation for Chien search algorithm.



4.3 Hardware Results

Design overhead for the ECC logic is obtained by synthesiz-
ing the designs in Synopsys Design Compiler (DC) for a
45 nm technology node. Figs. 12a and 12b show the area and
energy requirement for the encoding and decoding logic. As
expected, with higher correction capability, the area and
energy requirement increases. In order to compare the area
between our variable ECC logic and L2, area required by a
2 MB eight-way L2 at 45 nm node was estimated using Cacti
[24]. If design time provision is made for ECC logic with
correction capability corresponding to t ¼ 2; 3; 4, the total
area required by all modules of the ECC logic is only
0.18 percent of L2 cache area. For t ¼ 4; 5; 6 version, total ECC
area is only 0.3 percent of L2 cache area. These results show
that the ECC logic introduced for multiple bit error
correction is negligible compared to the area of the L2 cache.

5 SIMULATION SETUP AND RESULTS

The effectiveness of the proposed ECC allocation scheme
was validated for the following scenarios:

1. tolerance to random failures;
2. tolerance to contiguous failures;
3. simultaneously tolerating both random and contig-

uous failures; and
4. tolerating high failure rates at low voltage.

The proposed ECC allocation scheme was evaluated for a
2 MB eight-way L2 cache (with each way storing 64B of
data). The L2 cache access latency was assumed to be
12 clock cycles. Configuration parameters for the baseline
processor were adopted from [22]. L2 cache for the baseline
processor was assumed to be protected by an SECDED-only
scheme. Power and performance impact for the proposed
ECC allocation scheme was observed for SPEC2K bench-
mark suite [20] compiled for 64b Alpha processor and
simulated using Simplescalar toolsuite [21]. Each of the
SPEC benchmarks was simulated for 100M instructions
with 500M instructions fast forwarded. For evaluating the
tolerance to runtime random errors, a weighted random
pattern generation tool was integrated with the Simplesca-
lar setup to insert random runtime errors into the L2 cache
following a given bit failure probability (BFP). A BFP of
10�n indicates a single-bit failure out of 10n bits. Consider-
ing a wide range of device parameter variations for PTM
45 nm model, a large BFP range (10�7-10�4) was observed in
our SPICE simulations. We note that a similar range has
been observed in [3]. At lower supply voltages, Pfail is
much higher (10�4-10�3). We have, therefore, validated the
effectiveness of the proposed approach for this wide range

of BFP. In our simulations, the Mean Time To Failure
(MTTF) is taken to be 105 cycles. Hence, the error pattern is
regenerated every 105 cycles. Note that the choice of MTTF
has been made to facilitate the simulation process. A
smaller or larger value of MTTF would not affect the
average number of failures in a simulation window, and
hence, is not expected to affect the choice of ECC or the
energy/performance trends. Energy values for the baseline
processor and the proposed variable ECC scheme are
obtained for 100 nm CMOS process using Wattch [23].

5.1 Tolerance to Random Errors

For a given BFP, relative vulnerabilities of cache blocks to
runtime failures determine the maximum number of bit
errors (tmax) that must be detected and corrected to ensure
error-free operation in the cache. Here, we estimate the
values of tmax required at different BFP values for both
worst- and best-case reliability maps.

5.1.1 BFP ¼ 10�7

For a runtime failure rate as low as 10�7, we assume that in
the proposed scheme, a variable ECC allocation with tmin ¼
1; tmed ¼ 2 and tmax ¼ 3 is being used. For BFP ¼ 10�7, all
the failures in a particular word were found to be less than
or equal to 1 and could be corrected by a simple SECDED
scheme. For BFP ¼ 10�7, the proposed scheme, therefore,
incurs higher energy and performance overhead compared
to a simple SECDED-based correction scheme. Total energy
overhead is calculated considering the number of reads,
writes, and corrections performed corresponding to the t ¼
2 and t ¼ 3 blocks and the energy estimates obtained for the
synthesized encoder, detector, and the correction logic.
From Fig. 13, we note that although the average perfor-
mance and energy overhead are negligible for the proposed
scheme, L2 miss rate increases due to higher conflict misses
in t ¼ 2 and t ¼ 3 memory blocks.

5.1.2 BFP ¼ 10�6

For BFP ¼ 10�6, Table 2 shows the number of failures for
the individual benchmarks in the baseline case. As evident
from Table 2, for the proposed scheme with t ¼ 1, 2, and 3
distribution, failures cannot be eliminated for all the
benchmarks. In order to guarantee a failure-free operation
for BFP ¼ 10�6 in the worst-case reliability scenario, the
only solution is to move to a t ¼ 2, 3, and 4 distribution with
tmin ¼ 2. For the die with the best reliability map, having
blocks with t ¼ 1, 2, and 3 protection suffices to ensure a
failure-free operation. As evident from Table 2, the down-
side of t ¼ 2, 3, and 4 distribution is the increase in the
L2 miss rate. The CPI overheads for variable ECC allocation
for the worst and best reliability maps for no failures are
1.84 and 0.92 percent, respectively. Corresponding energy
overheads are 0.91 and 0.93 percent, respectively. Results for
individual benchmarks are shown in Fig. 14.

5.1.3 BFP ¼ 10�5

For BFP ¼ 10�5, the baseline processor with simple
SECDED protection experiences more failures. Number of
failures over the course of 100M instructions is showed in
Fig. 15a. However, in the proposed scheme, for both worst
and best reliability maps, an ECC distribution of t ¼ 2, 3
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Fig. 12. Synthesis results showing (a) area and (b) energy requirement
for the proposed BCH implementation (SD: Syndrome Detect, BM:
Berlekamp-Massey, CS: Chien Search).



and 4 is able to guarantee an error-free operation. This
tolerance, however, comes at CPI and energy overheads as
reported in Figs. 15b and 15c. Average CPI overheads for
the worst- and best-case scenarios are 2.01 and 1.73 percent,
respectively. Similarly, the average energy overheads are
2.03 and 1.75 percent, respectively. Average increase in the
L2 miss rate are 16.4 and 14.05 percent, respectively.

5.1.4 BFP ¼ 10�4

For BFP ¼ 10�4, the baseline processor suffers from
significant number of runtime failures for both worst- as
well as best-case reliability maps (refer to Fig. 16). For the
proposed scheme, a t ¼ 2, 3, and 4 distribution is able to
correct 99.9 and 99.8 percent of all the failures that occur in
the baseline processor. In order to ensure an error-free
operation, all the memory blocks must be protected with
tmin ¼ 4 for the die with the worst-case and tmin ¼ 3 for the
die with best-case reliability maps, respectively. When the
proposed scheme with tmin ¼ 4 is used to protect all
memory blocks in a die with worst reliability map, the
average increase in CPI and energy are 3.58 and 3.8 percent,
respectively. For the best reliability map, the CPI and
energy increase are 2.47 and 2.53 percent, respectively.
Average increase in L2 miss rate are 17.14 and 17.12 percent,
respectively (Fig. 17).

Since 100M instructions is a short window in the life of a
program, we have also validated the effectiveness of the
proposed methodology for 1B instructions in a BFP ¼ 10�4

scenario. Fig. 18 shows that the average CPI and energy
overheads with the proposed error tolerance scheme are
4.42 and 4.47 percent, respectively. This is 0.8 and 0.9 percent
higher compared to the results obtained for 100M instruc-
tions. The nominal overhead numbers for 500M instruction
fast forwarding and 1B instruction simulation suggest that
the proposed error tolerance scheme would continue to
remain effective at acceptable CPI and energy overheads for
varied sampling windows.

5.1.5 Comparison with Earlier Works

A number of earlier works [11], [12] have tried to address
multiple bit error correction in cache using on-chip ECC. We
compare our scheme with the multiple bit error correction
methodology as presented in [11]. The 2D error coding
employs either an interleaved “xor” or an SECDED scheme in
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Fig. 14. Percentage increase in (a) CPI and (b) energy for the proposed

TABLE 2
ECC Allocation for BFP ¼ 10�6

Fig. 13. Percentage increase in (a) CPI, (b) energy, and (c) L2 miss rate
for the proposed scheme with BFP ¼ 10�7 for worst and best-case
reliability maps.



the horizontal direction. In the vertical direction, the coding
applies an interleaved “xor”-based parity calculation. How-
ever, due to a SECDED-based protection scheme, more than
2 bits of error in the same memory word goes undetected. For

2-bit error detected in the horizontal direction, correction
using vertical code can still fail if the errors in the interleaved
rows form the vertices of a rectangle, as shown in Fig. 19a.
Fig. 19b shows for BFP ¼ 10�4, the number of failures that
cannot be tolerated by [11] when both horizontal and vertical
words are protected by simple parity (EDC). The number of
errors reduces when an SECDED scheme is used in the
horizontal direction but is still nonzero. The 2D error coding
scheme also incurs considerable energy and performance
overhead for tolerating random errors. Each write requires
reading from eight interleaved vertical rows. The energy
overhead due to additional reads and bit interleaving is
significant. Fig. 19c reports the energy overhead for tolerat-
ing random errors with error rate 10�4. On average, increase
in energy for BFP ¼ 10�4 is 8.65 percent. However, the
proposed scheme tolerates all errors with only 3.8 percent
increase in energy.

5.2 Tolerance to Soft-Error-Induced Contiguous
Errors

For protection against soft-error-induced failures, we
assume that the baseline processor is protected using
SECDED along with four-way bit interleaving. Such a
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Fig. 16. Number of failures in (a) baseline and (b) proposed scheme with

BFP ¼ 10�4.

Fig. 17. Percentage increase in (a) CPI and (b) energy for the proposed

scheme with BFP ¼ 10�4.

Fig. 18. Percentage increase in (a) CPI and (b) energy for the proposed

scheme with BFP ¼ 10�4 for 1B instructions.

Fig. 15. (a) Number of failures in the baseline processor with worst and

best reliability maps. Percentage increase in (b) CPI, (c) energy, and

(d) L2 miss rate for the proposed scheme with BFP ¼ 10�5.



system can correct up to four contiguous errors and detect
up to eight. This suffices to cover the maximum number of
soft-error-induced contiguous failures (4, 5, or 7) corre-
sponding to Nc ¼ 16, 32, or 64, where Nc refers to the
number of memory cells between two well taps [8].
However, as pointed out in [11], bit interleaving comes at
additional power, delay, and area overhead. Power over-
head in an interleaved cache, which occurs primarily due to
access of unwanted words in the same row, has been shown
to be more than 100 percent of a noninterleaved one [11]. It
is, therefore, interesting to see the trade-off involved in
tolerating multiple bit errors using on-chip BCH-based ECC
as opposed to bit-interleaving.

For memory designs with Nc ¼ 16 or 32, an ECC
distribution with t ¼ 4, 5, and 6 suffices to cover the
maximum number of contiguous errors that may occur.
Penalty is, however, paid in terms of higher conflict miss
and increased CPI overhead since 2-3 ways in each set are
used for storing the ECC instead of data. Fig. 20 shows the
CPI overhead for the individual benchmarks for worst- and
best-case reliability maps. The average CPI overhead in
these two cases are 3.52 and 3.29 percent, respectively.
Although the L2 miss rate increases significantly, the
variable ECC allocation actually leads to energy savings
over the baseline processor which employs bit interleaving
for tolerating multiple-bit contiguous errors. Total energy
consumption for the baseline processor was estimated
assuming the fact that bit interleaving doubles the energy

requirement for each L2 access [11]. For the proposed

scheme without bit interleaving, energy calculation con-

siders the overhead due to t ¼ 4, 5, and 6 ECC logic. Fig. 20b

shows the energy overhead for the individual benchmarks.

Average savings for the worst and best maps are 4.33 and

4.13 percent.

5.3 An Unified Solution to Tolerate Random and
Contiguous Errors

Here, we discuss the trade-offs involved with schemes that

can serve as unified solutions to tolerate both random and

contiguous errors in memory words.

5.3.1 tmin ¼ 4, 5, and 6 Distribution with Extra Storage

Variable ECC allocation with t ¼ 4, 5, and 6 distribution

leads to inordinate increase in L2 miss rate for a set of

benchmarks. This can be addressed if additional storage is

available for storing the extra parity bits required by BCH

encoding rather than using one or more ways to store the

ECC bits. Assuming that an additional storage for SECDED

is already present, storage required for storing 20 extra

parity bits corresponding to t ¼ 4 is calculated to be

31 percent of the L2 area. For blocks with t ¼ 5 and t ¼ 6,

we assume that the additional parity bits occupy one out of

eight ways in L2. This area increase is with respect to a

L2 cache without bit interleaving scheme. If this area

overhead can be tolerated, then the average L2 miss rate

increase is a minimal 3.68 percent. CPI overhead for the

worst reliability map, as shown in Fig. 21a, is also negligible

due to lower conflict misses, average increase being only

0.75 percent. In spite of the extra energy expended in reading

from and writing to this additional memory, this scheme

leads to overall energy savings. Read/write energy at

100 nm technology node for this additional memory was

estimated using Cacti [24]. After accounting for this

additional energy overhead, a t ¼ 4, 5, and 6 distribution

with extra memory leads to an average energy savings of

6.64 percent. Results for individual benchmarks are shown

in Fig. 21b.
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Fig. 20. Percentage increase in (a) CPI and (b) energy when the
proposed scheme is used for soft-error tolerance with tmin ¼ 4.

Fig. 19. (a) Error scenarios for the 2D-coding-based multiple bit error

tolerance scheme as presented in [11]. (b) Number of failures that

cannot be tolerated by 2D error coding for BFP ¼ 10�4. (c) Percentage

increase in energy for 2D-coding-based multiple bit error tolerance.



5.3.2 tmin ¼ 2, 3, and 4 Distribution with Bit Interleaving

A variable ECC allocation with t ¼ 2, 3, and 4 and four-
way bit interleaving tolerates both: 1) random errors with
error rate as high as 10�4 and 2) up to 8-bit contiguous
errors in t ¼ 2 blocks and up to 16-bit contiguous errors in
t ¼ 4 blocks, making it amenable to tolerance of high soft
error rate and scalable to future technology nodes. With
respect to a L2 cache without bit interleaving, this scheme
does not incur any extra area overhead since extra ECC bits
for t ¼ 2, 3, and 4 are stored in ways. The average CPI
overhead is only 1.56 percent (refer to Fig. 21a). With
respect to an only bit-interleaved L2, this scheme incurs an
average 1.57 percent increase in energy requirement (refer
to Fig. 21). The average L2 miss rate, however, increases by
11.64 percent.

5.3.3 Comparison of the Unified Schemes

Table 3 lists the area, performance and energy overhead,
percentage of successful correction, and L2 miss rate
increase for the following schemes:

. t ¼ 4; 5; and 6 without any additional storage for the
ECC bits.

. t ¼ 4; 5; and 6 with additional storage for the ECC
bits.

. t ¼ 2; 3; and 4 with four-way bit interleaving.

Percentage of successful correction was estimated by
noting the number of corrected errors out of the total
number of errors for a soft error rate of 1,000 FIT/Mb [6].
The percentage was calculated for three different values of
Nc with maximum errors being 4, 5, and 7, respectively.
Scheme 1 experiences high L2 miss rate and also fails to
provide complete correction for all values of Nc. Scheme 2
has the lowest L2 miss rate at the cost of high area penalty.
However, it fails to provide complete correction for larger
values of Nc. But schemes 1 and 2 provide energy savings
over the baseline processor employing a four-way bit
interleaving scheme. Scheme 3 incurs minimal CPI and

energy overheads over the bit-interleaved baseline config-
uration. It can, however, tolerate higher number of
contiguous errors. Depending upon design constraints,
any of the above schemes can, therefore, be used to tolerate
both types of runtime errors.

5.4 Energy Saving with Dynamic Voltage Scaling

The proposed multibit error tolerance scheme provides an
opportunity to dynamically allocate ECC for the memory
blocks. Such dynamic adaptation can be used to achieve
power saving by combining voltage scaling for the memory
cells with higher ECC protection. Consider that the nominal
L2 operates under an error rate of 10�5. As mentioned
earlier, a t ¼ 2, 3, and 4 distribution is followed to ensure
error-free operation for the L2. The nominal operating
voltage for the memory cell at 100 nm technology node is
chosen to be 1 V. When the supply voltage is reduced by
200 mV, the read stability of the SRAM cell reduces by 3� of
its value at nominal operating conditions. Since the effect of
process variations and voltage/thermal noise is more severe
under low operating voltages, we assume that the effective
BFP during low-power operating mode is 10�4. A 200 mV
reduction in supply voltage reduces the read, write, and
leakage powers by 55.86, 33.15, and 55.7 percent, respectively.

This energy saving due to low-power operation out-
weighs the overhead in providing extra ECC protection for
BFP ¼ 10�4. Using Cacti, we first estimate the ratio of
leakage to dynamic power for a 2 MB cache. As shown in
Fig. 22, for 100 nm node, this ratio is 1.03. The total energy
consumption including the leakage overhead for the L2 is
then estimated for both nominal as well as low-power
operating conditions. After considering the energy over-
head for t ¼ 4 ECC protection for all memory blocks,
average energy savings at 100 nm node with the proposed
scheme is calculated to be 5.93 percent (Fig. 23). Higher
savings in energy is achieved for 70 nm technology node. At
70 nm node, savings in read, write, and leakage energy
increases to 64.76, 48.77, and 62.8 percent, respectively (refer
to Fig. 22). The ratio of leakage to dynamic energy also
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TABLE 3
Comparison of Different ECC Schemes

Fig. 21. Overhead in (a) CPI and (b) energy when the proposed scheme
with tmin ¼ 2 is used along with bit interleaving for soft-error tolerance.

Fig. 22. Percentage savings due to voltage scaling in read, write, and

leakage power of an SRAM cell at 100 and 70 nm technology nodes.



increases to 5.17. Taking into account all these factors, the
average energy savings at 70 nm is 20.58 percent (Fig. 23).
Note that in order to provide increased protection during
low-power operation, the cache must go through a number
of transitions before it fully operates in the low-power
mode. These actions, as illustrated in Fig. 24, ensures that
correct ECC bits are stored for the memory blocks. Without
flushing of dirty lines and invalidation of the valid cache
entries, some cache blocks will continue to hold ECC bits
corresponding to t ¼ 2 although the syndrome detection
will be performed for t ¼ 4 corresponding to BFP ¼ 10�4.
For long duration of low-power operation, the transition
overhead can be quickly amortized.

The ability to dynamically adapt the ECC protection for a
block also helps to tolerate increased error rate due to
temporal degradation mechanisms such as BTI and other
aging effects on demand. Aging effects often lead to
nonuniform variations in reliability across blocks. The
proposed variable ECC scheme is amenable for adaptation
to the aging-induced within-die reliability distribution.

6 DESIGN CONSIDERATIONS AND EXTENSIONS

The reliability map is essential to implement the proposed
reliability-driven ECC allocation scheme. If the map is
generated only once during manufacturing test, one-time
programmable read-only memory (ROM) can be used for
this purpose. If on-chip cache requires to be calibrated at
runtime, a multiple-time programmable nonvolatile mem-
ory (NVM), such as embedded flash, can be used to store the
reliability map. Considering a 2 MB cache, which is divided
into 8 KB memory blocks and the reliability value for each
block is encoded into 2 bits, the total storage requirement for
the reliability map is only 64 Bytes. Since the effectiveness of
the variable ECC scheme rests on the correct reliability map
information, it is essential to prevent its corruption. Hence,
the reliability map needs to be conservatively designed and
sufficiently protected with ECC, as proposed earlier in [1] for
protecting the defect map.

6.1 Hardware Sharing to Reduce Overhead

The encoder and syndrome detection logic has structural
similarity since both involve operations with matrices with
constant coefficients. Common Subexpression Elimination
(CSE) approach [26] can be used to identify the common
patterns in theG andH matrices and share them. For the BM
architecture illustrated in Fig. 10, since the number of
computation cells is equal to t, the designer can keep
provision for the highest value of t to be supported for L2.
Later, based on the cache block being corrected, appropriate
number of cells can be enabled. For example, if 2-bit
correction is supported for a block, only first t ¼ 2
computation cells are enabled. The input of the data need
to be switched to corresponding Ti according to different
values of t. Suppose the maximum capability of error
correction t is 6, then for any t0 � t, the data are loaded to
T6�t0þ1 and the computation cells indexed from 1 to 6� t0 are
disabled. Fig. 25 shows the architecture to achieve hardware
sharing in the Chien search module. If tmax ¼ 6, the t ¼ 2
code only requires the first three computation cells and rest
four cells can be disabled. Fig. 26 shows that at 45 nm
technology node, percentage area savings for these modules
are 71.24 and 74.48 percent, respectively, with such sharing.

6.2 Address Remapping and Dirty Bit Protection

A major drawback of using one or more ways for storing
the ECC bits instead of data bits is higher conflict miss for
some applications. The increase is due to the fact that for the
worst-case reliability map, the most frequently accessed
memory addresses for these applications are mapped at
most vulnerable blocks. Since most of these applications
enjoy high locality of reference, it is possible to map the
most accessed memory addresses to more reliable blocks,
thereby reducing the conflict miss. Such preferential
mapping has already been investigated in the context of
tolerating parametric failures and hard defects [25]. More-
over, for higher BFP , a significant percentage of the total
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Fig. 24. Steps for on-chip cache to transition from normal to low-power
operating mode before their ECC protection can be dynamically
increased.

Fig. 23. Percentage energy savings at 100 and 70 nm technology nodes

when the on-chip L2 cache is operated in a low-power mode with the

variable ECC scheme accounting for the increased failure rate in low-

power mode.

Fig. 25. Configurable Chien search module implementation allowing
hardware sharing across different values of t.

Fig. 26. Percentage area savings with BM and Chien search module
implementations that allow hardware sharing.



failures arise due to insufficient dirty bit protection. If the

address profile for an application is known beforehand,

then exploiting the locality of access, the proposed scheme

can provide higher ECC protection to the memory space
that contains maximum number of dirty bits.

7 CONCLUSION

Tolerance to runtime failures, both random (e.g., due to

thermal/voltage noise) and contiguous (e.g., due to soft

error) have become a major challenge for large on-chip

caches fabricated using nanoscale technologies. Worst-case
design of memory or conventional ECC schemes cannot

provide sufficient protection against these failure modes,

while maintaining integration density, energy, and perfor-

mance. We have presented an efficient variable ECC scheme

that exploits the distribution of memory block reliability

under inter and intra-die process variations. For a specific

bit error rate, the proposed scheme allocates ECC of varying

error correction capability to different memory blocks based

on their relative vulnerability to failures. Area, perfor-

mance, and energy overhead for the proposed scheme are

minimized by appropriate choice of ECC and joint circuit/

architecture-level optimizations of the encoding/decoding
hardware. In contrast to existing multiple bit error tolerance

schemes, the proposed approach can tolerate both random

and contiguous errors. We have also analyzed the effec-

tiveness of the approach in dynamic voltage scaling for low-

power memory operation, which requires higher ECC

protection at scaled voltage. The proposed scheme can be

combined with bit-interleaving policy to enhance the on-

chip error correction capability manifold. Future investiga-

tion will include application of reliability-aware address

mapping and extra protection for dirty blocks to further

reduce the overhead of ECC.
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