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ABSTRACT

1.

Side-channel attack (SCA) is a method in which an attacker aims at extracting secret information from crypto
chips by analyzing physical parameters (e.g. power). SCA
has emerged as a serious threat to many mathematically unbreakable cryptography systems. From an attacker’s point
of view, the difficulty of mounting SCA largely depends on
Signal-to-Noise Ratio (SNR) of the side-channel information. It has been shown that SNR primarily depends on
algorithmic and circuit-level implementation, measurement
noise, as well as device thermal noise. However, to the
best of our knowledge, there has not been any study on
the effect of power delivery network (PDN) on SCA resistance. We note that the PDN plays a significant role in SNR
of measured supply current. Furthermore, SCA resistance
strongly depends on the operating frequency due to RLC
structure of a power grid. In this paper, we analyze the effect of power grid on SCA and provide quantitative results
to demonstrate the frequency-dependent SCA resistance due
to PDN-induced noise. This property can potentially be
exploited by an attacker to facilitate the attack by operating a device at favorable frequency points. On the other
hand, from a designer’s perspective, one can explore countermeasures to secure the device at all operating frequencies
while minimizing the design overhead. Based on this observation, we propose a frequency-dependent noise-injection
based compensation technique to efficiently protect against
SCA. Simulation results using realistic PDN model as well
as experimental measurements using FPGA test board validate the observations on role of PDN in SCA and the efficacy
of the proposed compensation approach.

The development of cryptography has greatly improved
the security of encryption systems with respect to mathematical cryptanalysis. Traditional cryptanalysis considers
only the input and output logic values to break the cipher.
In this case, mathematical strength renders many modern
ciphers rather invulnerable since the only possible bruteforce attacks are not feasible in terms of computing time.
However, these mathematically secure ciphers fail to claim
the infeasibility of cryptanalysis due to Side Channel Attack (SCA). In SCA, secret information like the encryption
key can be leaked through the physical parameters of the
ciphers in various forms such as power profile [1], timing information [2], [3], and electromagnetic emissions [4]. Among
different forms of SCAs, Power Analysis Attack (PAA) has
emerged as one of the most significant attacks and has been
widely studied. In PAA, the confidential information is
extracted from the supply current signature of a cryptochip. The relevant secret information is immersed amidst
significant amount of noise; and the difficulty of successfully
mounting an SCA attack, usually measured by the number
of measurements required to disclose the secret information,
largely depends on the Signal-to-Noise Ratio (SNR) of the
side-channel information. Previous investigations [5], [6]
have shown that the SNR is mainly determined by the algorithmic and circuit-level implementation of a chip. For
example, pipelined implementation of Advanced Encryption
Standard (AES) would be more difficult for SCA compared
with non-pipelined AES [7]. Furthermore, device thermal
noise [6] and measurement noise due to imperfect measurement instrument and operations can also considerably lower
the SNR.
We note that the power delivery network (PDN) of a
crypto-chip plays an important role in affecting the SNR
of the measured supply current by causing a non-linear distortion in the supply current. It intrinsically limits propagation of useful information to supply current. However, to
the best of our knowledge, there has been no study on analyzing the effect of PDN on the effectiveness of SCA. In fact,
extracting information directly from the ideal power profile
can be overly optimistic in modeling the true behavior of a
chip. Accurate characterization of PDN’s role in SCA can be
significant in precise security analysis and design of secure
crypto chips. In particular, it can provide the following benefits: 1) it provides a designer with more realistic measure
of SCA resistance at design time; 2) it enables integration
of the right level of protection; and 3) as we observe later,
the PDN causes variation in SCA resistance with operating
frequency, which helps a designer to choose right frequency
of operation and/or accomplish balanced protection across
frequency spectrum.
In particular, the paper makes the following key contributions.
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INTRODUCTION

1. It analyzes the effect of power grid on SCA and provide
mathematical analysis as well as quantitative results to
demonstrate the frequency dependent SCA resistance
due to PDN-induced noise. Since PDN can be modeled
as an RLC network, it re-shapes the supply current in
a frequency dependent manner, effectively producing
different SCA resistance levels with varying operating
frequencies.
2. It performs validation of PDN’s impact on SCA resistance through simulation verifications using realistic model of PDN. It shows a strong dependence
of SCA resistance on operating frequency. Moreover,
it demonstrates the effect through experimental measurements using SASEBO, a standard evaluation board
for SCA [8].
3. Based on the observation on the role of PDN, it proposes a power-grid aware design methodology for cryptochips using a noise injection approach that balances
SCA resistance at different frequency points. We characterize the hardware overhead and analyze the effectiveness of the approach with both simulations and
experiments in SASEBO.
The remainder of the paper is organized as follows. Section 2 provides background and motivational observations on
the impact of PDN on SCA. Section 3 analyzes the frequencydependent effect on SCA due to PDN. A corresponding noise
injector circuit is proposed in Section 4. Simulation and experimental results are presented in Section 5 and Section 6
to demonstrate the frequency-dependent nature of PDN and
prove the effectiveness of the noise injection mechanism. We
conclude and provide future directions in Section 7.

2.
2.1

BACKGROUND AND MOTIVATION
Previously Studied Noise Sources for SCA

The information beneficial for extracting confidential information from crypto chips in SCA attack comes from the
dynamic switching current of circuit components (logic gates)
when processing certain intermediate key-related results. Circuitry corresponding to the remaining part of the switching
current can be viewed as noise sources. As has been studied
in previous research [5] [6], there are several major noise contributors in SCA, including intrinsic noise sources due to the
physical implementation, and external noise sources which
are caused by environmental factors and imperfect measurement instruments/operations. The most significant intrinsic noise is contributed by dynamic switching of the circuit
besides the attacked gates. For example, when performing
SCA on 128-bit AES, the secret key is revealed byte by byte,
namely the attack is performed on each Substitution-Box (SBox) at a time, while considering as noise the switching of
the remaining 15 S-Boxes as well as the irrelevant gates in
the S-Box under consideration. Intuitively one can suggest
that the spectral power of such systematic noise is much
larger than the attack information itself, which is, however,
conquered by statistical analysis in SCA methods. Another
intrinsic noise is the jitter on the attacked gates [5]. This
could cause the misalignment during power trace accumulation in statistical analysis of the power traces and thus lower
the efficiency of the attack. Besides, intrinsic noise also
includes S-Box inter-bit correlation and the thermal noise
due to random movement of charge carriers within conductors [6]. External noise is caused by unstable environment
factors e.g. varying temperature, imperfect measurement
instrument e.g. A/D used to sample the power signals could
introduce quantization noise [6], as well as imperfect operations by human users.

Figure 1: AES supply current (a) with ideal power
supply; (b) with PDN.

Figure 2: Frequency spectrum of AES supply current (a) with ideal power supply; (b) with PDN.

Figure 3: Correlation between predicted and measured power at 333.3 MHz clock frequency (a) with
ideal power supply; (b) with PDN.

2.2

Motivation

The power grid impedance has a frequency dependent
transfer function which affects the supply current. This
changes the supply current profile when it passes through
the PDN from inside the chip to the external pin for measurement. The effect causes distortion to the supply current
waveforms. Fig. 1 and Fig. 2 show the time-domain and
frequency spectral difference, respectively, between the supply current simulated with ideal power supply and the PDN
model with 45nm Predictable Technology Model (PTM) [9].
Such distortion can create difficulty for SCA. Fig. 3 demonstrates the effect of PDN when Correlation Power Analysis (CPA) [10] is performed on a cipher to crack the key
(blue curves correspond to wrong keys and red curves correspond to the correct key), showing decreased correlation coefficients and increased Measurement To Disclosure (MTD),
i.e. the number of power traces required to extract the key,
in the presence of PDN. More importantly, due to the RLC
properties of PDN, the masking effect differs with different
operating frequencies. Just like the circuit intrinsic noise
can be viewed as a linear additive noise in SCA, PDN can
be considered as a noise source which causes a non-linear
distortion on power traces.

3.

FREQUENCY-DEPENDENT EFFECT OF
PDN ON SCA

To analyze the SCA resistance introduced by the power
grid, Correlation Power Analysis (CPA) is used throughout the paper as the statistical tool to perform SCA. Previous study [11] categorizes the noise sources in SCA into
two types: 1) Additive power consumed by circuit components other than the attacked gates, which effectively decreases the SNR of SCA; 2) Random disarrangement of the
moment when the target switching activity of the attack
happens, which prevents effective data alignment when per-

forming correlation. The number of encryptions that need
to be sampled to reveal the key (MTD) is determined mainly
by the correlation ρkc ,tc , where kc is the correct key and tc
is the moment when the attacked gates switch [20]. Generally less samples of power traces are needed in the case
of larger ρkc ,tc . The effect of the two noise sources listed
above, characterized as SNR and p̂, respectively, on ρkc ,tc
are formulated as in [11]:
s
V ar(P )
ρ(H, Q)
(1)
ρmax = q
∗ p̂ ∗
1
V ar(P̂ )
1+

Figure 4: Impulse response of PDN.

SN R

ρmax is the maximum correlation coefficient between H
(hypothetical power consumption) and the measured power
consumption. Q denotes the power consumption of the attacked gates when processing the target intermediate result;
and N refers to the additive noise. tˆc refers to the moment
with the largest probability p̂ that locates the power consumption of the attacked gates. P is the sum of power at tc
and P̂ is the sampled sum of power at moment tˆc . SNR is
ar(Q)
. Note the SNR DC component has no imdefined as VV ar(N
)
pact on SCA hence the equation only captures the variance
[11].
The lower bound of the power samples that is required to
crack the key can be computed approximately as follows [11]:
S = 3 + 8(

Zα
2
1+ρmax )
ln( 1−ρmax )

(2)

The quantile Za is the distance between the distributions
ρ = 0 and ρ = ρmax . From this we can again confirm the
negative dependency of MTD on the maximum correlation
coefficient.
The power grid imposes a frequency-domain distortion on
the supply current due to its RLC property. The frequency
dependent impedance responses also differ for the attacked
gates (Q) and uncorrelated gates (N) due to the cell placements. Under these assumptions, Q and N are functions of
the sampling frequency and location, which can be expressed
as follows:
X
Q=
PDN(fs , x) · qx ,
(3)
x=i,j

N=

X

PDN(fs , y) · ny

(4)

y=i,j

PDN(fs , x) models the PDN distortion factor at frequency
fs and grid location coordinate x. The gate power qx and
nx are the individual gates contributing to the collective
instantious current Q and N, respectively. The frequencydependent effect modulates the attacked gates’ current amplitude and noise SNR depending on the design floorplan.
In addition to the primary additive effect directly impacting
the SNR, a secondary effect from supply swing may rearrange tc . During a high switching activity cycle, the current
demand from gates lowers the instantaneous supply VDD,
and localized supply droop affects switching moment as the
gate switching speed is directly propotional to VDD at high
voltage. Such effect may be localized on a reasonable sized
PDN and may increase the current spread V ar(P̂ ) and decrease p̂. These parameter changes collaboratively decrease
the actual ρmax and thus lead to a requirement of a larger
sample size S to recover the key, effectively increasing the
difficulty of SCA.
Saint-Laurent et al. have shown that supply noise affects
the circuit timing in both device-dominated or interconnectdominated scenarios [12]. An accurate analytical model requires parameterizing the supply network topology and technology dependent models. In order to reduce the complexity, one may collect the current profile from the functional

core operating under ideal VDD and then apply the current
profile to the power grid, utilizing advanced circuit simulators to determine the interactions. Such methdology may
be extended to precomputed supply impedance at each grid
node and apply to function PDN(fs , x); e.g. Fig. 4 provides a single impulse response sweep of the PDN model
which may be used to estimate the frequency dependent
factor for a particular PDN region. This allows the attacker
to
q estimate SNR, but falls short to estimate the effect of
V ar(P )/V ar(P̂ ) and p̂ in Eq. (1). The model simplifies the supply-to-transistor interaction to a frequency dependent component, hence cannot capture this interaction
introduced by the time-varying supply noise. Therefore, to
quantify this frequency-dependent noise injected from the
PDN, we built a framework to simulate the crypto system
(AES) and PDN together at different operating frequencies.
Correlation power analysis is performed on the external supply current corresponding to different operating frequencies.

4.

NOISE INJECTOR CIRCUIT

Based on the observation of the frequency-dependent SCA
resistance of cryptographic chips, we propose a frequencydependent noise-injection based compensation technique to
equalize the SCA resistance at all frequency points with the
one exhibiting the maximum SCA resistance. As shown in
Fig. 5, the noise injector (NI) consists of a frequency detector, a control unit, a digitally-controlled delay line, an array
of noise injection units, and an optional initialization finite
state machine (FSM). The frequency detector takes the system clock as the input and pass the detected frequency value
to the control unit. The control unit plays two roles: 1) it
determines the number of NI units to enable; 2) it determines the phase delay of the NI clock with respect to the
system clock. An NI unit can be implemented with an FSM
using deliberately assigned state encoding to cause varying
switching current over clock cycles or a linear feedback shift
register (LFSR). The number of enabled NI units determines
the amplitude of the NI-induced additive noise. A digitallycontrolled delay line is employed to generate a phase delay
between NI clock and the system clock. A phase delay between the NI and system clock is necessary because within
each clock cycle, only a limited duration of the switching

Figure 5: Block diagram of the proposed noise injector circuitry to compensate frequency-dependent
SCA resistance.

Figure 6: Noise injector design flow.
current (the part that corresponds to switching of the attacked gates) is of interest for SCA. Using a delayed version
of the system clock for NI allows one to focus the additive
noise to the critical time duration of a cycle thus mask the
information-leaking switching. From another perspective, a
lightweight NI circuit whose switching current duration is
merely as long as that of the attacked components can be
adequate, since the rest of the original circuit switching is
irrelevant. More importantly, since the NI draws extra current from the power supply, it may cause increased supply
voltage droop, which can make the functional circuits switch
slower therefore leading to circuit performance degradation.
Short duration of NI is desirable to minimize the negative
influence on circuit performance. The function of the control
unit is essentially a mapping between the system clock frequency and the number of enabled NI units/NI clock phase
delay.
This information can be obtained from a characterization
of a chip during the design stage, and stored in a look-up
table in the control unit. The optimal NI phase delay is first
captured by figuring out the moment that has the most keyrelated switching and the average switching duration of the
NI unit. In CPA, since we do not know the time instant of
the critical switching, correlation is performed between the
hypothetical power consumption with the measured power
at each time sampling point for each hypothetical key. This
will lead to a correlation coefficient matrix R of size T ×K (T
is # of time samples, K is # of hypothetical keys). Because
hypothetical power consumption predicted by the correct
key is strongly correlated with the measured power at the
moment of the critical switching, the two will lead to the
maximum correlation coefficient in R (More information on
CPA can be found in Section 9.4). Therefore by simply observing the position of the highest value in R, one can figure
out the correct key as well as the index of the time moment
of the critical switching tc [13]. With known switching duration of the NI unit, a preferable NI clock phase delay can be
derived to align the center (near the peak value) of the noise
current with tc . Fig. 5(b) illustrates the critical switching
duration and tc of one encryption. Actual alignment may
experience some deviations due to intra-die process variations, which is expected to be minimal for reasonable logic
depth (e.g. >6). With the optimal NI clock phase delay, an
iterative test can be performed to characterize the number
of NI units to be enabled. Some extent of conservativeness
is necessary to tolerate post-silicon deviations due to manufacturing factors.
After obtaining the number of NI units for each frequency,
we re-perform the simulation with PDN with the calculated
number of NI units enabled. The difference in SCA resistance can be corrected according to the simulation results.
The flow of designing NI for a generic cipher is provided in
Fig. 6. Details on the NI design is provided in Section 9.3.

5.

SIMULATION RESULTS

HSPICE simulation was performed using 45nm CMOS
Predictable Technology Model (PTM) [9] on an AES crypto
operator with PDN. The PDN model is described in Section

Figure 7: Frequency-dependent MTD of SideChannel Attack (SCA).

Figure 8: Noise injection FSM: (a) state transition
diagram; (b) switching current.
9.2. In our simulation, we use a simplified cryptographic
operator corresponding to the AES datapath for encrypting
one byte plaintext. This is sufficient to demonstrate the effectiveness of the proposed NI structure on a generic cryptographic chip that resembles AES datapath. This is because
it is equivalent to removing the irrelevant datapath element
in SCA to reduce the noise level when recovering a particular key-byte. The crucial non-linear component S-Box and
the downstream logic for key-related operations are all preserved, which is the target of most SCA attacks [14]. The
methodology can also be readily applied to any other cipher.
Moreover, we only simulate the last round in each encryption by inputting to the cipher the results of the second last
round obtained from functional simulation. The description
on the simulated datapath is provided in Section 9.4.
The blue curve in Fig. 7 demonstrates the frequency dependent Measurement-To-Disclosure (MTD) obtained from
HSPICE simulation. MTD refers to the minimum number
of power traces required to recover the key and is a commonly used measure for SCA resistance. The highest SCA
resistance appears at 33.33 MHz clock frequency. We call
it as SCA resistance reference point. The overall MTDs are
fairly low (below 1000) compared to the MTD level of practical SCAs [15], which is due to the simplified crypto operator
used. Multiple peaks and valleys appear at other frequencies
and the entire curve exhibits a non-monotonic trend due to
the complex RLC property of the power grid. Our goal is
to bring the SCA resistance at all frequencies above the reference point in order to compensate the PDN-induced SCA
resistance imbalance.
To achieve this, we implement a noise injection circuit that
introduces frequency-dependent IDDT (transient power supply current) noise as discussed in Section 4. A simple 4-bit
Finite State Machine (FSM) is implemented as the NI unit
to match the smaller crypto operator size. More complex
cipher circuits may choose larger FSMs to achieve a bigger range of noise current variation. Fig. 8(a) illustrates the
state transition diagram of the FSM. The rst signal will reset
the FSM to state a, and ld signal allows initializing the FSM
to any valid state. When both signals are deasserted, the
FSM behaves like a counter, i.e. repetitively goes through
a loop of states. The state encoding is deliberately assigned
in order to cause significantly varying switching current over
cycles, assuming switching of state elements dominates the
overall IDDT. Such variation is expected to be uncorrelated
with the hypothetical power consumption yet repeats deterministically with the FSM state looping. When the number
of enabled FSMs is large enough so that the total amplitude

of the noise current is comparable with that of the original
circuit current, the key-related switching may be masked to
a large extent thus improving SCA resistance. The switching current of an FSM during each state transition is shown
in Fig. 8(b). The corresponding numbers of flipping state
elements are marked on the transition arrow in Fig. 8(a).
The MTDs after inclusion of the NI is shown as the red
curve in Fig. 7. MTDs at all frequencies are pulled up to
or above the reference point. They are not uniformly at the
reference point because the MTD at particular frequencies
is more sensitive to noise than at others. Furthermore, the
injected noise current is not guaranteed to align with the
switching of the key-related components in a perfectly uniform way. However, all frequencies achieved SCA resistance
no worse than the reference point with minimal hardware
overhead. The MTD values along with the number of NI
units enabled at each frequency are provided in Table 1.
Table 2 provides the area and power overhead introduced
by the NI. The NI consists of an array of 3 FSMs; while
the control unit is composed of a SRAM based look-up table storing the frequency-dependent clock phase delay and
NI units enabling information, as well as a decoder for generating the FSM array enable signals. The area percentage
overhead is relatively large because of the tiny crypto operator we used in our simulation. In fact, the overhead exhibits
good scalability with the increasing size of the circuit. For
the FSM array, as a large system behaves equivalently as a
noise injector itself for the key-byte being attacked, the extra noise level (therefore the size of the FSM array) required
to compensate the PDN-induced SCA resistance imbalance
could be at the same level as that of a simple crypto operator. For the control unit, the majority part is the look-up
table (98.6% of the control unit area) storing two types of information: 1) Digits for controlling NI clock phase delay; 2)
Values for setting the NI units enable signals. The required
phase delay range might increase with the circuit size as the
critical path delay (thus the key-related component switching) may increase. However, this increase should be tiny
compared with the extent of circuit size scaling up, as modern IC designs always minimize the critical path delay to a
satisfactory level with design techniques such as pipelining
to meet the performance requirement. We may consider the
phase delay range as almost independent of the circuit size.
With a fixed resolution, the bit-width of the delay selecting
signal should remain unchanged. Though the bit-width of
the NI units enable signal might increase for a larger circuit
in accordance with a larger NI unit array; with binary encoding the increase is on the order of O(log2 (p)), where p
is NI array size growth rate and is far less than that of the
circuit size. For example, a control unit in a complete AES
would only incur less than 0.86% area overhead.
The power consumption overhead is dominated by the
FSM array, which is, however, frequency dependent. The
values shown in the table correspond to the worst case where
all three FSMs are enabled. In reality, at most frequencies,
one FSM is sufficient and the dynamic and leakage power
overhead would be 11.2% and 5.7% (unused FSMs can be
gated to minimized the leakage), respectively. In addition,
the percentage overhead will reduce for the same reason
as for area with circuit size scaling up. The control unit
consumes minimal power because the look-up table is only
written once with the pre-characterized value during system
power-up. Consequently, the output decoder does not have
switching activities either. This overhead could be further
minimized by reusing the on-chip SRAMs for the look-up
table.
Large instantaneous current drawn from the power supply may potentially create considerable voltage drop and
lead to logic circuit delay failure or embedded memory cell

Table 2: Area and power overhead of the NI
Param/Ckt
Area(µm2 )
AvgPwr(µW)
AvgLkg(µW)

Simple
cipher
942.8
104.8
22.4

FSM array
(overhead)
133.8(+14.2%)
< 35.2(< 33.6%)
< 3.8(< 16.9%)

Control unit
(overhead)
219.6(+23.3%)
1.63(+1.6%)
0.10(+0.4%)

hold-failure. In our experiment, the NI is designed to operate within the crypto core noise margin and the supply
noise did not cause any functional failure. Also, since the
noise current is superimposed to a short duration of the cipher switching current, the cipher is subject to extra supply
noise for a limited duration within each cycle. This type
of noise injection ensures the functional core does not suffer
from significant performance degradation. In larger cryptographic circuit, the percentage overhead induced by NI will
reduce significantly as discussed above, and the additional
supply noise will also be smaller when a larger PDN is used.

6.

EXPERIMENTAL RESULTS

Correlation Power Analysis (CPA) based SCA was performed on normal AES (with 128-bit key) and AES with
NI at various frequencies on Side-Channel Attack Standard
Evaluation BOard (SASEBO) [8]. More details about the
experimental setup can be found in Section 9.5. Table 3
shows the CPA analysis for normal AES. Each cell of the
table contains the average key ranking at a particular clock
frequency with certain number of power traces. For each
S-Box, we calculate the correlation coefficients for all hypothetical key bytes and sort them in descending order, where
key ranking indicates the position of the correct key byte.
Averaging the key rankings for all the S-Boxes leads us to the
average key rankings that are shown in the table. Zero value
of average key ranking indicates that all the 16 key bytes are
recovered. Non-zero value means for certain S-Box(es) the
key byte(s) is not recovered. The closer the average key
ranking is to zero, the more key bytes are correctly recovered. Observation can be made from Table 3 that MTD
varies significantly with the clock frequency, indicating a
frequency-dependent SCA resistance. For example, MTD is
5000 at 10 MHz and 40 MHz yet 9000 at 30 MHz. 30 MHz
is considered as the SCA reference point as it exhibits the
highest SCA resistance. Because the property of SASEBO
power grid is completely different from the PDN model used
in our simulation, the way in which SCA resistance varies
with frequency does not need to correlate with that of the
simulation results.
Table 4 contains key rankings of AES with NI, where the
NI unit is implemented with a 16-bit LFSR (see Section 9.3).
With maximum 4 NI units enabled, SCA resistance at all
frequencies are improved to above the reference point (9000
traces). In fact, because AES circuit has different placement
and routing when being mapped alone to SASEBO for precharacterization and with NI for measurement, the noise
current could not align perfectly with the critical switching
of AES. In Application Specific Integrated Circuits (ASICs),
we would expect to achieve compensation with smaller NI.

7.

CONCLUSION

We have presented a study on the role of PDN on sidechannel attacks in crypto chips. Through mathematical
analysis and quantitative results we have shown that PDN
can significantly affect SCA resistance and the impact is
frequency-dependent. Simulation verification is performed
using a PDN modeled as RLC network with equivalent distributed power mesh derived from Pentium 4 processor. Experimental study on AES is performed using a standard SCA
evaluation board. Both simulation and experimental results
consistently show significant frequency-specific role of PDN
in SCA. An attacker, who gains physical access to a crypto

Table 1: PDN-induced Frequency-dependent SCA resistance and MTD
Freq.
(MHz)
MTD
# enabled
FSMs
MTD w/
noise

2.86

3.33

4

5

6.67

10

11.11

12.5

13.33

16.67

20

25

33.33

50

100

200

333.33

300
1

200
1

140
1

180
1

200
2

300
1

190
3

150
3

150
2

300
1

300
3

120
2

900
ref

160
3

500
1

200
1

70
1

1400

900

1900

1000

900

1000

900

1200

1600

1700

2300

900

ref

1800

3000

900

900

Table 3: DPA on normal AES at various frequencies
Traces
1000
2000
3000
4000
5000
6000
7000
8000
9000

10 MHz
26.75
11.938
2.125
0.25
0

15 MHz
38.6875
14.8125
7.1875
1.625
0.25
0

20 MHz
42.6875
18.6875
9.25
3.375
0.5
0.3125
0.125
0

25 MHz
43.1875
23.4375
2.9375
1.125
0.25
0

30 MHz
39.5625
21.0625
3.875
0.875
0.375
0.4375
0.5
0.125
0

40 MHz
15.375
16.125
1.25
0.375
0

45 MHz
39.125
11.1875
1.3125
0.9375
0.4375
0.3125
0.0625
0

50 MHz
36.3125
18.0625
5
0.4375
0.1875
0.0625
0

55 MHz
55.0625
26
17.5625
4.25
2.5625
0

60 MHz
72.5625
12.5
1.75
0.875
0.625
0.4375
0.25
0.1875
0

Table 4: DPA on noisy AES at various frequencies
Traces
1000
2000
3000
4000
5000
6000
7000
8000
9000

10 MHz
43.5
17.25
3.5
1.9375
1.375
1.375
1.625
0.5625
0.1875

15 MHz
37.3125
11.3125
16.3125
7.3125
1.75
0.5
0.125
0.4375
0.125

20 MHz
40.1875
18.5
19.875
19.125
6.9375
7.3125
5.75
1.5625
1.6875

25 MHz
24.875
17.5625
7.6875
9.375
6.375
2.1875
1.3125
0.125
0.13

30 MHz
54.3125
27.5625
4.625
4.3125
1.125
0.4375
0.625
0.3125
0.5625

system, can leverage on this trait to work under a favorable clock frequency for stealing the key. Accurate estimation of PDN’s role in SCA would help prevent such a scenario and enable designer of a crypto chip to incorporate
right level of countermeasures across the frequency spectrum. We have presented a secure design approach based
on frequency-dependent noise injection to compensate for
the PDN-induced SCA resistance imbalance by introducing commensurate masking noise. Through simulations and
hardware measurements we show that such an approach can
improve the overall SCA resistance at all frequencies with
relatively low hardware overhead. Future work would focus
on evaluating the effect of PDN through current measurements in custom crypto-chip; developing an integrated PDNaware design flow for automatic synthesis of compensation
circuitry; and extension of the technique to cryptographic
chips with various SCA countermeasures.
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9.
9.1

APPENDIX
Side-Channel Attack (SCA)

Side-Channel Attack (SCA) refers to the process of extracting the encryption/decryption key from a cryptographic
device by monitoring certain physical parameters, e.g. power
consumption or electromagnetic emission, of the device during its operation. In this paper, we only consider SCAs
through power consumption. Generally, the secret key is figured out through statistical analysis of the recorded power
traces of the device and certain hypothetical power consumption predicted based on certain model. Since SCA
was introduced, many approaches of statistical analysis have
been developed to achieve powerful SCA, e.g. in presence
of SCA-resistant design techniques. These approaches include Single-Power Analysis (SPA) [1], Differential-Power
Analysis (DPA) [1], higher-order DPA [16], and Correlation
Power Analysis (CPA) [10]. We use CPA throughout the
paper, which is a potent SCA analysis method because of
the accurate alignment of the target switching moment when
correlation coefficient is computed.
Fig. 9 illustrates the basic concept of SCA on AES. The
power of the device is measured through the voltage drop
across a resistor in series with the voltage source. Plaintexts (PTs) are applied at the input and Ciphertexts (CTs)
are computed by the cryptographic engine with the secret
key stored inside the device. The target moment of transient supply current is usually associated with processing
of certain intermediate result. The key is extracted piece
by piece [15]. For example, in the illustrative diagram in
Fig. 9, one byte of the key K[7:0] can be derived based on
knowledge of CTs. In particular, a hypothetical intermediate result (IR) can be computed based on one hypothetical
K[7:0] and the known CT, with the publicly known AES
algorithm. By enumerating 256 possible K[7:0], all possible hypothetical IRs can be obtained. In this demonstrated
architecture, the target switching activity happens in the
last round (cycle) of AES, caused by overwriting of registers
holding values of IRs with new values of CTs. Thus the
Hamming Distance between IR and CT can serve as the hypothetical power consumption for one encryption with well
empirical verification. Since the exact time when the target
switching takes place is unknown, correlation can be performed between the hypothetical power and each sampling
point during the encryption to find out the peak correlation
coefficient. This would answer both the correct key byte and
the moment of the target switching activity.

9.2

PDN Model

The power network used in this work references the 2D distributed design of [18]. The RLC network uses an equivalent
distributed power mesh derived from the lumped impedance
model of a Pentium 4 processor. The off-chip impedances

Figure 9: SCA attack on a cryptographic device.

Figure 10: PND model: (a) Off-chip PDN; (b) onchip 3D PDN.

Table 5: PDN model parameters [18]
Parameters
PCB
PKG
BUM
GRID

R(OHM)
94µ(s)/166.6µ(p)
1000µ(s)/541.5µ(p)
300m
50m

L(H)
21p
120p
0.5p
5.6f

C(F)
240µ
26µ
71.5p

are modeled with RLC ladders in Fig. 10(a). The first segment of the ladder models the board-level lump impedance
and the second segment of the ladder models the package
impedance. The package ladder is evenly distributed to the
points on the on-die grid with partially-lumped solder bump
impedance. The RLC distribution of the on chip power distribution network is shown in Fig. 10(b). On the 12x12 grid
points, the gates are distributed on PDN according to the
synthesis component number. Table 5 provides RLC parameters of the PDN model used in this work. The Hspice
simulator performs transistor level simulation on an identical testbench for circuits with and without supply network.

9.3

Details of Noise Injector Design

To realize a tunable delay between the NI clock and the
system clock, a Digitally-Controlled Delay Line (DCDL) is
used [22]. DCDL is a chain of delay elements, which is, in
our case, inverting buffers. A DCDL contains even number
of inverting buffers, each of which has a tunable propagation
delay. Fig. 11 demonstrates two implementations of DCDL
inverting buffer. In Fig. 11(a) the controllable propagation
delay is realized through tunable load capacitance of the inverting buffer; while Fig. 11(b) is a current-starved inverter
with tunable resistance in series with the power supply. In
reality, ICs usually have on-chip Phase-Locked Loops (PLLs)
or Delay-Locked Loops (DLLs) for clock generation. In this
case, the required DCDL can leverage the on-chip DLLs,
which usually have superior performance, i.e. able to provide infinite phase range and very high resolution (on the
order of 10ps) [23], and operate over a wide frequency range
with low jitters [24]. More importantly, their performance
does not suffer remarkably from process variations. This
would make a high-quality controllable delay line without
incurring area or power overhead.
The purpose of the NI unit array is to incorporate a certain level of switching current each cycle; and the switching
current should vary significantly between cycles in order to
mask the SCA relevant switching. The switching current
amplitude should be comparable to that of the original circuit; however, the switching duration can be as short as that
of the attacked gates, therefore the overall power consumption overhead can be maintained rather low. This means we
need a circuit that can cause significant amount of switching
within short durations and varying amplitude among cycles.
This can be achieved by using FSMs with arbitrary state encoding. Since the functionality of the FSM is not of interest,
the state transition can be designed to be counter-like with
arbitrary state encoding. Therefore, the next state logic is
reasonably simple because it is not a function of the pri-

mary inputs except for state initialization. This is enabled
by the low requirement on the switching duration. Here “arbitrary” means the Hamming distances between each pair of
adjacent states should vary as much as possible. Because if
the next state logic is simple enough, the flip-flop switching
will dominate the NI unit switching current. By carefully selecting the state encoding, an NI unit can exhibit desirable
degree of random switching variations. In particular, we implement two types of NI unit: 1) FSM with state encoding
to achieve adjacent state Hamming Distance variation; 2)
Linear Feedback Shift Register (LFSR). We choose LFSR of
a small size (16-bit in our case) to provide good granularity
of the injected noise. An optional initialization FSM can
be used to enable NI units with different states. Example
LFSR structures are given in Fig. 12.

9.4

Figure 12: Example LFSR structures.

Model of SCA on AES

AES is widely used as a standard encryption system, which
has three variations marked by different key lengths: 128,
192, and 256 bits. Larger key length provides higher strength
against mathematical cryptanalysis, but also incurs more
rounds in the computation. Fig. 13(a) illustrates the encryption datapath of an AES with 128-bit key, which specifies the four operations that the computation is composed
of: SubBytes, ShiftRows, MixColumns and AddRoundKey
(shown as the XOR circuit). Among these operations, SubBytes is the only non-linear component, which is the basis for preventing mathematical cryptanalysis. The entire
encryption flow of AES with 128-bit key involves one initial AddRoundKey and 11 rounds of repeated four operations (the last round does not contain a MixColumns operation) before the final cipher text (CT) is generated. In each
round, the round key that is used to XOR with the intermediate cipher texts, is derived from the input key through
key scheduling. However, since there is a known linear relationship between the input key and the round key, the
input key can be easily computed after obtaining the round
key (e.g. K11 in our case). In AES, operations are performed with the unit of one byte, therefore SCA can break
one byte of the key at one time. Although computations
corresponding to the rest of the key, which correspond to
considerably larger circuit part compared to that related to
SCA, introduce significant amount of noise for SCA, the
key byte under consideration can still be correctly extracted
through practically achievable number of measurements and
statistical analysis. This forms the primary reason that SCA
exponentially reduces the computation time compared with
brute-force attack, since it lowers the number of trials from
2128 to 16 × 28 .
In this work, we use correlation power analysis (CPA) [10]
as the SCA method to extract the key. The principle of
correlation test is that the power profile predicted by the
correct key guess will have the maximum correlation with
the measured power profile among those predicted by all
key guesses. The predicted power profile is defined by the
Hamming Distance of R1 between round 11 (with value of

Figure 11: Element of digitally controlled delay
line with: (a) tunable load capacitance; (b) tunable
current-starved inverter.

Figure 13: AES datapath: (a) Encryption datapath
of AES [17]; (b) Simplified circuit used in simulation.

D11) and the next cycle (with value CT). This is because
that on one hand, with known cipher text (CT), D11 can
be back-traced given guessed K11. Hence, the Hamming
distance is a non-linear function of the guessed K11. Despite the existence of intrinsic and external noise, the correct key can be revealed by correlation of large number
of cycles of measurements. The computation of correlation test to reveal the correct key can be expressed in as
maxK11 corr(Pmodel , Pmeasurement ) [19], where
Pmodel = HammingDistance(Sub−1 (Shif tRow−1
(K11 ⊕ C11)), C11)

Since we do not know the time instance when the switching of the attacked registers occurs, correlation should be
performed for each time sample (considering the switching
of the attacked gate aligns to some extent in all encryptions). Thus the maximum correlation coefficient can reveal
the moment of the key-related switching along with the correct key. The circuit model of the simulated datapath is
given in Fig. 13(b).

9.5

Power Attack Setup

Successful power attack on a specific cryptographic algorithm requires proper understanding of the vulnerabilities of
an implementation of the algorithm and developing attack
strategies exploiting those vulnerabilities. However, successful attack also depends upon correct acquisition of the power
traces. Hence developing a proper setup which will enable us
to collect power traces accurately is of primary importance.
Block diagram of the power attack setup developed by us is
shown in Fig. 14. Fig. 15 and 16 illustrate the experimental
setup and SASEBO under experimentation, respectively.
1. SASEBO BOARD: Side-Channel Attack Standard
Evaluation BOard (SASEBO) [8] has two FPGAs on
board. One is known as control FPGA (Spartan 3A

Cipher Text
SASEBO− GII

PC
(CORE i3
3.2 GHz)
Plain Text

Signal

Power Trace

Trigger

MIXED SIGNAL
OSCILLOSCOPE
(MSO4034B, 350 Mhz,
2.5 GS/s

Figure 14: Block diagram of power attack setup.

Figure 15: Experimental setup for CPA based power
attack.

Figure 16: SASEBO under experimentation.

XC3S400A) and another as cryptographic FPGA (Virtex 5 xc5vlx50). Control FPGA contains the codes for
communication with CPU [21]. It acts as a controller,
which provides input and required control signals to
cryptographic FPGA. Cryptographic FPGA contains
the implementation of the cryptographic algorithm to
be attacked. Communication with CPU is done through
a USB cable. Plain texts are given to this board through
CPU and cipher texts are sent to CPU for verification.
Signals from this board is given to oscilloscope to plot
power traces.
2. Oscilloscope: The oscilloscope is used for acquiring
power traces. Upon receiving trigger signal, power traces
is obtained and is sent to CPU. Triggering is very important for obtaining power traces, as it indicates start
of the encryption and helps us to identify the desired
power traces.

3. CPU: The heart of this setup is the CPU. The whole
setup along with the operation of the other components are controlled by the CPU. CPU/SASEBO and
CPU/oscilloscope interfaces are developed using C#
codes. Plain texts are sent to FPGA and cipher texts
are received for the verification. Power traces are received from the oscilloscope and are used to attack the
crypto chip.
In the experiment, the control FPGA is fed by an external clock signal generated by a function generator. Power
traces at different frequencies are obtained by varying the
generated clock frequency.

