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Abstract— Modern System-on-Chip (SoC) designs rely heavily on
reusable, veriﬁed and bug-free hardware Intellectual Property (IP)
cores. Recent trends of IP piracy and reverse-engineering are causing
major revenue loss to the IP vendors. A large majority of hardware
IPs comes in Register Transfer Level (RTL) description due to their
portability and ﬂexibility to map to any technology platform. In this
paper, we propose a key-based security through obscurity approach for
protecting RTL hardware IPs. The RTL design is ﬁrst transformed into
a technology-independent gate-level description and the functionality of
the resulting gate-level netlist is then changed through modiﬁcation of its
state transition function. This process allows normal operation only on the
successful application of a correct initialization sequence. The modiﬁed
gate-level design is then decompiled to generate an obfuscated version
of the RTL. Major RTL constructs and macros are optionally preserved
through the transformation process using a forward annotation ﬁle. The
proposed methodology differs from existing hardware obfuscation as
well as watermarking techniques in its ability to achieve simultaneous
functional and semantic obfuscation for RTL description of IP at low
design overhead. Simulation results for a set of open-source IP cores
show that we can achieve high levels of security through a well-formulated
obfuscation scheme incurring nominal area, delay and power overhead.
Index Terms – Hardware IP Protection, IP piracy, RTL obfuscation.

I. I NTRODUCTION
Recent trends in IP-piracy and reverse-engineering efforts to produce counterfeit ICs have raised serious concerns in the IC design
community [1-4]. Increasing use of hardware IPs in reuse-based
SoC design paradigm escalates the vulnerability of these IPs to
several security issues. It also necessitates development of low-cost
approach to protect hardware IPs from possible infringement. A large
fraction of commercial IPs come in the form of synthesizable Register
Transfer Level (RTL) descriptions [13] due to their better portability
and ﬂexibility to map them to a process technology of designer’s
choice. Protection of these IPs, referred as “soft IP’, poses a more
challenging problem than IPs described at a lower abstraction level
(e.g. gate or GDS-II format) due to better clarity and intelligibility
of RTL description, which typically makes hiding security features
in a design more difﬁcult.
Obfuscation is a technique that transforms an application or a
design into one that is functionally equivalent to the original but
is signiﬁcantly more difﬁcult to reverse engineer [11]. Software
obfuscation to prevent reverse-engineering has been studied widely in
recent years [11]. However, the techniques of software obfuscation,
e.g. control ﬂow obfuscation, cannot be directly applied to RTL due
to potentially unacceptable design overhead.
Design modiﬁcations to prevent illegal manufacturing of ICs by
fabrication houses and to protect the rights of the IC designer have
been proposed earlier [10]. However, such techniques do not address
the issue of preventing the infringement of soft IPs and do not
protect the rights of IP vendor. For digital right protection, efﬁcient
insertion of “digital watermark” or authentication signature in IPs
have been widely investigated [1-3]. However, digital watermarking
approaches provide passive defence measures, which helps to prove
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the ownership of the IP in case of litigation. They do not directly
prevent reverse engineering or piracy of IPs. An obfuscation-based
protection approach through modiﬁcation of state transition function
and logic structure has been proposed for gate-level hardware IPs
in [5]. However, extension of the approach to RTL or soft IP cores
has not been investigated. In previous attempts at obfuscation based
IP protection for higher level of design abstractions, the IP vendor
usually affects the human readability of the code [6,9], or relies on
cryptographic techniques to encrypt the source code [7,8]. Although
the above techniques prevent reverse-engineering, they do not modify
the functionality of the IP core and thus cannot prevent IP piracy.
Moreover, encryption techniques often mandate the use of a native
design platform, a situation that compromises ﬂexibility of tool usage
and may be unacceptable to many SoC designers.
In this paper, we present a low-overhead technique to prevent
soft IP piracy using design obfuscation. The technique achieves
simultaneous functional and semantic obfuscation of a RTL IP core,
through modiﬁcation of its state transition function and internal
node structure. It follows a key-based obfuscation approach, where
normal functionality is enabled only upon application of a speciﬁc
input sequence. In the proposed approach, the original RTL is ﬁrst
synthesized, and then following functional obfuscation, the gate-level
netlist is decompiled to generate a RTL that is also semantically
obfuscated through modiﬁcation of most high-level hardware description language (HDL) constructs. Macros and other constructs
relevant for the portability of a RTL IP are preserved through the
transformation process using a forward annotation scheme. Finally,
we provide a metric to quantify the obfuscation level for the RTL
code and evaluate the effectiveness of the approach for a set of opensource IP cores.
The rest of the paper is organized as follows. In Section II, we
describe the proposed obfuscation-based secure IP design methodology. Section III presents simulation results for several open-source
IP cores. We conclude in Section IV.
II. O BFUSCATION M ETHODOLOGY
In this section, we describe the obfuscation-based IP design
methodology and the associated automated design ﬂow. The proposed
obfuscation has two main steps:
1) Transformation of the original design to an unmapped and
unoptimized gate-level netlist using RTL compilation tool (e.g.
Synopsys Design Compiler or Cadence RTL compiler) following
the obfuscation of the compiled netlist using method in [5], and,
2) Subsequent decompilation of the obfuscated netlist to RTL
preserving the macros and other user-speciﬁed RTL constructs.
We change the circuit functionality at the gate level because the
relative comprehensibility of a RTL description makes any modiﬁcation to alter the functionality easily identiﬁable. The gate-level
obfuscation is achieved by a scheme similar to the one described
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Fig. 1: The functional obfuscation scheme by state transition function modiﬁcation as described in [5]: a) modiﬁed state transition function;
and b) change in internal node structure using modiﬁcation cells.

in [5], where selected internal nodes are modiﬁed by modifying the
state transition function to deﬁne circuit operation in two modes:
obfuscated and normal. Next, selected internal circuit nodes are
modiﬁed with a signal that deﬁnes whether the IP is operating in
the obfuscated mode or in the normal mode. Thus, the gate-level
design modiﬁcations essentially achieve functional obfuscation of
the IP core. The obfuscated gate-level netlist is then decompiled
back to RTL in such a way that hides the functional obfuscation.
The decompilation step achieves structural and semantic obfuscation.
To add to the level of obfuscation, we replace the internal net
and instance names by unrecognizable identiﬁers. The desirable
characteristics of the obfuscated RTL can be summarized as follows:
•

•

•

•

The decompiled “RTL” description should not be comprehensible easily to a human reader. In addition, the design modiﬁcations should be well-hidden.
The decompiled code should be functionally correct and equivalent to the gate-level obfuscated design. It should not suffer
signiﬁcant increase in size.
It should be efﬁciently compiled using RTL synthesis tools.
When re-compiled, the hardware and performance overheads
should be comparable to the gate-level modiﬁed design. However, at the same time, it should offer maximum resistance to
reverse-engineering attempts.
The design ﬂow should have low computational overhead.

Next, we describe the two steps to achieve design obfuscation in
details.
A. Mode Control through State Transition Modiﬁcation
The given RTL is compiled to an un-optimized and unmapped
design composed of generic logic gates. The ﬁrst step of the obfuscation procedure is the modiﬁcation of the state transition function as
described in [5]. At the start of operations, the modiﬁed state machine
is reset to its initial state, forcing the circuit to be in the obfuscated
mode. Depending on the applied input vectors, it then goes through a
sequence of state transitions. Only on application of a speciﬁc input
sequence of N vectors, it reaches a state which allows the circuit to
operate in its normal mode. The initial state and the states traversed
before a successful initialization constitute the “pre-initialization
state space”. Fig. 1(a) shows the state diagram of the modiﬁed
state machine, with P 0→P 1→P 2 being the correct initialization
sequence, as determined by IP designer. The initialization sequence
can change from one instance of the IP to another. The additional
states in the pre-initialization state space can be realized by either
inserting additional state elements (SEs) or using unreachable states
of the existing state machine.

Besides controlling the mode of circuit operation, the modiﬁed
state machine also affects selected internal nodes based on its states.
Modiﬁcation cells (e.g. M1 through M3 , typically XOR gates) are
inserted at these internal nodes which affect the logic values on these
nodes based on “enable” (en) signals derived from the current state
of the state machine. This modiﬁcation scheme ensures that when
all the en signals are at logic-0, the logic values at the modiﬁed
nodes are the same as the original ones. Fig. 1(b) shows how a set
of internal nodes are structurally modiﬁed. Provided these nodes are
selected judiciously, modiﬁcations at even a small number of nodes
can greatly affect the logic structure and functional behavior of the
circuit. To add to the security scheme, enable signal for different
modiﬁcation cells can be made to depend on arbitrary combination
of inserted SEs while ensuring that it evaluates to logic-0 in normal
mode.
B. Structural and Semantic Obfuscation
Once the design modiﬁcation at the gate-level achieves functional
obfuscation, the modiﬁed design needs to be “decompiled” back
to the RTL description. The design is ﬁrst re-synthesized without
technology-mapping to “ﬂatten” the modiﬁcation cells and the state
transition logic for inserted SEs. This process allows logic sharing
between the original circuit, modiﬁcation cells and inserted state
transition logic. The gate-level design is then decompiled to regenerate the RTL code. A forward annotation ﬁle indicates relevant
high-level HDL constructs and macros to be preserved through
the transformation process. These are maintained during the RTL
compilation and decompilation steps. From the unmapped gate-level
netlist, we look for speciﬁc generic gates, that can be decompiled to
an equivalent RTL construct, e.g. a multiplexor can be mapped to an
equivalent if...then...else construct. The datapath modules
or macros are transformed into appropriate operands. The remaining
netlist is traversed recursively to re-construct the Boolean equations
for the primary output nodes and the state element inputs, expressed
in terms of the primary inputs, the state-element outputs and a few
selected high fanout internal nodes. The redundant internal nodes
are then removed. This “partial ﬂattening” effect hides information
about the modiﬁcations performed in the netlist. Once the logic
equations are formed, speciﬁc signature in the equation is searched
to map it to a suitable RTL construct. For example, an equation
n1 = s1·d1 + s2·d2 + s3·d3 can be mapped to a case construct.
As an example, consider the simple Verilog module “simple” which
performs addition or subtraction of two bits depending on the value
of a free running one-bit counter, as shown in Fig. 2(a). Fig. 2(b)(d) shows the transformation of the design through the proposed
obfuscation process. The decompiled RTL in Fig. 2(d) shows that the
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module simple (CLK, reset, a, b, result);
input CLK, reset;
input a, b;
output reg [1:0] result;
reg count;

module simple ( CLK, reset, a, b, result );
output [1:0] result;
input CLK, reset, a, b;
wire N0, N1, count, N2, N3, N4, N5, N6;
DFF count_reg ( .clear(reset), .Din(N2), .
clk(CLK), .Q(count));
SUB_UNS_OP sub_16 ( .A(a), .B(b), .Z({N6, N5}) );
ADD_UNS_OP add_15 ( .A(a), .B(b), .Z({N4, N3}) );
SELECT_OP C18 ( .DATA1({N4, N3}),
.DATA2({N6, N5}), .CONTROL1(N0),
.CONTROL2(N1), .Z(result) );
GTECH_BUF B_0 ( .A(N2), .Z(N0) );
GTECH_BUF B_1 ( .A(count), .Z(N1) );
GTECH_NOT I_0 ( .A(count), .Z(N2) );
GTECH_BUF B_2 ( .A(N2) );
GTECH_BUF B_3 ( .A(count) );
endmodule

always @(posedge CLK or
posedge reset) begin
if (reset) count <= 1'b0;
else count <= ~count;
end
always @(count, a, b) begin
case (count)
1'b0: result <= a + b;
1'b1: result <= a - b;
endcase
end
endmodule

(a)

(b)

module simple ( CLK, reset, a, b, result );
output [1:0] result;
input CLK, reset, a, b;
wire N0, N1, N2, N3, state0, state1, N4, N5, state2, N6, N7, N8,
N9, N10, N11, N12, N13, N14, N15, N16, N17, N18, N19, N20;
DFF SE0_reg ( .clear(reset), .Din(N5), .clk(CLK), .Q(state0));
DFF SE1_reg ( .clear(reset), .Din(N4), .clk(CLK), .Q(state1));
DFF SE2_reg ( .clear(reset), .Din(N6), .clk(CLK), .Q(state2));
GTECH_NOT I_0 ( .A(b), .Z(N14) );
GTECH_OR2 C45 ( .A(N14), .B(a), .Z(N15) );
GTECH_NOT I_1 ( .A(N15), .Z(N4) );
GTECH_NOT I_2 ( .A(a), .Z(N16) );
GTECH_OR2 C48 ( .A(b), .B(N16), .Z(N17) );
GTECH_NOT I_3 ( .A(N17), .Z(N5) );
GTECH_NOT I_4 ( .A(state1), .Z(N18) );
GTECH_OR2 C51 ( .A(state0), .B(N18), .Z(N19) );
GTECH_NOT I_5 ( .A(N19), .Z(N20) );
ADD_UNS_OP add_29 ( .A(a), .B(b), .Z({N9, N8}) );
SUB_UNS_OP sub_30 ( .A(a), .B(b), .Z({N11, N10}) );
SELECT_OP C57 ( .DATA1({N9, N8}), .DATA2({N11, N10}),
.CONTROL1(N0), .CONTROL2(N1), .Z({N13, N12}) );
GTECH_BUF B_0 ( .A(N6), .Z(N0) );
GTECH_BUF B_1 ( .A(count), .Z(N1) );
SELECT_OP C58 ( .DATA1({N13, N12}), .DATA2({N6, state1}),
.CONTROL1(N2), .CONTROL2(N3), .Z(result) );
GTECH_BUF B_2 ( .A(N20), .Z(N2) );
GTECH_BUF B_3 ( .A(N19), .Z(N3) );
GTECH_NOT I_6 ( .A(count), .Z(N6) );
GTECH_BUF B_4 ( .A(N20), .Z(N7) );
GTECH_AND2 C65 ( .A(N7), .B(N6) );
GTECH_AND2 C66 ( .A(N7), .B(count) );
endmodule

module simple ( CLK, reset, a, b, result );
output reg [1:0] result;
input CLK, reset, a, b;
wire N0, N2;
reg state2, state1, state0, N4, N5, N12, N13;
assign N2 = (state1 & ~state0);
assign N0 = ~state2;
always @(posedge CLK or posedge reset)
begin
if (reset)
{state2, state1, state0} <= 3'b0;
else
{state2, state1, state0} <= {N0, N4, N5};
end
always @(state0, state1, state2, N0, N2, a, b)
begin
if (N0)
{N13, N12} = a + b;
else
{N13, N12} = a - b;
if (~N2)
result = {N0, state1};
else
result = {N13, N12};
N5 = (a & ~b);
N4 = (~a & b);
end
endmodule

(d)

(c)

Fig. 2: Example of a Verilog RTL description and its obfuscated version: a) original RTL; b) technology independent, unoptimized gate-level
nelist obtained through RTL compilation; c) obfuscated gate-level netlist; d) decompiled obfuscated RTL.

modiﬁcation cell and the extra state transition logic are effectively
hidden and isolation of the correct initialization sequence can be
difﬁcult even for such a small design. Major semantic effect of
obfuscation is the replacement of high level RTL constructs (such
as if...else, for, while, case, assign etc.) in the original
RTL with different such constructs and replacement of internal nodes
and registers. Furthermore, internal reg, net and instance names are
changed to arbitrary identiﬁers to make the code less comprehensible.
By virtue of the decompilation, the resultant RTL will signiﬁcantly
differ from the original one in terms of constructs, reg/net deﬁnitions
and Boolean equations for the nets. It can even cause change in the
control ﬂow of the design.
C. Obfuscation-based IP Design Flow
Fig. 3 shows the entire RTL obfuscation design ﬂow using the
steps described above. The design ﬂow starts with the compilation
of RTL description of the IP core to a unmapped, unoptimized

gate-level Verilog netlist. The maximum allowable area overhead is
entered as a design constraint, from which the maximum number of
modiﬁable nodes (Nmax ) is estimated. Additionally, the tool has a
list of user-mentioned constructs and macros in a forward annotation
ﬁle. These elements are preserved during the RTL compilation and
decompilation processes by treating them as don’t touch modules. The
nodes in the netlist are modiﬁed based on a ranking to choose the
Nmax most suitable nodes, with nodes having larger fan-in and fanout cones appearing higher in the ranking [5]. The modiﬁed netlist is
re-synthesized and the resultant netlist is then decompiled to a RTL
code. The names of the internal nodes and instances are changed
by a simple string substitution scheme. Fig. 4 shows the design
transformation steps during the obfuscation process. The entire design
ﬂow can be easily automated and integrated with conventional VLSI
design process.
D. Measure of Obfuscation Level
In software engineering, one of the measures of effectiveness of
the obfuscated code is its complexity depending on its number of
predicates, nesting level of conditional and looping statements, etc.

Fig. 3: Flow diagram for the proposed RTL obfuscation process.
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Fig. 4: Design transformation steps in course of the proposed RTL
obfuscation process.
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TABLE I: Functional and Semantic Obfuscation Efﬁciency and Design Overhead for a set of IP Cores (for 5% area overhead target)
IP
Cores

SubModules

Nodes Modiﬁed (%)

ALU
74181

simple
alu 4bit
key sel
crp
Key Expand
Sbox
Inverse Sbox
DCT
ZIGZAG

2.00
1.90
0.93
0.83
0.95
0.95
0.97
0.90
0.95

DES
AES

FDCT

Obfuscation Efﬁciency
Failing Verif. Pts. (%)
Failing Patterns
100.00
100.00
100.00
100.00
90.30
100.00
85.25
88.95
100.00

[11]. In our case, we propose the following simple metric to estimate
the level of semantic obfuscation:
abs {(Nc,org + Nraw,org ) − (Nc,obf + Nraw,obf )}
Msem =
(1)
max {(Nc,org + Nraw,org ) , (Nc,obf + Nraw,obf )}
where Nc,org is the total number of high-level RTL constructs in the
original RTL; Nraw,org is the total number of reg, assign and
internal wire declarations in the original RTL, while Nc,obf and
Nraw,obf are the corresponding counts for the obfuscated RTL. Note
that 0≤Msem ≤1, with a higher value implying better obfuscation.
III. R ESULTS
In this section, we present simulation results on application of the
proposed methodology to open-source IP cores. The state encoding of
additional states was done using the state encoding tool STAMINA.
RTL compilation was performed using Synopsys Design Compiler.
We estimate the effectiveness of functional obfuscation by the percentage of failing veriﬁcation nodes obtained by Formal Veriﬁcation,
when the obfuscated RTL was compared with the original RTL.
The formal veriﬁcation was performed using Synopsys Formality.
The ﬂow was developed using the TCL scripting language and was
integrated in the Synopsys Design Compiler environment. For each
IP cores, the initialization state space constituted of four additional
states. We considered the following open-source Verilog IP cores:
“Data Encryption Standard” (DES), “Advanced Encryption Standard”
(AES) and “Discrete Cosine Transform” (FDCT) obtained from [12].
The decompiled RTL in each case was compared with the gatelevel modiﬁed design using Synopsys Formality to ensure that they
were functionally equivalent. In each of the cases considered, the two
designs were established to be equivalent for the set of veriﬁcation
points. This proves the correctness of the decompilation tool.
Table I shows the functional obfuscation efﬁciency and design
overheads for 5% target area overhead constraint. For all the circuits,
the observed area overhead was very close to 5%, and the power and
delay overheads were within acceptable limits. The level of functional
obfuscation achieved was very high, with most of the designs
considered achieving close to 100% formal veriﬁcation failure for the
veriﬁcation nodes, when compared with the original RTL. The semantic obfuscation estimated by Msem as deﬁned in eqn. (1) was also
found to be close to the ideal value of 1.0. The obfuscated RTL ﬁles in
most cases were similar in size to the non-obfuscated ones. Also, no
discernable difference was observed between the compilation times
of the original and obfuscated modules. The obfuscation ﬂow was
computationally efﬁcient. The maximum runtime was observed for
the AES design, where execution of the complete ﬂow (excluding
HDL synthesis) on a Linux workstation with 2GB of main memory
and a dual-core 1.5GHz processor took approximately 25 seconds
(compared to 3 minutes for synthesis of the unmodiﬁed design).

9
1675
2916
19528
4864
236
949
10015
5634

Msem

Area (%)

0.80
0.86
0.98
0.91
0.92
0.96
0.94
0.96
0.92

4.89
4.97
6.65
5.54
5.29
4.95
5.51
4.64
5.74

Design Overhead
Delay (%)
Power (%)
0.66
1.55
1.39
0.66
0.00
2.42
2.60
1.00
0.88

5.15
5.11
4.85
5.43
4.56
5.31
5.62
5.06
5.67

IV. C ONCLUSION
We have presented an obfuscation based protection approach for
RTL hardware IP cores that aims at preventing IP piracy and reverse
engineering efforts. The proposed key-based obfuscation approach
modiﬁes the state transition function of the IP. It performs a forward
translation of the RTL description to a technology independent gate
level form through RTL compilation, followed by gate-level obfuscation and an efﬁcient decompilation back to RTL. The transformation
process helps to hide the functional and structural modiﬁcations of
the design by making the RTL less intelligible. The obfuscation tool,
however, can preserve the special RTL constructs including macros
and datapath elements, using a forward annotation ﬁle. We have
presented a simple metric to quantify the level of such semantic
obfuscation. The proposed approach incurs minimal design overhead.
It does not adversely affect the automatic synthesis process of the
resultant RTL. Simulation results show that we can achieve high
levels of security at nominal design overhead.
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