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Abstract—Hardware Trojan attack in the form of malicious modification of a design has emerged as a major security threat. Sidechannel analysis has been investigated as an alternative to conventional logic testing to detect the presence of hardware Trojans.
However, these techniques suffer from decreased sensitivity toward small Trojans, especially because of the large process variations
present in modern nanometer technologies. In this paper, we propose a novel noninvasive, multiple-parameter side-channel analysisbased Trojan detection approach. We use the intrinsic relationship between dynamic current and maximum operating frequency of a
circuit to isolate the effect of a Trojan circuit from process noise. We propose a vector generation approach and several design/test
techniques to improve the detection sensitivity. Simulation results with two large circuits, a 32-bit integer execution unit (IEU) and a
128-bit advanced encryption standard (AES) cipher, show a detection resolution of 1.12 percent amidst 20 percent parameter
variations. The approach is also validated with experimental results. Finally, the use of a combined side-channel analysis and logic
testing approach is shown to provide high overall detection coverage for hardware Trojan circuits of varying types and sizes.
Index Terms—Hardware security, hardware Trojan attack, side-channel analysis, logic testing

Ç
1

INTRODUCTION

O

NE of the recent issues in hardware security is to
provide a level of trust in integrated circuits (ICs) to
ensure that a fabricated IC does not contain any malicious
modification, also referred to as a “hardware Trojan” [1].
These malicious alterations in the circuitry can be incorporated at different stages of the design flow. However, a major
concern is potential Trojan insertion in an untrusted
foundry, because of the prevalence of outsourcing of IC
fabrication services to foreign countries. An intelligent
adversary is likely to insert a Trojan instance which evades
detection during conventional postmanufacturing test but
manifests itself during in-field operation [2], [3], [4]. This can
be achieved by externally triggering its operation or by
making it dependent on rare circuit conditions [5], [6]. We
refer to the condition of Trojan activation as the trigger
condition, which can be purely combinational or sequentially
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related to the clock or a set of rare events, and the node
affected by the Trojan as its payload. Fig. 1a shows some
example Trojan circuits, including a combinational and a
sequential Trojan, inserted into a complex system-on-chip
(SoC). The malicious effects of Trojan payloads can range
from passive, such as leakage of secret information [7] from a
cryptographic IC, to actively altering the desired functionality of a circuit in a critical fashion [8].
Several approaches for hardware Trojan detection during
manufacturing test have been proposed. A general taxonomy of Trojan detection approaches is shown in Fig. 1b.
These are broadly classified as: 1) logic testing and 2) sidechannel analysis approaches. Conventional structural and
functional testing approaches aimed at functional validation or fault coverage are not directly applicable to Trojan
detection. The random test patterns or automatic test
pattern generation (ATPG) tool-generated test patterns do
not provide high detection coverage, even for combinational Trojans which are easier to activate and observe than
their sequential counterparts. Hence, statistical logic testing
approaches [5], [6] have been proposed which generate
structural tests to activate rare events in the circuit and
propagate the malicious effect in logic values to primary
outputs. Such approaches can be effective in detecting
ultrasmall Trojans (typically a few gates in size) reliably
under large process variations. The main challenge with
logic testing approaches, however, is the difficulty to trigger
and observe an arbitrary Trojan instance, particularly the
complex sequential Trojans, and the inordinately large
number of possible Trojan instances an adversary can
exploit [6].
On the other hand, measurement of physical “sidechannel” parameters like power signature [11], [12], [13],
[14], [15], [16], [17] or delay [18], [19] of an IC can be used to
Published by the IEEE Computer Society
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untrusted third-party IPs or CAD tools. Moreover, we
assume that a set of golden ICs [1], [11] can be extracted
from the untrusted population of ICs by destructive
reverse-engineering and these will be used to characterize
the golden trend line in presence of process noise.
In particular, the major contributions are as follows:
It proposes a multiple-parameter-based noninvasive
Trojan detection technique using IDDT and Fmax .
This technique requires no modification to the
design flow and incurs no hardware overhead.
2. It provides a theoretical analysis regarding how the
relationship between the multiple parameters is
used for reducing the process noise and identifying
Trojans.
3. It provides both simulation verification and hardware validation with an FPGA-based measurement
setup of the proposed approach.
4. To detect small Trojans (<0:1 percent of die area) in a
multimillion transistor circuit, it proposes several
approaches to improve the detection sensitivity
under process variation induced noise. First, it
provides a structural test-generation approach that
minimizes the switching activity in different parts of
the design, while increasing the activity of an
arbitrary Trojan within a region-under-test. Next, it
proposes using power gating techniques to reduce
the background current, thereby improving the SNR.
It also proposes using a third parameter, quiescent
current (or IDDQ ) to improve confidence of detection.
Finally, it explores the choice of proper test conditions, such as operating voltage and frequency, to
increase detection sensitivity.
5. It integrates the proposed side-channel approach
and a statistical logic testing approach, which
provides complementary ability for Trojan detection
of different types and sizes.
The remainder of this paper is organized as follows:
Section 2 presents the background on past research on
hardware Trojan detection and the motivation behind this
work. The multiple-parameter-based Trojan detection
methodology is described in Section 3. Section 4 presents
the simulation and measurement results. Integration of the
proposed approach with a logic-testing-based Trojan detection scheme is discussed in Section 5. Section 6 concludes
the paper.
1.

Fig. 1. (a) Complex SoC with malicious insertion or hardware Trojan,
which can be combinational or sequential. (b) Taxonomy of Trojan
detection techniques.

identify the presence of an undesired structural change in
the design. Such approaches do not require triggering of the
Trojan and observing its impact at the primary output. The
major challenge is due to the extensive process variations,
which can cause extreme variations in the measured sidechannel parameter, for example, 20 power and 30 percent
delay variations in 180-nm technology [20], corresponding
to only 20 percent variations in the transistor threshold
voltage. Existing side-channel approaches suffer from one
or more of the following shortcomings: 1) In scaled
technology nodes, with increasing process variations, the
effectiveness of the process calibration techniques and
hence, the Trojan detection sensitivity reduces; 2) they
consider only die-to-die process variations and do not
consider local within-die variations; and 3) they require
design modifications, which can potentially be compromised by an adversary. Besides, the effect of process
variations is worsened by measurement noise (electrical
and environmental) which makes isolation of the Trojan
effect further difficult. Typically, the detection sensitivity of
side-channel approaches degrades with increasing size of
the original circuit and decreasing Trojan size.
In this paper, we describe a novel noninvasive multipleparameter side-channel analysis approach for effective
detection of complex Trojans under large process-induced
parameter variations. The concept takes its inspiration
from multiple-parameter testing [22], which considers the
correlation of the intrinsic leakage (IDDQ ) to the maximum
operating frequency (Fmax ) of the circuit to distinguish fast,
intrinsically leaky ICs from defective ones. Instead of using
only the power signature (which is highly vulnerable to
variations [11], [20]), the proposed side-channel approach
achieves high signal-to-noise ratio (SNR) using the intrinsic
dependences between transient supply current (IDDT ) and
Fmax of a circuit to identify the Trojan-infected ICs in
a noninvasive manner. Here, we focus on the problem of
detecting Trojans inserted in the ICs at an untrusted foundry.
Hence, we assume the presence of a golden design, which
can be used to generate test vectors and characterize the
design. It precludes the case where the design involves

2

BACKGROUND

Hardware trojans. A detailed taxonomy of Trojans and their
detection mechanisms is presented in [9]. A common
classification of Trojans [8], [19] is based on the activation
mechanism (referred as Trojan trigger) and the effect on the
circuit functionality (referred as Trojan payload). Trojans can
be both combinationally and sequentially triggered. Fig. 1
shows an example of a combinationally triggered Trojan
where the occurrence of the condition A ¼ B at the trigger
inputs A and B causes a payload node ER to have an
incorrect value at ER? . An adversary is expected to choose
an extremely rare activation condition so that it is highly
unlikely for the Trojan to trigger during conventional
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manufacturing test. Sequentially triggered Trojans (the socalled “time bombs”), on the other hand, are activated by
the occurrence of a sequence of rare events, or after a period
of continuous operation. The simplest sequential Trojans
are synchronous stand-alone counters, which trigger a
malfunction on reaching a particular count. Fig. 1 shows
an asynchronous k-bit counter which activates when the
count reaches 2k 1, by modifying the node ER to an
incorrect value at node ER? . Here, the count is increased
not by the clock, but by a rising transition at the output of
an AND gate with inputs p and q. The output of the Trojan
circuit can maliciously affect the functionality of the circuit
by affecting the logic values at its internal nodes (payload)
as shown in the above examples. Another kind of Trojan
which has a passive payload, consists of a linear feedback
shift register (LFSR) [7] which is used to leak the secret key
used in cryptographic hardware by aiding in side-channel
attacks. A classification of Trojans designed for information
leakage is presented in [10].
Trojan detection approaches. Hardware Trojans are stealthy
in nature because they are typically activated by rare events
inside the circuit. Also, the enormous variety of Trojans
makes it difficult to devise a single “silver bullet” Trojan
detection technique that would be applicable for all Trojan
types [8]. A general taxonomy of Trojan detection techniques is shown in Fig. 1b. Destructive testing of a chip by
depackaging, de-metallization and microphotographybased reverse-engineering is highly expensive (in time
and cost) and not a feasible solution because an attacker
may selectively insert a Trojan into a small subset of the
manufactured ICs [12]. The nondestructive Trojan detection
approaches can be classified under two main types: 1) logic
testing based and 2) side-channel analysis based. The logic
testing-based Trojan detection approaches [5], [6], [24] aim
to trigger rare events at internal nodes in the circuit to
activate Trojans and then compare the obtained output
logic values of the circuit with the expected golden values
of the IC. A design technique to enhance logic-testing
coverage for Trojan detection was presented in [25], by
increasing the controllability of possible Trojan trigger
nodes and observability of possible Trojan payloads. The
test stimulus can be applied either postmanufacturing
before deployment, or online during runtime [3], [26],
[27]. On the other hand, the side-channel analysis-based
Trojan detection approaches [11], [13], [19], [28], [29]
observe the effect of an inserted Trojan on a physical
parameter such as circuit transient current, leakage current
or path delay, and then compare it with the precharacterized golden value of the parameter. If the observed value
differs by more than a threshold from the golden value, the
presence of a Trojan is suspected. Most side-channel
analysis-based techniques try to minimize the effect of
process noise on the “background signal” or maximize the
Trojan signal by appropriate test vector generation [12],
[28], characterization of the experimental noise [11], or
characterization of the measurement port transfer function
[13], [14], [15] to accurately extract the side-channel
information. Characterization of the golden circuit’s leakage to detect presence of Trojan is described in [29] and
[30]. Design techniques for improving Trojan detection
sensitivity for side-channel analysis are presented in [15]
and [18].
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Both classes of Trojan detection techniques have their
relative pros and cons. The main challenge for logic testing
based approaches is the extremely large Trojan design space,
which makes complete enumeration and test generation
computationally infeasible. The advantage of side-channel
analysis based approaches is that even if the Trojan circuit
does not cause observable malfunction in the circuit during
test, the presence of the extra circuitry can be reflected
in the measured side-channel parameter. The main
challenges associated with side-channel analysis are large
process-induced parameter variations in modern nanometer
technologies [20], and measurement noise, which can mask
the effect of an inserted Trojan circuit, especially for small
Trojans. However, most of the proposed techniques do not
consider simultaneous elimination of the effects of “interdie” or global process variation (the variation between
different ICs), as well as “intra-die” or local process
variation (the variation in the same IC) on the measured
parameter. Recent work on calibrating the effect of withindie parameter variations on the leakage current has been
presented in [14]. While the calibration circuitry can itself
be tampered to hide the Trojan effect, the sensitivity of
such approach also degrades for large designs and small
Trojans because of the exponential nature of dependence of
leakage current on process variations. The main motivation
behind the work described in this paper is the development of a noninvasive side-channel analysis-based Trojan
detection technique that systematically eliminates both
global and local process variation effects by using multiple
measured parameters like maximum operating frequency
and transient current.

3

METHODOLOGY

Any malicious hardware (Trojan) inserted in a trusted
design will consume leakage power, which is largely
dependent on the size of the Trojan. It will also contribute
to the dynamic power when any switching activity is
induced inside the Trojan. Power analysis techniques can,
therefore, be employed to discover the differences in sidechannel information between trusted and untrusted ICs [11].
However, there are two main challenges in such techniques:
Small Trojan circuits are likely to cause little or no
change in the supply current, thereby making it
difficult to discover their presence, effectively
resulting in “false negatives.”
2. Leakage current in scaled technologies can vary by
up to 20 [20] due to process variations. Thus a
“false positive” may be detected when differences
between the power consumption of trusted and
untrusted ICs are masked by process variations.
Also, if provision is made for a “guard-band” to
account for the process variation effects, some
tampered ICs can be considered benign.
Trojan detection based on the analysis of sidechannel information has two major advantages: 1) it is
noninvasive—i.e., it does not require design modification or
any postmanufacturing destructive procedure; and 2) it
does not require activation of the malicious payload of the
Trojan to observe its impact at primary output nodes, which
can be extremely difficult for a complex sequential Trojan
during manufacturing test.
1.
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Fig. 3. Effect of process variations (both inter- and intradie) on device
threshold voltage [17].

Fig. 2. (a) Average IDDT values at 100 random process corners (with
maximum variation of 20% in interdie V th) for c880 circuit. The impact
of Trojan (8-bit comparator) in IDDT is masked by process noise.
(b) Corresponding Fmax values. The Fmax versus IDDT plot can help
identify Trojan-containing ICs under both (c) interdie, and (d) intradie
process variations.

3.1 Multiple-Parameter Trojan Detection
To use side-channel analysis for Trojan detection, we need
to distinguish between the Trojan contribution and process
noise by comparing the side-channel information for the
golden and the untrusted ICs. However, the effect of a
Trojan circuit on the maximum operating frequency or Fmax
and the transient supply current or IDDT can be masked
by process variations. Average IDDT and Fmax values for an
8-bit ALU circuit (c880 from ISCAS-85 benchmark suite)
obtained from simulation in HSPICE are plotted in Figs. 2a
and 2b for 100 chips which lie at different process corners.
Here, we consider only die-to-die or interdie variations in
transistor threshold voltage (V th), where all transistors in a
die experience similar variations. The effect of processinduced variations in other parameters like Tox and Leff can
be modeled as variations in V th [21]. The effect of a
combinational Trojan (8-bit comparator circuit) is only
observed in the current; it does not affect the Fmax because
it is not inserted in the critical path of the circuit. The spread
in IDDT due to variation easily masks the effect of the
Trojan, making it infeasible to isolate from process noise, as
shown in Fig. 2a. The problem becomes more severe with
decreasing Trojan size or increasing variations in device
parameters in scaled technologies.
To overcome this issue, the intrinsic relationship between
IDDT and Fmax can be utilized to differentiate between the
original and tampered versions. The plot for IDDT versus
Fmax for the ISCAS-85 circuit c880 is shown in Fig. 2c. It can
be observed that two chips (e.g., Chipi and Chipj ) can have
the same IDDT value, one due to presence of Trojan and the
other due to process variation. By considering only one sidechannel parameter, it is not possible to distinguish between
these chips. In fact the Chipi and Chipk are at the same
process corner as indicated by their identical Fmax values.
However, the correlation between IDDT and Fmax can be
used to distinguish malicious changes in a circuit under
process noise. The presence of a Trojan will cause the chip to
deviate from the trend line. As seen in Fig. 2c, the presence

of a Trojan in Chipi causes a variation in IDDT when
compared to a golden chip (Chipk ), while it does not have
similar effect on Fmax as induced by process variation—i.e.,
the expected correlation between IDDT and Fmax is violated
by the Trojan.
Note that in the proposed approach, Fmax is used for
calibrating the process corner of the chips. It is usually
measured for each chip during the speed-binning process
of testing. In practice, the delay of any path in the circuit
can be used for this purpose. Hence, it becomes difficult for
an attacker to know in advance which path delay will be
used for calibrating process noise. Since a typical design
will have exponentially large number of paths, it is
infeasible for an attacker to manipulate all circuit paths to
hide the Trojan effect. Furthermore, even if the path is
guessed by the attacker, an inserted Trojan is likely to
increase both delay and activity of the path on which it is
inserted. Hence, a chip containing the Trojan will deviate
from the expected IDDT versus Fmax trend line, where both
current and frequency increase or decrease simultaneously.
Finally, to alter the Fmax such that the Trojan evades the
multiple-parameter approach (i.e., it falls within the limit
line in Fig. 2c), the adversary needs to know the exact
magnitude of process variation for each path of each chip,
which is difficult to estimate prior to fabrication [20].
Fig. 2d shows the effect of random intradie process
variation effects on top of interdie variations upon the IDDT
and Fmax values for 1,000 instances of the c880 circuit with
and without Trojan. We performed Monte Carlo simulations in HSPICE using interdie ( ¼ 10%) and intradie
( ¼ 6%) variations in V th (see Fig. 3). In this case, the
transistors on the same die can have random variations on
top of a common interdie shift from the nominal process
corner, causing deviations from the trend line obtained by
considering only interdie variations. However, the spread
in IDDT values for a fixed Fmax value is much less compared
to the total spread in IDDT across all process corners. The
trend line is obtained by using polynomial curve fitting of
order three in MATLAB, which matches the trend obtained
by considering only interdie process variation effects. By
computing the spread in IDDT values for a given Fmax ,
corresponding to a particular interdie process corner, we
can estimate the sensitivity of the approach in terms of
Trojan detection. Any Trojan which consumes extra current
less than this spread will remain undetected. The limit line
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Fig. 4. Major steps in the multiple-parameter Trojan detection approach.

is obtained by scaling the trend line by the spread factor,
which is computed using the mean and standard deviation
of the actual spread in IDDT values for a given Fmax , for the
golden sample of ICs and allows us to identify all the Trojan
instances without any error, even for a small Trojan. A
theoretical basis for the existence of a trend line between
IDDT and Fmax under process variations is provided in
Appendix A, which can be found on the Computer Society
Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TC.2012.200.

3.2 Improving Detection Sensitivity
The minimum size of Trojan which can be detected by any
side-channel approach based on the measurement of
current for a given amount of process noise is quantified
by the detection sensitivity. In a single V th (or Fmax ) point, the
sensitivity can be expressed as
Sensitivity ¼

Itampered  Ioriginal
 100%:
Ioriginal

ð1Þ

The detection sensitivity of the proposed approach reduces
with decreasing Trojan size and increasing circuit size.
To extend the approach for detecting small sequential/
combinational Trojans in large circuits (with >105 transistors), we need to improve the SNR using appropriate sidechannel isolation techniques. Clearly, the sensitivity can be
improved by increasing the current contribution of the
Trojan circuit relative to that of the original circuit. Next, we
describe different techniques used to reduce Ioriginal and
increase its difference from Itampered .

3.2.1 Test Vector Selection
Note that although Fmax is a unique parameter for each IC,
the average IDDT is a function of the applied input vector.
A set of patterns that maximizes the activity in the Trojan
circuit, while reducing the background current, is likely to
provide the best signal-to-noise ratio. Our test generation
approach tries to maximize the contribution of an arbitrary
Trojan circuit in supply current while minimizing the
effect of background current. Fig. 4 illustrates the overall
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methodology for the proposed Trojan detection technique,
along with the steps of the test vector generation
algorithm [17].
A complex circuit under test (CUT) typically comprises
of several functional modules fMI g, which are interconnected according to their input/output dependences. In
general, the activity in most functional blocks can be
controlled by input conditions. For example in a processor,
activity in the floating point unit (FPU), branch logic or
memory peripheral logic can be turned off by selecting an
integer ALU operation. Similarly, in a pipelined processor,
the different pipeline stages correspond to the different
regions. By repeating the same initial test instruction, we
can fill the pipeline such that on application of a new test
vector, the different pipeline stages are activated one-at-atime. Any large functional block is furthered partitioned by
hypergraph partitioning or by using other region-based
partitioning approaches [12]. The partitioning approach
should consider the following properties: 1) The blocks
should be reasonably large to cancel out the effect of
random parameter variations, but small enough to minimize the background current. 2) The blocks should be
functionally independent so that the test generation process
can increase the activity of one block (or few blocks) while
minimizing the activity of all others.
Next, we generate test vectors for activating each module
separately. The test vector generation algorithm needs to
take into account two factors: 1) Only one region must be
activated at a time. 2) When a particular region is being
activated, the test vectors should try to activate possible
Trojan trigger conditions to cause some switching activity
within possible Trojan circuits. This motivates us to
consider a modified version of the statistical test generation
approach (MERO) proposed in [6] for maximizing Trojan
trigger coverage. Note that, unlike logic testing approaches,
the Trojan payload need not be affected during test time,
and the observability of Trojan effect on the side-channel
parameter is enough to signify the presence of the Trojan.
For each module Mi , we use connectivity analysis to assign
weights to the primary inputs in terms of their tendency to
maximize activity in the region under consideration while
minimizing activity in other regions. This step can also
identify control signals which can direct the activity
exclusively to particular regions. Next, we generate
weighted random input vectors and estimate the activity
within each region for each pair of input vectors using a
graph-based functional simulation approach. We sort the
vectors based on a metric Cij which is higher for a vector
pair which can maximally activate module Mi while
minimizing activity in each of the other modules. Then,
we prune the vector set to choose a reduced but highly
efficient vector set generated by MERO, which is motivated
by the N-detect test generation technique [33]. In this
approach, we identify internal nodes with rare values
within each module, which can be candidate trigger signals
for a Trojan. Then we identify the subset of vectors which
can take the rare nodes within the module to their rare
values at least N times, thus increasing the trigger
possibility of arbitrary Trojans. The vectors for all regions
are combined to generate a test suite which can be applied
to each chip for measuring supply current corresponding to
each of its regions.
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Fig. 5. Schematic showing the functional modules of the AES cipher
circuit. The “Key Expand” module is clock-gated and operand isolation is
applied to the “SBOX” modules to reduce the background current.

3.2.2 Power Gating and Operand Isolation
To prevent unwanted switching in independent functional
modules, low-power designs conventionally use power
gating techniques such as clock gating, supply gating, or
operand isolation. We propose to employ the alreadyexisting power gating controls to improve Trojan detection
sensitivity by reducing Ioriginal , without introducing any
modifications to the design. These approaches are supplementary to the test vector generation technique described
earlier and are applicable to circuits in which the regionbased test generation is not very effective. We applied
these techniques to the advanced encryption standard
(AES) circuit, shown in Fig. 5 [23]. It should be noted that
depending on the functionality of the CUT, it might not be
always possible to switch-off certain units whose outputs
feed other dependent modules. Thus, when testing for
Trojan in module 4, we cannot shut off the modules 1 and
3 that affect the controllability (and hence the activity) of
the internal nodes in 4. One major concern against using
power gating is that if we introduce power gating during
test-time as a method to increase our Trojan detection
sensitivity, the attacker can use these control signals to
disable the Trojan during test time. However, in this case,
it is difficult for the adversary to distinguish between the
normal functional mode and Trojan detection mode, since
the decision about which blocks are turned off or biased is
taken dynamically. Hence, the attacker cannot use the
power gating techniques to reduce the current contribution
of the inserted Trojan.
3.2.3 Use of Other Side-Channel Parameters
It should be noted that various measurable parameters can
be used for multiple-parameter side-channel-based Trojan
detection where at least one parameter is affected by the
Trojan and other parameters are used to calibrate the
process noise. Besides IDDT and Fmax , other circuit parameters such as quiescent or leakage current (IDDQ ) can also
be used to increase the confidence level. Apart from
contributing to the dynamic current (IDDT ), a Trojan will
also contribute to the leakage current (IDDQ ). Moreover,
similar to IDDT , the value of IDDQ increases monotonically
with Fmax for a given design from one process corner to
another. Thus, any decision derived from studying the IDDT
versus Fmax relation can be reinforced by observing the
IDDQ versus Fmax relation for the same set of ICs. Similar to
IDDT , the value for IDDQ is input-dependent; thus, a lowleakage vector can improve the IDDQ sensitivity of a Trojan.
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Fig. 6. The correlation among IDDT , IDDQ , and Fmax can be used to
improve Trojan detection confidence.

To understand the joint effect of the three variables, we
simulated the c880 circuit with and without an 8-bit
comparator Trojan. Fig. 6 shows a 3D plot of IDDT , IDDQ ,
and Fmax , with projections on the IDDQ -Fmax and IDDT -Fmax
planes. We can observe that a Trojan instance clearly
isolates a chip in the multiple-parameter space from process
induced variations.

3.2.4 Test Conditions
During side-channel testing, the choice of testing conditions
can have a significant impact on sensitivity of Trojan
detection. For instance, the placement of the current sensor
to measure IDDT for the chip is an important parameter. It
should be noted that in case of a noninvasive approach for
Trojan detection, the current sensors are not inserted within
the chip. If they are inserted within the chip, they can be
tampered with, by the attacker. However, it is advisable to
measure the current as close to the pins as possible. If we
measure the current drawn from the power supply, the
averaging effect of the bypass capacitors on the board can
cause a negative impact on Trojan detection sensitivity.
Moreover, if the current sensing can be done at individual
VDD pins at the chip-level, instead of at the common
supply node at the board-level, we can divide the background current to a considerably smaller value. It can also
help in isolating the Trojan effect if the functional regions
being activated draw supply current dominantly from
different VDD pins. In this context, a region-based Trojan
detection approach described in [13], explains how one can
use the supply current values for different regions to
calibrate the process noise.
The value of the supply voltage and the operating
frequency during testing can also be varied to get better
Trojan detection sensitivity by our approach. As the supply
voltage is reduced below nominal, the gates start switching
slowly. Also, the dynamic and leakage current get reduced.
Since we use average current measured over a clock period
as the IDDT value corresponding to a pair of test vectors, it
contains components from both switching current and the
leakage current. Based on the equations derived in Section 1,
and the trend lines in Fig. 6, a trend line exists between
Fmax and IDDT whereas the relation between Fmax and IDDQ
is nonlinear. We can see that if the measured average
current is dominated by the leakage component, the
relationship has a nonlinear trend. If the trend remains
close to linear, it is easier to get a limit line and determine a
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Fig. 7. Trojans considered in our simulation setup.

threshold for characterizing process variations. We can
reduce the leakage component by measuring the average
leakage current for the same vector and subtracting it from
the measured switching current to extract the actual IDDT .
On the other hand, we can get similar sensitivity by
measuring the current for shorter period of time (i.e., at
high operating frequency) which leaves very little margin
beyond the critical path delay, or by testing at a lower
supply voltage, when the gate delays increase and consume
the slack for the particular operating frequency. If other
low-power design techniques are built into the design, like
applying body-bias to reduce leakage or clock/supply
gating or adaptive voltage scaling for different functional
regions, these can be used to our advantage to increase
Trojan detection sensitivity.

4
4.1

RESULTS
Simulation-Based Verification

4.1.1 Test Setup
We used two test cases to validate the proposed Trojan
detection approach: 1) an AES cipher circuit with an
equivalent area of slightly over 25,000 two-input NAND
gates (i.e., >105 transistors) and about 30 percent of the total
area contributed by memory elements and 2) a 32-bit
pipelined integer execution unit (IEU) with about
20,000 two-input gates. Both designs were synthesized
using Synopsys Design Compiler and mapped to an LEDA
library. To determine the trend line and estimate the Trojan
detection sensitivity, we used 20% variation over the
nominal V th in our simulations. We validated our
technique with both 250-nm TSMC models and 70-nm
predictive technology model (PTM) [34] models to establish the
technology scalability of our approach. Finally, we used
Monte Carlo simulations in HSPICE with random variations
in interdie and intradie Vth.
We introduced four types of Trojan circuits in the two test
circuits, with each Trojan type having an area an order of
magnitude smaller than the previous type. Trojans I, II, and
III are sequential Trojans that are designed as counters of
decreasing size (24, 10, and 3 flip-flops, respectively.
However, they derive their clock from internal nodes
of the circuit with rare values. Trojan IV is a combinational
8-bit comparator circuit, which occupies a meagre 0.04 percent of the AES circuit area. Fig. 7 shows schematics of the
Trojan circuits considered in our simulations.
4.1.2 Results
Fig. 8a shows a plot of IDDT versus Fmax for the AES circuit,
with and without an inserted Trojan of type I. From this
plot, it is observed that the current differential due to the

Fig. 8. IDDT versus Fmax relationship for both golden and tampered AES
and IEU circuits showing the sensitivity of our approach for detecting
different Trojan circuits.

Trojan circuit is only 2.63 percent at different process
corners. For smaller Trojan circuits (Trojan II-IV), this
difference is less prominent and likely to be masked by
process noise. Thus, as discussed in Section 3.2.2, the clock
gating and operand isolation were implemented to improve
the Trojan detection sensitivity in the AES test circuit. As a
result of selective gating, it was possible to reduce the
average activity per node significantly (from 0.16 to 0.05).
Fig. 8b shows the average IDDT versus Fmax plots for
Trojan I, with power gating applied, which increases the
sensitivity from 2.63 percent (see Fig. 8a) to 12.2 percent.
The sensitivity for different Trojan sizes is shown in Table 1.
Figs. 8c and 8d show IDDT versus Fmax trends for the
32-bit IEU circuit, which shows sensitivity reduction with
decrease in Trojan size. These sensitivity values can be
improved by choosing proper low-activity vectors which
reduce the background current. The improvement in
sensitivity for different Trojan circuits due to low-activity
vectors is shown in Table 2. Fig. 9 shows the detection
sensitivity using multiple-parameter approach for Trojans
of different sizes in the IEU circuit. Large sequential
Trojans having 24 and 10 flip-flops have better sensitivity
with IDDQ , since the Trojan circuit occupies a considerable
percentage of the original circuit area. However, smaller
sequential (three flip-flops) and combinational Trojans (16,
10, 8-bit comparators) which occupy very small percentage
of the area have very low detection sensitivity using IDDQ .
Since quiescent current is measured for the entire circuit,
its sensitivity decreases for large circuits and small Trojans.
In this regard, multi-power port measurement [13] can be
TABLE 1
Detection Sensitivity for Different Trojan Sizes in AES
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TABLE 2
Detection Sensitivity for Different Trojan Sizes in IEU

useful to attain higher confidence. However, using IDDT
and low-activity vectors, we can increase the detection
sensitivity to more than 2 percent. For ultrasmall Trojans
(4-bit comparator), the side-channel sensitivity is below
2 percent, which can be increased by proper test conditions. Moreover, such Trojans are easily detected by logictesting approaches [6].
Fig. 10 shows the results of Monte Carlo simulations for
1,000 instances of the IEU circuit with and without
Trojan IV. Here, we consider both die-to-die and withindie variations as well as uncorrelated variations between
NMOS and PMOS threshold voltages. Using a 2 percent
sensitivity limit line, we obtain 99.3 percent Trojan detection
accuracy, with 0.3 percent false alarms, which indicates that
3 out of 1,000 dies fall beyond the 2 percent limit line.
Hence, the multiple-parameter approach is shown to work
even under random process variation effects on top of
interdie variations. However, these results were obtained at
nominal supply voltage of 1V and relatively low operating
frequency of 200 MHz (clock period ¼ 5 ns). As described
in Section 3.2.4, we can use supply voltage scaling and
frequency scaling during testing to make the measured
supply current reflect the switching current (IDDT ) only. By
reducing the slack when no switching activity takes place in
the circuit, we can get better Trojan detection sensitivity as
shown in Fig. 11. By decreasing the clock period to 3 ns, we
limit the idle time within the measurement period. Also, by
reducing the supply voltage to 0.8 V, the switching speed of
the gates reduces and the slack decreases further to give
large separation between golden trend line and Trojan IDDT .
Thus, proper choice of test conditions can lead to increased
sensitivity for detecting ultrasmall combinational Trojans.

4.2

Hardware Validation

4.2.1 Test Setup
Hardware validation of the proposed multiple-parameter
approach was performed using an FPGA-platform where

Fig. 9. Sensitivity of Trojans of different sizes and types to different
parameters.

Fig. 10. Effect of random process variations using Monte Carlo
simulations with interdie  ¼ 10% and random intradie  ¼ 6% for the
32-bit IEU circuit with Trojan IV inserted. VDD ¼ 1V, Period ¼ 5 ns.

FPGA chips were used to emulate the ASIC scenario. We
wanted to observe the effectiveness of the proposed
approach to isolate the Trojan effect in presence of process
variations, when a golden design and its variant with
Trojan are mapped to the FPGA devices. Such an FPGAbased test setup provides a convenient platform for
hardware validation using different Trojan types, sizes
and even different designs. The selected FPGA device was
Xilinx Virtex-II XC2V500 fabricated in 120-nm CMOS
technology. We designed a custom test board with
socketed FPGAs for measuring current from eight individual supply pins as well as the total current, using 0:5
precision current sense resistors. The test circuit was the
32-bit IEU with a five-stage pipelined multiplier which has
a logic utilization of 90 percent of the FPGA slices. The
Trojan circuit was a sequential counter circuit, whose size
was varied from 256 (1.76 percent of design size) to
4 (0.03 percent) flip-flops. IDDT was monitored for two
types of input vectors: low-activity logic operations and
high-activity multiplication operations.
The test setup is shown in Fig. 12. To measure IDDT , we
measured the voltage drop across a sense resistor, using
high-side current sensing strategy. To increase accuracy of
measurements amidst measurement noise, the sense
resistors were connected between the core VDD pins and
the bank of bypass capacitors. A differential probe was
used to measure the voltage waveforms, which were
recorded using an Agilent mixed-signal oscilloscope
(100 MHz, 2 Gsa/sec). The timing diagram for the
application of test vectors, along with “SYNC” signal for
averaging the current waveform over multiple applications of the same test vectors is shown in Fig. 13. The
waveforms were synchronized with a 10-MHz clock input
and recorded over 16 cycles corresponding to a pattern of
16 input vectors. A “SYNC” signal was used to indicate
the first input vector in the set, so that the current can be
measured for the same vectors in all cases. Average
current waveforms were obtained from the oscilloscope by

Fig. 11. Choosing a faster clock period (3 ns) and lowering the supply
voltage from 1 to 0.8 V gives better Trojan detection accuracy.
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Fig. 14. Measurement results for 10 FPGA chips showing (a) IDDT
values only and (b) IDDT versus Fmax trend for the IEU test circuit and a
16-bit sequential Trojan (0.14 percent area).

Fig. 12. (a) Test PCB schematic. (b) Test circuit schematic.
(c) Experimental setup. (d) Snapshot of measured IDDT waveform from
oscilloscope.

averaging over 1,024 repetitions of the same vector set to
reduce the measurement and temporal noise. We performed experiments with 10 FPGA chips from the same
lot, which were placed in the same test board using a
BGA socket, with the same design mapped to each chip.
Frequency (an estimate of Fmax ) was measured for
process-calibration of the FPGA chips using a 15-inverter
chain ring oscillator circuit with an on-chip counter, as
described in [35]. The measurement of ring oscillator
frequencies mapped to the FPGAs was done multiple (10)
times with a stable experimental setup to ensure similar
operating conditions including temperature, and averaged
to eliminate temporal variations. The spatial variations were
averaged by measuring ring oscillator frequency from five
different placements (four quadrants and center) of the ring
oscillator in each IC (taking care to preserve the internal
routing). The entire set of measurements for the 20 test
chips (taking a total time of 14 hours) was repeated three
times to ensure the accuracy of the trend line.

Fig. 13. Timing diagram for application of test vectors and acquisition of
average current values (IDDT).

4.2.2 Results
The experimental results for multiple-parameter testing
approach are shown in Fig. 14. The results show that while
measurements of IDDT only (see Fig. 14a) may not be able to
capture the effect of a Trojan under parameter variations,
multiple-parameter-based side-channel analysis can be
effective to isolate it. For a set of golden chips, IDDT versus
Fmax follows an expected trend under process noise and
deviation from this trend indicates the presence of
structural changes in the design. Fig. 14b shows this
scenario for 10 FPGA chips, 8 golden and 2 with Trojans
(16-bit sequential Trojan). The ones with Trojans stand out
from the rest in the IDDT versus Fmax space. Note that some
design marginalities, such as small capacitive coupling,
which cause localized variation, can make the IDDT versus
Fmax plot for golden chips to deviate from the linear trend.
Also, better trend can be obtained by performing measurements over larger population of chips, than was available.
Fig. 15a shows the measured IDDT versus Fmax trend for a
4-bit sequential Trojan, which occupied 0.03 percent of logic
resources in the FPGA. By drawing a limit line with a
sensitivity of 2 percent, we get errors in Trojan detection.
Lowering the sensitivity to 1 percent will decrease the
number of false negatives (Trojan chips classified as golden),
but increase the number of false positives (golden chips
classified as Trojan). To improve the sensitivity of Trojan
detection, we subtracted the background current (current
measured with no input activity) for each chip and the
corresponding IDDT versus Fmax trend is shown in Fig. 15b.
Even with a sensitivity of 1 percent, we can now clearly
identify the Trojan chips without any errors.
Fig. 16 shows the variation in Trojan detection sensitivity
with Trojans of various sizes and with sets of input test
vectors with differing activity levels. It is clear from this
graph, that the sensitivity of Trojan detection decreases with
decrease in Trojan size, and for very small Trojans, we
need to use sensitivity improvement techniques to avoid

Fig. 15. Measured IDDT versus Fmax results for eight golden and two
Trojan chips for the IEU circuit with and without a 4-bit sequential Trojan
(0.03 percent area).
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Fig. 16. Trojan detection sensitivity decreases with Trojan size but
improves by proper test vector selection.

classification errors. The sensitivity toward Trojan detection
by measuring from individual pins compared to the
sensitivity when measuring the total current is plotted in
Fig. 17. It can be observed that when activating the
multiplier which is spread out over a large part of the
FPGA, we do not get much improvement in sensitivity.
However, the supply current corresponding to the logic
operations shows clear improvement in sensitivity of
1:25  over the overall current sensitivity, for the pin R2
which is closest to the placement of the logic block of the
IEU on the FPGA. The sensitivity can be improved further
by integrating current sensors into the packaging closer to
the pins and by using current integration circuitry to
perform the averaging.

5

INTEGRATION WITH LOGIC-TESTING

As shown in Section 4, sensitivity of Trojan detection with
the proposed side channel approach reduces with Trojan
size. Hence, while such an approach can be generally
effective for relatively large Trojans (including complex
sequential Trojans), it may not detect ultrasmall Trojans
reliably. On the other hand, logic testing-based approaches
can detect small Trojans with high confidence. However, it
is extremely challenging to detect structurally and functionally complex Trojans using logic testing. This is
because a finite set of generated test vectors are usually
unable to trigger the Trojans and manifest their malicious
effect. As shown in [6], the logic testing approach
generally achieves poor Trojan detection coverage for
Trojans with more than eight inputs. However, for sidechannel analysis-based approaches, it is not essential to
activate the entire Trojan circuit—even activating a small
part of the Trojan circuit might be sufficient to reliably
identify Trojan effect in supply current. Hence, the
proposed methodology can also be integrated with logictesting-based Trojan detection approaches (such as
MERO [6]) to provide comprehensive coverage for Trojans
of different types and sizes.
The overall coverage can be estimated by a statistical
sampling approach, in which a random sample of Trojan
instances of a specific size (e.g., 100K) is chosen from the
Trojan population. The percentage of Trojans in the sample
detected by a given test-set is determined using functional
simulation. Trojan detection coverage for a particular testset is defined as
Coverage ¼

#of T rojans detected
 100%:
#of sampled T rojans

ð2Þ

Fig. 17. Sensitivity of Trojan detection can be improved by measuring
current from multiple supply pins.

We analyze the effect of changing the rareness of the nodes
in terms of Trojan trigger coverage in Fig. 18. As the value
of  increases beyond 0.2, even the Trojans triggered by
nonrare nodes are activated with high probability. Hence,
even though the N-detect test generation method focuses
on taking the rare nodes to their rare values N times, the
Trojans triggered by nonrare nodes will also get activated,
resulting in high coverage for all Trojans. One can also use
coverage enhancement techniques like test-point insertion
to enhance logic-testing-based Trojan detection. We can
insert low-overhead test points to increase the observability of poorly observable internal circuit nodes and
making them primary outputs. To reduce pin overhead,
we can use multiplexing of the test points on existing pins.
Similarly, controllable test point insertion can be used to
improve trigger coverage. To observe the effect of
observable test points, we performed simulations with 5
and 10 inserted test points (TP). To select the test points,
the nodes were ranked in descending order based on the
following metric:
M¼

fin þ fout
;
absðfin  fout Þ þ 1

ð3Þ

where fin and fout represent the sizes of the fanin and fanout
cones of a node, respectively. The metric indicates that
nodes closer to the primary inputs/outputs have less chance
of getting selected. Fig. 19 shows the effect of test point
insertion on the Trojan coverage as compared to a baseline
case with no inserted test point, for three sequential

Fig. 18. Trigger coverage for different values of , the rareness of the
nodes considered for test generation.
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Fig. 20. Complementary nature of MERO and side-channel analysis for
Trojan detection coverage.
Fig. 19. Trojan coverage improvement due to observable test point
insertion (5 and 10).

(ISCAS’89) benchmark circuits with N ¼ 1;000, q ¼ 2, and
 ¼ 0:2 [6]. As observed from this plot, test point insertion
helps to improve the Trojan coverage considerably for some
circuits and helps to reduce the gap between trigger
coverage and Trojan coverage. Design techniques to
improve Trojan detection ability have been proposed earlier
[15], [18], [25]. Here, we show that the integrated sidechannel and logic testing approach for Trojan detection can
benefit from appropriate low-cost design techniques.
Although we show the improvement in case of logic testing,
a similar approach of inserting controllable points can
considerably improve Trojan detection sensitivity for sidechannel testing approaches by increasing the switching
activity inside the gates of possible Trojan circuits. It should
be noted that such Design for Security (DfS) approaches
come with their own overhead and can only be used in cases
where an invasive approach for ensuring trust is tolerated.
We computed the Trojan detection coverage for different ISCAS-85 benchmark circuits for a population of
100,000 10-input combinational Trojans, using the MERO
logic testing algorithm as well as the combined sidechannel and MERO approach, as shown in Table 3. We
used the sensitivity value derived in Section 3.2 to
determine if a Trojan is detected using side-channel
approach. Although the logic testing approach in isolation
achieves relatively poor coverage for large Trojans (size
8 inputs), the total coverage of the integrated approach is
100 percent for most circuits.
We also analyzed the complementary nature of coverage
by the logic testing and side-channel approaches of Trojan
detection. Fig. 20 shows the Trojan coverage for logic testing
approach (MERO) and side-channel approach without any
sensitivity improvement techniques applied, as well as the
TABLE 3
Trojan Coverage for ISCAS-85 Benchmark Circuits

total coverage for the combined approach, for a 32-bit IEU
for Trojans of different sizes. It can be observed that for
larger Trojans with 8 or more inputs, the detection coverage
of the MERO approach is much inferior to that of the sidechannel-based multiparameter testing. Conversely, small
Trojans are easier to trigger and detect using logic testing,
but their contribution to side-channel parameter may be
difficult to distinguish. From this analysis, we note that
Trojans of different types and sizes can be detected with
high confidence by the integrated approach.

6

CONCLUSION

We have presented a multiple-parameter side-channel
analysis approach for hardware Trojan detection that
exploits the intrinsic relationship between active-mode
current (IDDT ) and maximum operating frequency (Fmax )
to achieve high signal-to-noise ratio in presence of process
variations. The approach is scalable with respect to
increasing die-to-die and within-die process variations in
nanoscale technologies. We have also presented appropriate test vector selection techniques, use of power gating
and operand selection, use of IDDQ as a third parameter
and choice of test conditions in the context of improving
the detection sensitivity. The approach is validated using
both simulation as well as hardware measurements using
120-nm FPGA chips. We show that the proposed approach
can detect complex sequential Trojans with high confidence
in presence of large process variations. For ultrasmall
Trojans, the proposed approach may suffer from reduced
sensitivity, whereas logic testing can be more effective.
Hence, the proposed approach can be integrated with
complementary logic testing approach for reliable detection
of Trojans of all forms and sizes. Finally, the approach can
also be combined with design for security approaches to
improve test time and Trojan detection coverage.
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